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1 Introduction

Every media that can be digitalized can be distributed to a large amount of people
at quite a low cost. Be it a song recorded on a CD, a movie recorded on a DVD or
software available on any digital media. The cost of making a copy of a digitalized
media is almost nil. Considering the infrastructure available today, distribution
cost is also nearly nil. So as a matter of fact, creative and imaginative consumers
aware of this situation invented a “business model” which in fact does not follow
one of the fundamental rules of business at all, which is the purpose to earn money
through doing business. But more crucially, they do this with goods that do not
even belong to them. “Piracy” is the usual term associated with this business
model. Naturally, people doing business the conventional way do not like this
idea, so they can choose between several options: 1) ignore the threat and do busi-
ness as usual 2) fight the new competitors or 3) leave the market.

The main purpose of this work is to look at a fourth way, which in fact is al-
ready being developed, but has not yet been very successful: Adapt the way you
do business to the current market and technological situation.

In the past decades information technology has gradually been utilized more
and more to support and enhance business. With the arrival of the Internet in the
early 90s IT started spreading beyond academical and entrepreneurial boundaries
to the millions of household around the globe. By the end of this decade the con-
sumer started experimenting around with the available IT and started founding
small communities who came up with solutions for their fellow consumers and
others started using those solutions to distribute goods at no charge. Pirates, who
bypass the economic system through illegal activities like stealing or copying
copyrighted goods, have existed long before. But through the Internet, which can
be in some sense seen as an instrument of globalization, where every network-
capable device in any part of the world is connected to each other, piracy, or more
precisely, digital piracy got promoted to a global level. Every potential consumer
has also become a potential pirate.

Digital piracy involving millions of people all around the world is a mass phe-
nomenon, which can only be dealt with instruments which are capable of explain-
ing this phenomenon. So, one of the first concerns of this work is to analyze the
social aspect of digital piracy, which the author thinks may help in gaining an un-
derstanding of the matter being dealt with. The reasons for this phenomenon are
various, and so is the consequence for the whole society. Different models have
been constructed to analyze the behaviour of consumers with a tendency to pirate,
and these will be discussed in this work. The main aim of this section is to find out
the incentives that motivate people to pirate. Other than negative effects it will
also be scrutinized if piracy is capable of any positive effects like enhancing inno-
vation on the technological as well as on the commercial side.

Since its upcoming mainly due to the wide popularity of the peer to peer net-
work “Napster” in end of the 90s, digital piracy has been increasingly in the cross-



fire of the recording industry. Various efforts have been undertaken since then to
prevent digital piracy, from copy protection on the digital media to massive
enlightenment campaigns through aggressive commercials right up to online mu-
sic stores. All the different types of measures and their effectiveness in preventing
piracy will be discussed in the next main section of this work. Through analyzing
the response from the consumer’s side one can note interesting differences in
viewpoints of both sides.

Traditional business models have proven not to be suitable to today’s custom-
ers, who easily have access to a large amount of freely available media on the
Internet. They do not depend on the store nearby, but have full freedom to choose
between various online sources, where they again can choose to pay or not to pay.
So there is a need for new business models that take into account the changing
needs of the customer as well as the current and future technological develop-
ments. The last and main part of this work will extensively look into the existing
models being applied, compare and examine them according to standardized crite-
ria and try to come up with their benefits and drawbacks in order to measure their
effectiveness. Following this, innovative business models on the verge of entering
the market will be introduced and discussed.

1.1 Relevance of the topic

Recording companies are going through a phase, in which their mere existence
is being questioned heavily by their own customers. The value added by the re-
cording company to an album is not easily visible to the customer, so they ques-
tion their necessity, especially when figures like the ones Fisher III presents in his
book [Fisher III, 2004] indicate that the artist receives only a small fraction of the
revenue, whereas the retailer and the recording company sack the lion’s share,
which is approximately 88%. Since the customer has found his way to the Internet
to acquire music, many artists nowadays are switching to this new distribution
channel to sell their albums. This leaves the recording companies and retailers in
limbo.

There might be a lot of kids born in the 1990s, who may never have stood in
front of a record store weighing their money against the records they could buy
with it. They learnt that music and movies are free goods, which are easily obtain-
able through the Internet, unless you want to go to a concert or to the cinema.
These kids belong to the generation of tomorrow, which the industry will have to
target if they further wish to earn money through selling music and movies to
them. If the perception of these kids remains as they are, the companies might get
degraded itself into a much lesser important component in the life cycle of enter-
tainment products.

A large number of people are working in this industry, with a turnover of mul-
tiple billion dollars. With the emergence and sustainability of digital piracy, a ma-



jor shift in the money making process is to be expected. Many job profiles may
disappear and new ones may take their place. This means that the music industry
is altogether going through a period of upheaval, which needs to be observed in
detail to examine the possible outcome. Thus, the relevance of this issue is highly
present and seeking in-depth analysis, so that decisions on the future of business
with entertainment can be made on profound findings.

1.2 Motivation

The Internet was a revolution which changed the way in which information of
any sort was obtained and used. But not only general information was available on
the Internet; it was with the arrival of digital entertainment media like music and
videos that many were forced to rethink their business models.

The author himself belongs to the generation of music lovers who discovered
the enormous potential of online music. Like many, he was overwhelmed by the
possibilities of the Internet in providing entertainment anywhere anytime in any
possible way.

You are in the middle of a party, when someone asks the DJ for a special song.
The DJ switches to Napster, types in the name of the song and presses the enter
button. Seconds later a long list of possible hits appears on the screen. He chooses
the one he wants through double-clicking on the hit. Five minutes later the song is
in his play list and the people can already dance to it.

In such a scenario, there is no song wish that cannot be fulfilled. Millions of
songs ever recorded and published are available to anyone with an Internet con-
nection. Type in the name of the file you wish to download, choose one from the
result set, wait till it is downloaded, and you have it. You could call this the height
of usability, height of availability, or simply, height of customer satisfaction.

Nevertheless, this perfect seeming model, which is being used by millions of
people all around the world, is considered illegal, culpable and immoral, since the
customer is not paying anything in return for the service he is enjoying. This con-
tradiction of an approach loved by the majority of a society and at the same time
forbidden by the laws made by this very society is the ultimate motivation for this
thesis.

In Austria, on Sundays and holidays, newspapers are being sold by hanging
them out on poles, where the customer can buy them on his own through dropping
in the money into a small case fixed right above the bag with the newspapers. But
these cases are not attached to the bag in a way that forces the customer to drop in
the money to get the newspaper. Instead, he can obtain the newspaper even with-
out paying anything. Of course, such an action is considered illegal by law, but in
this case, it is simply tolerated, because on one hand it increases the number of
newspapers sold (even though there is no revenue collected) and on the other hand
the newspaper company can hope that someone who reads their newspaper on



Sunday for free may find it valuable enough to buy it on the weekdays. Needless
to say that newspapers not only carry news, but also costly advertisements, which
can be sold to the customer.

There are two points to be noted down from this case: 1) An illegal action be-
ing tolerated and 2) an illegal action that can be utilized to attract more customers.

Then, there is another analogy, which is interesting too. In Vienna it is easily
possible to use public transport for free. There is no hindrance in metro stations
which allows you to catch the train only with a valid ticket. The same applies to
trams and buses. Needless to say, that using the public transport without a valid
ticket is considered illegal. But the difference in this case is that it is not entirely
tolerated by the authority. There are a relatively few number of conductors check-
ing the trains, trams and buses randomly. If someone is caught without a valid
ticket, he/she has to pay a fine, which is 70 € (around 39 times the cost of a single
ticket). Nevertheless, the allurement to risk this fine cannot be neglected since the
chances of getting caught by a conductor are somewhat low. When the cost of en-
forcement is high, then tolerating an optimal level of illegal activity makes sense
[Polinsky et al., 1992].

This system of relying on the trustworthiness of the (mostly anonymous) cus-
tomer is called an honour system and is in practise in various domains such as
transportation (like demonstrated in the above example), tourism, education or re-
tail. It is used in cases when a complete supervision is not worth the effort due to
efficiency reasons. Checking the tickets of every buss, tram or metro travellers
would increase waiting time in the stations.

At the present, the music industry is forced to follow a similar policy as the
public transport company in Vienna. It is not possible for them to prevent the cus-
tomer from illegally obtaining music, so they go around and check users upload-
ing and downloading large amount of copyrighted material and sue them.

Whereas the public transport company is controlled by the city of Vienna and
therefore supported by the government, the music industry is a competitive market
solely dependent on the revenues made from selling music. They cannot afford it
to tolerate piracy to a greater extent. One may get the impression that due to piracy
the music industry is suffering from declining revenues and will fall into a reces-
sion, which may ultimately lead to bankruptcy of the companies associated with
this industry and an end of music production. But fact is, as of 2007, 74.2% of the
global recorded music market is being controlled by four labels, Universal, Sony
BMG, Warner and EMI [Sabbagh, 2008] and this has not changed for the past few
years. So, despite the threat from increased piracy over the Internet, the major la-
bels still go strong without any signs of bankruptcy.

Nevertheless the sales figures are declining steadily and the (theoretic) possibil-
ity of everyone downloading music and movies from the Internet for free is the
worst case scenario of any executive in the content industry. Therefore it is neces-
sary to review digitally piracy from various angles and come up with solutions ac-
ceptable for all stakeholders.



1.3 Research Questions

The previous chapters have given an insight into the complexity of the topic be-

ing dealt with. It shows that since an investigation on digital piracy is not entirely
limited to the technological field, the scope of this work overlaps with other inter-
esting disciplines such as sociology and economics. The overwhelming impacts of
such an interdisciplinary subject needs to be tied up compactly through stating
precise research questions. Otherwise you may get answers for questions you
never intended to ask.

Please note that the following questions are addressed by an in-depth literature

survey.

—_—

W

—_—
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A) Social aspects of digital piracy

. Why do people steal digital media (music/video)?
. Will the generation brought up in the Internet age ever have ethical reservations

about obtaining music/video free of cost from the Internet?

. Can music/video be fundamentally free (at least to private person)?
. Can piracy actually enhance innovation? Would people have thought about

utilizing the Internet to sell their products conveniently if there had been no
threat through piracy? If someone downloaded gigabytes of music, does that
automatically mean that he would have bought the same amount if he had to
pay for it? So doesn’t piracy lead to more consumption?

. Is piracy responsible for decline in sales?

B) Measures taken to fight piracy

. Which measures have been taken so far to fight piracy?
. Can technical protection fight piracy effectively?
. Piracy is a mass phenomenon, not the work of few individuals — can you con-

trol the actions of millions without shaking fundamental rights? Is it worth do-
ing so?

. Are existing copyright rules (copying under certain circumstances allowed) too

confusing for customers? Do they allow loop-holes?

C) Discussion on business models

. Are there any business models which can work as an alternative to piracy?

. If yes, how effective are they? What are their advantages and disadvantages?
. What models are being used to pirate? Can they be used against piracy?

. Can online file-sharing technologies be used to distribute music legally?

. What is the consumer willing to pay for music/video?

. Are there any new business models on the verge of entering the market?



2 Domains of research

The crux with digital piracy that differentiates it from other forms of piracy lies
simply in “digital”. Any type of media that can be digitalized is exposed to piracy.
Be it an audio file, a video file, a picture, a book or any kind of software. Any in-
formation that can be described using 1 and 0 can be copied without any loss in
value. This special characteristic of information good makes it possible that you
can find digital piracy in various domains. So this makes it is necessary to define
the domain boundaries of this work a priori. The following subchapters will give
an insight into the main two industries suffering from the impacts of digital piracy
on which the scope of this work will lie. This will be the recording industry and
the motion picture industry. Another industry, quite apparently in the crossfire due
to its nature, is the software industry. Due to constraints in the size if this work it
will not be discussed here though. Also, since the upcoming of the Open Source
concept, piracy in the software section is of lesser importance than in the other
two industries. But especially because the software industry was able to come up
with such a model, it will also be analyzed how or if such a conception can be de-
ployed to the other two fields of interest.

2.1 Recording industry

Until the invention of the phonograph by Thomas Alva Edison in 1877, music had
been an art form enjoyed live and exclusively. When Beethoven played his sym-
phony on a piano in the courtyard of a king or another elite person, then usually a
small crowd was attentively listening to him. When they went back home, all they
had were their memories of the piece Beethoven played. But with the phonograph
Edison wanted to preserve music. Later on, through the dynamics of industrializa-
tion recorded music grew out to become a powerful mass entertainment industry.

Emile Berliner later invented a more reliable form of recording and playing,
namely the disc phonograph, a pioneer of the gramophone record, which finally
won the dominance in the recording industry soon ousting Edison’s cylinder based
phonograph out of the market. It was around the turn of the century when two
companies were dominating the US market, the Victor Talking Machine Company
and the Columbia Gramophone Company. Both were successful in those days
producing records of operas with famous singers of that time. Later on dance mu-
sic and jazz found its way to this new industry.

This young recording industry experiences its first crisis in the beginning of the
1920s when radio broadcasting started becoming popular among the masses. Sud-
denly sales fell up to 27% [Lesk, 2003] within two years. Naturally people opted
to hear music for free through the radio than to pay money to buy records, which
in those days were only able of carrying a couple of minutes music. But soon a
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compromise was found with broadcasters paying licenses to the record companies.
After some time radio became so popular that the recording companies started
paying radio stations money to play their records more often [Fink, 1996].

After a period of low sales in the 1930s following the depression, the recording
industry took off dramatically after the Second World War. This was accompanied
through technological achievements like the magnetic tape for recording and the
LP record as a much more robust and effective playing media. It could carry com-
plete symphonies lasting 20 minutes.

The next development coming up to affect the recording industry was the rise
of the television in late 1940s. But unlike the radio, it did not have such a great
impact since it targeted another audience altogether with a variety of other pro-
grammes. Also, the upcoming of television weakened radio’s position as the lead-
ing entertainment device, thus strengthening the record companies’ position.

Together with musical changes (Rock ‘n Roll) came also changes in marketing,
structure and technology. Independent labels and producers gained more impor-
tance through promoting Rock music. Marketing wise Columbia introduced their
Record club in 1955 which soon popularized the mail order record business,
which even accounted for 14% of the total record sales by 1965 [Fink, 1996]. Last
but not least also technology had a boost by the end of the 50s when the first
stereophonic LP was introduced bringing enhancement in listening pleasure.

The 1960s and 1970s were characterized by new technologies and new market-
ing methods. Through the introduction of multi-track recording a higher level of
sophistication was achieved in recording. Noise reduction techniques increased the
quality of cassettes, which were introduced by Philips in 1963. Changes in the in-
dustry occurred through mergers of independent labels with major companies.
Rack jobbing was also introduced in those days as a new marketing instrument.
Records were displayed in supermarkets and other stores which were not associ-
ated with music until then.

The next decade led to the rise of digital music in the form of compact discs
(CD), which became a huge success by the end of the decade. By 1989 already
more than 200 million CDs were sold worldwide [Duke09]. But again, like in the
case with cassette recorders being introduced at the end of the 1970s, CD sales
began dropping with CD burners getting affordable for the end consumer in the
middle of the 1990s. New recording technologies have always had a negative im-
pact on sales.

The recording industry today is a widely ramified conglomerate comprising re-
cord companies, media manufacturers, broadcasting companies, artists, compos-
ers, songwriters, publishers, retailers and a large number of other participants. It is
almost impossible to estimate the number of people working in this field, since it
is interconnected to many other fields such as the motion picture industry, hard-
ware manufacturers and concert organizers to name a few.

The total global revenue generated by the sales of recorded music in 1998, the
year before Napster went online, was 38.7 billion dollars [Laing, 1999]. This fig-
ure remained stable in 1999. This being the peak year since then, the sales has
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gone down to 29.9 billion dollars in 2007 [IFPI07], resulting in a decline by 23%
in 8 years. When looking at older figures, for example from the 1920s when the
radio came up, there was a decline in sales in the US music industry by almost
27% in just 2 years. A much severe case was during the big depression where
sales had gone down from 34 million in 1929 to just 2.5 million in 1933. Also,
when the cassette recorders were introduced in the late 1970s, it took the industry
7 years to top the figures again.

2.2 Motion picture industry

Following the advent of the recording industry, the motion picture industry
soon started off as a sector in the entertainment industry which immensely rose in
popularity. Just like in the case with the phonograph, Thomas Alva Edison was
involved in the invention of the first kinetograph, a device to capture motion pic-
ture. With the invention of a kinetoscope in 1894, which was a machine with a
peep hole, through which one could watch moving pictures, the first commercial
utilization of this young technology had started. Soon penny arcades, curio halls
and amusement centres bought kinetoscopes to attract more customers. Due to
stagnation in success of these peep hole based viewing, more inventors, especially
also from Europe, like Lumiere and Pathe Freres, started developing projector sys-
tems, which made it possible that a larger number of people could watch a film
simultaneously, thus opening this medium to a bigger crowd.

The next step in the evolution of this young industry was the arrival of the
nickelodeon theatres in 1905, the first class theatres in 1915 and the deluxe thea-
tres until the 1920s. It was actually during this time that motion picture started
evolving itself from a mere add-on to amusement centres into an independent en-
tertainment industry which was capable of drawing more attention than the until
then predominant stage theatres.

Due to high production costs, the nickelodeons started leasing the movies in-
stead of purchasing them. Through sharing the same movie with many operators,
it is interesting to note that from a business perspective, the principle of sharing to
cut down costs goes way back in the history and did have its justification. We will
meet this practice later on in the course of this work.

The first people to make money with moving pictures where those who pat-
ented the equipments to produce movies. Initially the exhibitors were bound to the
manufacturer and his camera, since the latter party refused to license the moving
making technique. Also the short movies were produced by the manufacturer, so
the bargaining power of the exhibitors were almost not existent. This started
changing eventually when the content of the films rose in quality and length. Pro-
fessional artists started competing with the manufacturers in creating films and
this paved the way for a segregation of competencies. Movie production, distribut-
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ing and screening evolved into areas of different specialists, just like the develop-
ment of movie making devices.

But this segregation of powers did not last for long since the production com-
panies started acquiring various companies from other competencies such as dis-
tributors and exhibitors and thus ringing in the era of vertical monopolies. Out of
the “Big 5” (the five major production companies) already three were fully en-
gaged in production, distribution and exhibition. This highly oligopolistic nature
creating high entry barriers for independent producers was shattered at the end of
the 1940s known as the Paramount case. Theatres acquired by the majors had to
be sold, thus allowing independent producers to distribute their movies.

With the upcoming of television the motion picture industry had to face its first
competitor. Their first reactions were boycotts and a refusal to produce films for
television or licensing their own films. Also innovation in cinema technology was
further advanced through the introduction of widescreen and 3D movies. The
budgets of the movies rose to increase production quality which should draw the
crowd back to the cinema theatres. But finally the triumphal procession of televi-
sion was inevitable. A compromise was found though as the major companies re-
alized that through licensing their movies to television they could further expand
their life cycle and collect sustained revenue over many years. This practice is still
going strong today. See subchapter 8.1 for further reading on different revenue
streams.

A new major development in the production area was more and more inde-
pendent producers entering the scene. The majors cooperate with these independ-
ents through providing them their studios and equipments for a part of the profit.
This kind of risk sharing was very much welcomed by the major since it was a
highly risky business to produce movies. Like in the music industry a few hits per
year have to compensate for a big number of losses [Litman, 1998].

The motion picture industry today is still controlled by an oligopoly consisting
of six major production companies and a small percentage of independents. In
2007 global revenue from theatrical releases was 26.7 billion dollars, which means
an increase of 5% compared to 2006. Except for 2005 when sales had gone down
compared to the year before, the motion picture industry has been steadily grow-
ing. From 2001 to 2007 revenues from theatrical releases have increased by 60%.
Other revenue streams like the lucrative DVD sales markets are not included in
these figures. Since concrete figures of the DVD market are not available, the
closest estimate is that the top 100 DVDs sales in 2007 generated more than 6.6
billion dollars revenue [Numbers07].
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3 Definition and classification

“Piracy is generally defined as the duplication and/or distribution of a copyrighted good without
license.” [Chiang et al., 2002, p. 1]

When looking at the definitions of piracy, there is an important differentiation
to be made. At a more abstract level there are two categories [Rayna, 2004].

1. Piracy with monetary gain for the pirates.
2. Piracy for personal use without monetary benefits for the pirates, also labelled
“softlifting”.

Even though this work concentrates more on softlifting, which has been en-
abled by the networking power of the World Wide Web, there are various other
forms of piracy which are interconnected to each other and worth looking at. The
bootleg industry with their markets and street sellers, especially in Asian countries
are still going strong with physical CD or DVD copies of movies and music al-
bums. These sellers obtain their goods either from professional CD-burners who
sit in the backrooms of shops and burn the discs on several CD-burners simultane-
ously or even from groups who press pirated CDs with the corresponding equip-
ment. Lately, with the inclusion of Bluetooth or similar wireless technology into
mobile devices like mobile phones, PDAs or MP3 players, a new distribution
channel for pirated goods have been created. The following subchapters will give
an insight into these different forms of piracy channels.

3.1 Digital good

A digital good is information stored as a combination of many codes that devices
are able to interpret. When a written word is stored in digital form, then it is only
stored which letters are to be used when showing them on monitors or for printing,
but not how these letters look like. With pictures it is a bit more complex. A pic-
ture is first divided into sections each one containing a certain amount of informa-
tion about the picture. Only with all these sections together a picture is produced.
Audio is even more complex. Analogue waves from microphones are converted to
digital values when recorded and again converted into analogue sound waves for
hearing. Since electronic equipments (like especially a computer) work with digi-
tal data, the digitalization of these art forms eased their processing, for example
editing or distribution. But due to this very peculiar ease-of-use-nature it has a
couple of characteristics that makes it vulnerable for piracy [Bauckhage, 2003].

Non-rival: The consumption of a digital good is non-rival. In other
words, consumption by one person does not prevent con-
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sumption by another person. This is possible because digital
goods can be copied 1:1 without any loss in quality as in its
digital form it is just encoded information waiting to be in-
terpreted (= played) by some device. An mp3 file will never
lose its quality no matter how often it is played.

Non excludable: Most goods are excludable meaning that if one person owns
something, he/she can exclude others from owning it, for
example the milk you bought from the supermarket or your
car. Once it belongs to you, no one else can consume or use
it. With digital goods this excludability is not given any-
more. When you own a song or a movie, you can easily
copy it to your friend’s computer without losing the possi-
bility of consuming the same good too [Albanese, 2006].

Cost structure: The marginal cost of producing a good usually decreases ac-
cording to the quantity being produced. So in mass produc-
tion the cost per unit is much lesser than when producing the
first single unit. Concerning music and movies the produc-
tion of the first copy, the master copy, is a very costly mat-
ter. In 2007 the average cost of a Hollywood movie lied
around 100 million dollars [Romow08]. The special nature
of digital goods is that the cost of making a copy is almost
zero. But such high fix initial costs make it a very risky
business too.

3.2 Types of Piracy

Digital goods like mp3 files or any movie file can be distributed through various
channels. Online piracy, which is the one dealt with in this work, is only one of
many forms. In 2005, in the film industry for example almost 60% of piracy was
allocated to hard copy piracy [MPAO6], which means the distribution of pirated
CDs or DVDs. Countries in Asia, South America and Africa with an aggregated
population of around 5.3 billion people are the main markets for the bootleg indus-
try. Since broadband Internet is not yet widely available there like in the United
States or in Europe, this type of piracy still goes strong in those regions. Also, lit-
eracy may be an issue when it comes to online piracy which requires knowledge
about the usage of a computer.

A completely new segment of piracy is noticeable in the mobile devices sector,
be it mobile phones, PDAs or smart phones. The availability of cheap storage
cards such as secure digital cards (SD) used in phones and cameras, together with
wireless transmitting technologies like Bluetooth enables a more private way of
piracy. A standard 2 GB SD card can store up to 500 mp3 files in near to CD qual-
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ity or almost 3 complete movies in near to DVD quality (so called DVD rips en-
coded with divx or xvid).

Another more recent form of piracy happens through the streaming of media
over the Internet. In times of increased bandwidth streaming large media files
have become attractive to potential pirates, since you can watch it immediately.
This somewhat competitor to modern video-on-demand services do have popular
legitimate avatars on the net like YouTube or Metacafe, but the ones showing
complete movies in very good quality are still not much in the media like joox.net
or ovguide.com serving as a search engine for finding streaming sites.

The term “File-swapping” is attributed to copying of large amount of data from
one electronic device to another, like for example from an external hard disc to a
computer. USB sticks containing more and more disc space have simplified this
process. But also big networks like on university campuses or in companies are
popular areas for file-swapping in a big way.

Online piracy, meaning mainly file sharing through the Internet, is the most
emerging and uncontrollable form of piracy, theoretically capable of creating a
devastating effect on the entertainment industry. According to the piracy report
2006 of IFPI almost 20 billion songs were downloaded illegally from the Internet
[IFPI06]. Regardless of whether the same amount of songs would have otherwise
been bought legally, the potential of the Internet for piracy is enormous.
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4 Social aspects of digital piracy

One of the main concerns of this work is to study about the people behind the
whole issue of piracy. First of all, it is a commonly agreed understanding that ob-
taining a good without giving back anything in return (usually money) is uncondi-
tionally considered as an unlawful act'. Secondly, this understanding is one of the
backbones of any righteous society on earth. And finally, this understanding being
one of those backbones of righteousness, a maximum number of people living in
those societies, which can be quite safely estimated as the whole human popula-
tion agrees to this “rule”.

Still, millions of people all around the world, members of societies, where ob-
taining a good without paying for it is considered a crime, commit an obvious
crime when obtaining music, film or software free of charge from the Internet.
The really interesting factor here is that these millions of people only have one
thing in common, and that is an Internet connection; nothing else. There are no
characteristic features which would help track down these people. Neither do they
belong to any specific segment of the population® nor to any religiously motivated
group. They are no terrorists in the common sense with an aim to destroy the in-
dustry or any other organized anti-social groups with a motivation to cause chaos
in the entertainment business. They are simply everyone desiring to listen to a
song, watch a movie or work with an application on the computer. They are what
they used to be called, the consumer.

Now there are surely different reasons for the actions of these people. Some
may not be aware that their action is considered illegal. Internet connections are
not given upon consent about existing copyright laws. Many people, especially
those from the former generation, who are new to this technological achievement,
may not be aware of the fact that downloading music or movies from websites
without paying is an illegal act. They may speculate that since no one is actually
hindering them from downloading, it is most probably okay to do so.

Then there may be others who do know the legal consequences of their actions
but consider piracy as a peccadillo, as something that is not worth punishing.
Many people, especially students, may argue that since they have a comparably
low income, the incentive to pirate may be high. In the course of this work we will
see that there are more than these three reasons for digital piracy. It is a mass phe-
nomenon, which appears all around the world and involves every type of person.
Since everyone has a different motive for his/her action, the study of these motives

! The word “theft” is avoided here on purpose since a theft usually involves the
non-usability of the stolen good by the original owner. This is not the case when
digital goods are exchanged on file-sharing networks, as it is a copy of the original
file being shared and not the original file itself.

2 According to a study conducted by LEK and MPA in 2005 [MPAO06] 44% of
digital movie pirates are female. Also 18% are between 40 and 49 years old.
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is indispensable for an acceptable solution to the problem digital piracy. In the end
of the day, in any free market it is the customer who pays the bill. So only if you
understand the customer, you will succeed in your business with him/her.

In the course of this chapter however, it will also be discussed if piracy, as it is
demonized, actually serves any good. Until now, the focus of the literature con-
cerning piracy has mainly been on the (obvious) negative effects. But many recent
sources indicate that a number of technological innovations can be seen as a result
of increasing piracy and the need to fight it. Research in one field often leads to
starting points in other areas.

A further mainstay of this chapter will be a detailed look at a reproach of the
music industry, namely their claim that piracy is the main reason for declining
sales. In the light of the enormous piracy potential discussed earlier, it seems quite
natural that there is a link between these two factors. Nevertheless, it cannot be
ruled out that the literature offers other findings for the decline in sale. These will
be examined.

Another dimension to the social aspect of digital piracy is explored in the last
part of this section. It will be discussed how consumers have started treating music
almost as a free good, something which is almost seen as a basic need and should
be provided for free. The social instruments behind this idea will be examined and
the consequences of a free music economy will be derived.

4.1 Piracy as mass phenomenon

According to the last census in 2001 Austria has a population of around 8 mil-
lion. The estimate for 2007 is 8.3 million. According to the Vienna Institute of
Demography, in the year 2000 there were around 1.5 million children who were
below 15 years old. According to the CIA world fact book of 2004, the percentage
of the population living under the national poverty line in Austria is 5.9%. So in
2007 around 7.9 million people in Austria live above the poverty line, and out of
them say 6.4 million people were above 15 years old and it can be assumed that
each of them are capable of spending one euro for a litre of milk.

Now suppose, instead of spending that euro on milk, due to some unexplained
reason, they all give me one euro each. All of them, who live above the poverty
rate and have at command a decent amount of money, lose one single euro to me,
just once and never ever. Now the effect of that action on each one of them is not
even worth mentioning. But, the effect of that one euro I get from 6.4 million peo-
ple on me is a life changing experience. I would be 6.4 million Euros richer and
set for life.

This simply analogy, that any kid would think of at least once in life, is an ex-
ample for a phenomenon that deals with situations in which a considerable number
of subjects are involved. The mere number of these subjects, in our case people,
has a significant influence on the outcome of that situation, which can be distinctly
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different to a situation with a handful of people. Say you explain a complicated is-
sue to someone face-to-face. Of course this person may not understand what you
are saying first as it is a complicated matter. So a number of questions will be
asked until the matter is clear to that person. Now imagine doing the same thing to
a group of 500 people in a hall. There will be people with different levels of edu-
cation and experience in that group. Once you finish your explanation they will all
start asking questions. Since it will not be easy for you to answer them all, they
will apparently start talking to each other, which will finally gain a certain uncon-
trolled momentum leading to a possible confusion. This may be a plausible reason
why in case of an encounter with aliens, those responsible may not communicate it
through a regular press report or even an official statement. The impact of such
groundbreaking news may be uncontrollable as in the light of religious fundamen-
talists even a mass hysteria leading to worldwide destruction could break out.
Thus severe and unpredictable are mass phenomena.

The entertainment industry has always been a some-to-many-relation. In the
beginning of the 20" century there were a few film studios that were capable of
producing movies, a relatively small number of established musicians entertaining
their audience. When comparing the huge size of the audience with the number of
movies or music albums being produced, this relativity has not changed, even at
the end of the century. In the last few years around 65.000 to 75.000 movies were
produced and released worldwide [IMDBO09], watched by at least 3 billion people
all around the world.

Physical economy is an economy of scarcity. This means that every store on
earth selling CDs or DVDs has a limitation on items that can be put into the
shelves for the customers to buy. This applies especially the smaller stores. So ul-
timately this situation leads to a scarcity of variety. The retailer will naturally try
to sell those goods, which will earn him most profit. A current chartbuster is more
likely to generate high revenue than an experimental track of an unknown artist
from some other part of the world. Thus, the customers will only have access to
the limited repertoire of that particular retailer.

The Internet on the other hand is a store without boundaries. Amazon.com of-
fers more than 22 million book titles and 40 million other products, iTunes is of-
fering more than 8 million songs and Netflix has more than 100.000 DVD titles to
choose from. These are all examples of stores or portals that are not limited to any
physical boundaries on their portfolio. Thus they are able to offer their prospective
customers a much wider variety of products than any other retail stores. The mail
order business as with Amazon.com is in fact a forerunner of business models that
are possible with the Internet. While Amazon.com still has to store all their physi-
cal goods at storage locations all around the world, the cost of storing high quality
music or video files are considerably low due to sinking hardware costs. Another
factor is distribution. While mail order stores need to maintain an extremely effec-
tive distribution system, which is in fact one of their key competences, distribution
through the Internet holds a lot of potential concerning cost savings, especially in
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the light of peer-to-peer technologies, that will be discussed later on in chapter
4.3.1 and 5.2.1.

A store without boundaries does have an impact on the customer’s behaviour.
Apart from getting things for free, another reason for file-sharing networks be-
coming highly successful is the huge variety of songs and movies available there.
According to the Digital Music Survey 2007 conducted by Olswang [EMRO7]
42% of the participants stated that the reason why they download unauthorized
files is because they “can find everything looking for”. Among all reasons men-
tioned this is only second to the one stating that the reason to illegally obtain files
is because it is free (91%). The same survey from 2008 [EMROS] finds out that
70% of the participants think that “Legal d/l sites don't have the range of illegal
ones”.

This is quite an indication for an increasing demand for more products, for
more variety within the products. People have realized through the Internet that
there are a lot more singers and bands out there than the top 40 chartbusters they
hear again and again on the local radio station or on music television channels.
When looking at the big picture then the Internet has amplified the effects of glob-
alization. No media, either radio nor television or any other development in recent
times have stimulated the consolidation of human beings around the globe like the
Internet. Social networks like Facebook or Twitter are a driving force behind peo-
ple all over the world coming together in the virtual world, knowing each other,
discussing, sharing and building up entire communities. Another social network
named Couchsurfing.com manages to connect virtual world relations to the real
world with people offering their couches for a couple of nights to fellow couch-
surfers for free. So when going for vacation anywhere in the world, you cannot
only sleep for free at someone’s place, you are even able to establish a contact to
that person and his/her local friends and thus learn about their culture from first
hand rather than by being a reserved tourist.

But it is not only the Internet that is behind this development. A one way flight
ticket from London to Istanbul costs around 37.61 € these days with one of the
European low cost airlines. With a return ticket from Berlin to Madrid costing
only 48.48 €3 people are suddenly confronted with listening to local Spanish artists
playing good music live in bars and nightclubs in Madrid. Songs these people will
never find in their German stores, which will certainly disappoint them.

People are much more mobile these days. Mobility means an increased expo-
sure to all kinds of attractions. An increased exposure means a wider spectrum of
different genres, a lot more subcultures, specializations. It is not just rock or pop
these days, there are a lot of variations in between like heavy metal, punk rock,
psychedelic rock, Britpop, power pop or noise pop. The list of subgenres like these
is endless. The reason for their existence and why they get so much attention these
days lies in the enormous diversity of consumers being able to explore them more

3 Both flights were looked up six weeks before flight date on www.easyjet.com
in December 2009.
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conveniently. So in effect the market for niche products is becoming much more
interesting now.

Before the Internet led to changes in the customer’s behaviour and subse-
quently in the way business is being done, every producer could more or less rely
upon the following reality.
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Fig. 1: Typical partitioning of a producers projects in terms of wins and losses

Usually there are one or two big hits that cover up the losses made by several
flops. The figures in the above depiction do not correspond to any box office sta-
tistics. They are only meant to explain that those few “hits” are very important to
the producer, since without them he would soon be bankrupt. But now with the
Internet as an infinite online store, the situation is changing. The hits will always
be there, same with the flops, but then in between the average ones begin to in-
crease in number. Many songs that never had any takers due to poor marketing or
sheer unavailability in certain markets suddenly start to generate moderate reve-
nues. Of course they will never be as successful as the hits, but then they can
compensate that through their sheer number. A lot of micro hits put together make
up a nice sum of money. Chris Anderson, the chief editor of Wired magazine,
calls it the long tail; a thin but long tail capable of making a lot of money.
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Fig. 2: The long tail [Anderson, 2006]
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The long tail in the above diagram is the right part of the line going towards 0.
This “tail” has always existed before, but usually reached 0 very soon, which
means that the songs at the end of the charts were not even sold once. But in the
online digital market this tail tends to get very long, meaning that a lot of songs
are at least sold once.

Ecast Network is a company offering music boxes for bars and clubs. These
music boxes come with an Internet connection and access to more than 10.000 al-
bums. Robbie Vann-Adibe, CEO of Ecast said that 98% of the songs being offered
for sale on these boxes were sold at least once per quarter. This is an unusually
high number when comparing it with the sales of Wal-Mart for example, who do
not even sell half of their songs once in a quarter. The long tail is an economy of
niche products. In this economy the hits are the stars, but the sum of the micro hits
are the cash cows with a potential for sustained generation of revenue over a long
period [Anderson, 2006].

One of the most prominent examples for a mass phenomenon in another field is
Wikipedia. When looking through the history of encyclopaedias one can see that
they were always authored by a small group of specialists. But then Jimmy Wales
had the idea of using the mass to author his encyclopaedia. The principle behind
his idea is pretty simple and nothing new: Two heads know more than one head.
What Mr. Wales did is to just spin that thought further to a much wider dimension.
Who is more eligible to write about every aspect of life than the collective mind of
everyone? There are more than 10 million articles on Wikipedia written by more
than 50.000 regular authors and almost 13 million anonymous users
[Wikimedia09]. To compare with, the renowned Encyclopaedia Britannica has
around 80.000 articles.

Of course the concept of Wikipedia has lead to a lot of criticism concerning the
accuracy of the articles and the semi-professional nature. But then again this mass
phenomenon has an inbuilt instrument which takes care of the quality. Almost
every article can be edited by everyone. The sheer amount of users makes it possi-
ble that each and every article is constantly improved in quality and held up-to-
date on a regular basis. The risk of vandalism is also reduced through this enor-
mous size of people working on it. Any article sabotaged by anyone will be dis-
covered by others within a short period of time, often within minutes [Anderson,
2006]. Wikipedia also incorporates historical data which makes it possible that
each and every action will be logged in their systems.

There are a lot more examples for such mass phenomena. The SETI@home
project uses the computing power of more than half a million private PCs scat-
tered all around the world to search for extraterrestrial intelligence. Distributed
computing is in this regard a current trend that uses the potential of a large number
of CPUs to manage extremely resource-intensive operations. The story of Linux is
an example for collaborative work among thousands of individuals all around the
world. Thousands of forums and communities on the Internet provide support for
software or any other issue. The mass today does not comprise of passive consum-



22

ers who let them be exposed to some constant stream of content. They are active
designers of their own contents [Anderson, 2006].

The main lesson to be learned by the music and motion picture industry is that
this phenomenon is something to stay. It is a natural development of a technology-
driven society. People have changed their habits, their practices concerning the
consumption of entertainment. Enhancements in technology and their utilization
by other industries have led to this development. You cannot go back and bury the
possibilities these technologies have enabled. So now it is the turn of the enter-
tainment producing industry to evolve themselves to the challenges of the new era.

4.2 Behavioural models explaining piracy

When discussing about digital piracy, one should note that it is actually not a
completely new phenomenon. Since “digital” piracy is nothing else than piracy in
the context of computers and digital media, “piracy” as such has existed long be-
fore; so has research on it. Especially in the science of ethics there have been a lot
of academical studies on this topic. Some of these studies have presented behav-
ioural models, which try to explain the actions of humans based upon certain char-
acteristics.

The origins of piracy are of course suited in human behaviour. So the subject of
the behavioural studies is a human being. In social psychology, the study of how
people and groups of people interact, the attitude of a person towards an intention
and subsequently towards certain behaviour is an important factor when predicting
his actions. But attitude is again derived from a group of antecedents, which in the
end determines the final attitude. So usually it is antecedents to attitude to inten-
tion to behaviour. But then as we will later on see, there are factors other than atti-
tude that have a direct influence on intention and behaviour.

| Antecedent 1 l— | Other factors Other factors

| Antecedent 2 l——>| Attitude Intention Behaviour

Antecedent x

Fig. 3: Factors leading to behaviour

Behavioural models usually try to identify characteristic antecedents that cause
a certain attitude, which influences the action to commit digital piracy. If these an-
tecedents can be identified correctly, it will help in predicting under which cir-
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cumstances people may pirate digital goods. The ultimate goal of such models is
to modify the antecedents in order to influence the behaviour.

There are different theories about the factors leading to digital piracy behav-
iour. The most significant one among these is definitely the theory of planned be-
haviour (TPB) by Ajzen [Ajzen, 1991], which he developed out of his previous
theory of reason action (TRA). TPB tries to predict behaviour through analyzing
the underlying intentions. When going through the literature, it seems this theory
is a widely established and accepted one. Nevertheless, in the course of this sub-
chapter, other, equally interesting and valid theories will be presented.

The following depiction is a summarized model of various antecedents that
have proven to have an influence on the attitude, intention and in further conse-
quence on digital piracy behaviour. Note that some have a positive influence, in
the sense that if the first factor is increased, the second will increase as well. In
contrast to that some have a negative influence meaning that rise in one factor will
lead to sink in the other factor. Thus the influence-arrows are marked accordingly.
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Fig. 4: Antecedents, attitudes and their impact on piracy behaviour

The antecedents found to have an influence on digital piracy behaviour origi-
nally derive from different psychological theories about human behaviour. The
theory of planned behaviour (TPB) by Azjen has been used as the building base of
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this model. The Equity Theory, first proposed by Adams 1963 [Adams, 1963] and
later applied upon software piracy by Glass and Wood in 1996 [Glass et al., 1996],
deals with the desire of bringing balance into an unequal situation. This unequal
situation is often demonstrated in the music and movie domain with the example
of high prices for digital goods. Since pirates perceive the prices set by the indus-
try as too high, they see piracy as a means to balance this unequal condition. A
third theory prevalent in this model is the model of goal-directed behaviour first
proposed by Perugini and Bagozzi in 2001 [Perugini et al., 2001] and later on ex-
tended by [Taylor et al., 2009]. This model adds emotions to the list of antece-
dents that influence intention. Also, in their model attitude is replaced by desire as
the main motivator of intention. In this summarized model though attitude and de-
sire are dealt with as substitutes. All the other antecedents in the above model are
additions which have proven to be convincing by various studies [Hill, 2007],
[Chiou et al., 2005], [Kwong et al., 2004].
The following table will give an overview of these antecedents.

Antecedent/Attitude | Influence | Meaning

Perceived  Equitable | Positive If prices for music or movies are perceived
Relationship as too high and/or if the artists are per-
ceived to earn more than they “deserve”,
then this mechanism wishes to “correct”
this inequality by acting on it through pi-
racy. It is some sort of a “Robin Hood”-
mentality.

Perceived importance | Negative | This antecedent deals with the importance
of the matter itself. If one believes piracy
is an important matter to be dealt with,
then tendency towards piracy may be low
due to the feeling that it might be unethi-
cal.

Affective beliefs Positive Someone who perceives the act of pirating
exciting will naturally have a positive atti-
tude towards piracy.

Cognitive beliefs Positive While the affective beliefs are based on
emotions, cognitive beliefs rely upon the
objective opinion of an individual on the
act of piracy. The higher it is, the higher
the tendency to pirate is.

Subjective norms Positive To be found among the most significant
antecedents of digital piracy across almost
all studies is subjective norms. It also be-
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longs to the original model of planned be-
haviour. Subjective norms explain the
strong dependency of one’s own beliefs on
the beliefs of peers and other relevant peo-
ple in society. The more everyone in one’s
surrounding sees piracy as an acceptable
action, the more you seem to accept it as
well.

Utilitarian Attitudes

Positive

A very recent study in [Taylor et al., 2009]
observes that utilitarian attitudes, which
characterizes the practical and pragmatic
desire of an individual to obtain something
that he/she rates as useful, has a positive
influence on digital piracy.

Hedonistic Attitudes

Positive

Hedonism is a philosophical term meaning
that personal pleasure is the greatest of all
aims. In this context a hedonistic attitude
means that the pleasure of consuming an
entertainment product is higher than the
feeling of offering the creators a fee for
this pleasure since that may affect pleasure
in a negative way.

Anticipated Emotions

Positive

Emotions as such were already included in
“affective beliefs”. Here the emphasis lies
on the anticipation of emotions meaning
that if you predict that you may be happy
if you achieve a certain goal (possessing
music and movies without paying for it),
then the attitude towards piracy may be
positive

Moral intensity

Negative

This antecedent describes how much an
individual thinks that his/her action may
have a consequence on someone else (art-
ist, record company etc.). It is composited
by the magnitude of consequence, the
probability of a negative effect, how long
it may take and how close your relation-
ship is to the possibly harmed party. If
your moral intensity is low, then you may
favour piracy behaviour.

Deindividuation

Positive

Anonymity in computer networks is a
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powerful force when it comes to the inten-
tion to pirate. This is related to the mass
phenomenon explained in the previous
subchapter. If you are a nameless IP ad-
dress on some server, it is alluring to pi-

rate.
Perceived Behav- | Positive One’s own judgement of one’s own capa-
ioural Control bilities to acquire informa-

tion/knowledge/good or accomplish a cer-
tain task, also called self-efficacy. If you
think you are easily capable of searching
for music or movies on file sharing net-
works and also know how to use it confi-
dently, then you may have intent to pirate.

Prosecution risk Neutral The risk of being caught while doing
something forbidden has found to have an
influence on one’s attitude towards piracy.
Even though various studies argue that de-
terrence threat does not have any effect on
piracy behavior [Oksanen et al., 2007],
[Gopal et al., 2004], it is added here be-
cause the author thinks that for the people
to perceive it as relevant it may depend on
the type of deterrence that they are cur-
rently threatened with.

Facilitating conditions | Positive Factors that directly influence behaviour
are conditions that make it easy to execute
certain behaviour. In this context a cheaper
and faster broadband connection or cheap
storage place facilitates the act of piracy
because even though one might have pi-
rated without these conditions, their mere
existence adds only to the certainty of that
behaviour.

Tab. 1: Antecedents/Attitudes and their meanings

Some of the measures taken to decrease digital piracy (see chapter 7) can be
seen as attempts to change the antecedents in the above table. When perceived im-
portance for example was low, it meant that pirates were not concerned about the
importance of the matter. This means they did not believe that their actions were
affecting anyone. The general media gave them the impression that pop stars and
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movie stars were still leading a high life travelling around the world, living in big
villas and appearing in the news with their escapades from their exorbitant night
life. It did not seem wrong to them when they refused to pay 20 € for a CD or a
DVD. This is when educational campaigns were introduced to increase awareness
in this matter.

A low prosecution risk among the pirates on the other hand was answered with
lawsuits against individuals. Even if it was impossible to prosecute each and every
pirate, the probability of getting caught was meant to be used as a deterrence
measure; a measure, which was found to be ineffective in some studies [Gopal et
al., 2004] and effective in others [Kwong et al., 2002], [Oksanen et al., 2007].

Deindividuation and subjective norms are again examples of mass phenomena.
Only in a mass one can remain anonymous, which on the one side increases the
belief that one person alone cannot cause any harm to a big industry and on the
other hand creates a certain feeling of security that the probability of being caught
in a mass is too low. Subjective norms then serve as a form of justification for
one’s actions. With a mass behind you, doing the same things, your confidence in
your actions rise.

There are a number of factors that have thought to influence piracy behaviour
but had then to be dropped following recent results from various studies. These are
for example age and gender. In former studies they used to be relevant though
[Gopal et al., 1997]. Same is the case with the income level, which doesn’t seem
to have an influence on the purchasing behaviour of the customer [Kwong et al.,
2002], [Gopal et al., 2004]. This indicates a perpetual evolution in human behav-
iour. Factors such as emancipation and the increased presence of technical gadg-
ets* in everyday life have motivated women to engage themselves more in the ex-
ploration of the possibilities of the Internet. Increased life expectancy, combined
with lifelong learning and an increase in people over 50 working with computers
is changing the perception of a typical pirate being somewhere between 15 and 24.

There are certainly more theories other than the ones described above which
are relevant for the exploration of the tendency in human behaviour to pirate.
Various ethical models like the Ethical model of decision making or the general
model of ethical behaviour have in one way or the other come to similar conclu-
sions. An interesting study in [Proserpio et al., 2005] viewed the piracy problem
from a macro perspective. They concluded that cultural traits in different countries
play a significant role in this matter. In Eastern cultures, sharing is often consid-
ered as a desirable and noble act, whereas neglecting it may seem rude. Individu-
alistic cultures on the other hand respect the right to make personal use out of in-
ventions rather than sharing it for free with others. So when trying to find
solutions for the piracy dilemma later on in chapter 8, the aspect of one-model-
suits-all will have to be questioned. It is rather likely that different cultures will
require different measures.

4 Such as laptops, mobile phones and MP3 players
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4.3 Effects of piracy on innovation

When analyzing the background of piracy, not only the behavioural structures that
led to it are worth investigating, but also its further implications on society in
various domains. Obviously, the focus here lies on the business domain. The fu-
ture is at least as interesting as the past. It is a common saying that from every
(supposedly) negative experience in life you learn something positive for the fu-
ture. Since piracy is an existing fact, what else is it able of giving us than declining
sales figures in the entertainment industry?

It should be quite apparent by now that digital piracy is an offense committed
by millions all around the world. Anyone with a PC and an Internet connection
can do it. The importance and role of this small detail, the availability of a device
and a network, is often overlooked when condemning piracy. Digital piracy, espe-
cially its online avatar, is only possible due to advanced technological develop-
ments such as the Internet, file-sharing networks and online communities. These
developments were initially not made with the intention to commit crime.

“[...] the early adopters of the Internet, many of whom were technologists and scientists,
strongly believed in the idea of sharing information for the advancement of technology.”
[Choi et al., 2007, p. 3]

Throughout the 1960s and 1970s software was usually open-source, meaning
that the source-code was available to everyone capable of working on it and im-
proving it for the sake of its use. No one until the likes of Microsoft, Novell and
others arrived on the scene in the 1980s ever thought of making money out of it.

Piracy is in fact a by-product of these technologies, enabled by products and
services that came along with it. So when looking for measures to stem the piracy
problem, it is interesting to take a look at benefits that have come along with pi-
racy, but also, more important, to investigate how piracy can actually have posi-
tive effects in future.

4.3.1 Innovation in distribution

Ever since Napster arrived on the scene in 1999, P2P (peer-to-peer) has been a
buzz word on the Internet. Unlike in a client/server architecture, in a peer-to-peer
architecture each user connects to another user directly. So the source of a media
being downloaded is the local hard drive of anyone connected to the Internet pos-
sessing that media and not a central server. It is exactly this particular feature that
makes the P2P system vulnerable for successful online piracy. While first genera-
tion P2P clients like Napster had centralised servers with indexes of the files being
downloaded and the users involved in it, the next generations focused on decen-
tralization, encryption and anonymity in order to avoid prosecution by various in-
tellectual property rights keepers. This was in fact a direct response to the closure
of Napster following litigation with the music industry.
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Now the peer-to-peer technology itself is not illegal, because all it does is that it
enables file sharing. But file sharing is not limited to music or movie files, but to
any type of file. This is where the benefits of this system unwrap itself. Usually
when a software vendor releases an update of his product or a completely new
product itself, it will be uploaded onto a server, from where everyone else can
download it. If the file is very big or/and if there is a big demand for that file, then
naturally the downloading of the file by thousands or millions of users will cause a
high bandwidth use, which can be costly for the vendor. Also, when the critical
mass is reached, further downloading may not even be possible or extremely slow.

A typical example for this scenario can be seen in the software sector. BitTor-
rent, a popular file sharing protocol, is used by Linux distributors to make their
open-source programs available for the public. Especially files with sizes over a
gigabyte or more are suitable for downloading via BitTorrent, since offering them
on a regular server may not be feasible. Red Hat, a company that offers a Linux
distribution with the same name released version 9 of their product via BitTorrent.
21.15 terabyte of data was transferred at a bandwidth cost of merely 998. If they
had hosted the file on a regular server, the cost would have been somewhere be-
tween $60.000 and $90.000 [Choi et al., 2007].

Another, though one time instance, of the BitTorrent technology being used for
a legal matter was when the producers of the documentary “Outfoxed” distributed
the movie for free via BitTorrent. 750 GB of data that was transferred to the inter-
ested viewer led only to an estimated 4 $ bandwidth cost [Choi et al., 2006].

This opens a completely new way of distribution channel for entertainment
products. The products such as music and movies are already available in a digi-
talized form and the prospective customers have almost completely equipped
themselves with computers and broadband connections. Already millions of these
people are spending a considerable amount of their time retrieving and exchanging
information with other people all around the globe through the virtual world, with
their notebooks, PCs and mobile devices. They would not do so if they were dis-
satisfied with what they experience there, which currently are mostly pirated
goods. It is now the industry’s turn to utilize this promising distribution channel
by offering customers proper services. It is an opportunity created by the same
wave upon which online piracy is riding. The BitTorrent technology, popularly
exploited by pirates to distribute music and movies very effectively, is a develop-
ment which can prove useful to the entertainment Industry once used properly.

When taking a glimpse into the past, the innovation that Napster and other
peer-to-peer clients brought was the realization of the music industry that music
could actually be sold online in the first place. Even though some companies like
eMusic started online stores in the late 1990s, it was only since Napster that the
music industry had to consider this new distribution channel seriously because
otherwise it would be losing customers to such free services. Shawn Fanning, the
creator of Napster, needed a programme to share music, so he created one. When
that programme became a huge success it clearly showed that there was an enor-
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mous demand for online music; something which the music industry was unaware
of.

4.3.2 Product innovation

We have seen that through the upcoming of online piracy new distribution
channels have been introduced. A technology that came along with piracy has now
the potential of improving the efficiency of distributing digital products on legal
platforms. But this is not the only innovation that piracy behaviour has infused
into the business world. When looking at the whole issue from a much broader
perspective it becomes clear that unauthorised intrusion into a product is not al-
ways meant to cause harm but to rather improve it.

Before applying this thought on the music and movie domain, let us take a look
at the adjacent software industry. For many years Microsoft’s Internet Explorer 6
(IE6) had been the market leader in the browser market, especially due to its inte-
gration in another market leader, the operating system Windows. Since its intro-
duction in 2001 there have been rarely any improvements added to the browser.
The development in the browser market was stagnant. Then in 2004 the Mozilla
Corporation released an open source browser called Mozilla Firefox, which was
suddenly a direct competitor to IE6. The situation changed abruptly. Firefox in-
corporated a lot of new and innovative features like tabbed browsing and exten-
sions into their browser so that Microsoft was confronted with a decline in IE6’s
market share and popularity. In October 2006, 5 years after the release of IE6, Mi-
crosoft introduced IE7, which dramatically caught up with most of the new fea-
tures of Firefox. In an innovation-driven environment like the web, when new ap-
plications, technologies and developments are being released in a short period, 5
years of standstill was a unique situation.

The relevance of this story to piracy and product innovation is to be found in
the reaction of Microsoft to the sudden upcoming of such a strong rival like Fire-
fox. Certainly Firefox is in no way comparable to pirates, but the point here is, the
Mozilla Corporation’s aim with Firefox was not to harm Microsoft by being a
fierce competitor or to make big money, but to bring a long overdue improvement
to the most central gateway to the most exciting development of the past years,
namely the Internet; something which Microsoft had ignored for years due to be-
ing a de-facto monopolist in the browser market. But Firefox was not just a usual
competitor, but a combined effort by thousands of independent programmers all
around the world, all following the same aim, namely to “promote choice and in-
novation on the Internet” [Mozilla05].

The product which needs an improvement in the movie domain could be the
marketing of TV shows and more generally any programme on the TV that is in-
teresting but not for sale. If one goes through a lot of the video clips on YouTube
it is not difficult to notice that many of them are excerpts recorded from the televi-
sion. Be it scenes from a comedy show, a fabulous goal in a soccer match or an
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explosive music video. A look at the number of views of some of these videos
clearly shows the demand for contents like these. Since there is not a legal way of
obtaining them, they are being consumed for free.

Another domain where piracy is actually helping improve the product is the
game industry. Ego shooters and role playing games often have a very dedicated
community behind them analyzing, discussing and helping out fellow players on
various aspects of the game. At some point it can happen that some players are not
satisfied with certain things like the look of a character or a certain feature. If
these players are motivated enough they go on and hack themselves into the game
and change it according to their needs. Since they are part of the community, they
will usually offer those changes to anyone interested. One such incident where the
modification of a game by two players led into the development of a completely
different game is the history of “Counter Strike”, a popular ego shooter which de-
rived out of “Half Life” in 1999 [Choi et al., 2007].

4.3.3 Technical innovations

As assessed in chapter 3.1 a digital good is non-rival and non-excludable, mak-
ing it almost to a public good. So once it is out of the hand of the creator, it can be
consumed and copied by anyone anytime. This is where the content industry tries
to step in for years now to come up with mechanisms that stop digital goods from
being public goods. The less a digital good is public, the more it can be sold. The
most frequent measure taken in this issue is copy protection of the media through
which the digital good is being sold, be it a CD, DVD or mp3 file.

On the other side of interests but there are people who specialize in breaking
every copy protection mechanism the content industry introduces. They are the
ones who perform the pioneering task of making digital good to a public good
again. This cat-and-mouse game between the industry and the hackers has in fact
led to advanced developments of copy protection systems. CCS (Content Scram-
bling System) for DVDs and Cactus Data Shield for audio CDs are examples for
technologies like these. With the introduction of new high definition media like
HDDVD and Blu Ray Discs this development has gone even further. It might
seem a bit paradox, but “piracy encourages innovation because firms need to innovate in or-
der to prevent piracy.” [Rayna, 2004, p. 8].

In reality any copy protection system introduced by the industry will be
cracked in a matter of weeks or months. Even the much anticipated and promi-
nently supported® copy protection system AACS (Advanced Access Content Sys-
tem) has been hacked into 3 months after its implementation in HDDVD and Blu
Ray Discs [Falcone, 2007]. But the point here is that despite setbacks in the music
and movie domain, the insights won from these newly developed systems can be
adapted and used in other areas where the hackers might not be so motivated.

> Among others by IBM, Microsoft, Intel and Panasonic, see [AACSLAQ9]
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Since the development costs have already been made, there is no need to invest
money to apply the same technology in other domains. The e-book market for ex-
ample is an emerging one. Since Sony introduced its PRS-500 e-book reader in
2006, other producers have successfully started producing similar products® based
on the E-Ink display. It is yet to see if people are willing to abandon books in fa-
vour of these readers, but it has scope of supplying a niche market or serving as an
alternative to paper books.

The role of piracy as a catalyst for compression technologies and hardware
vendors is arguable. Without the introduction of CD and DVD-burners to the con-
sumer market digital piracy in its physical form would not have been possible. The
same vendors have produced mp3 players and divx certified DVD players, know-
ing very well that there is a profitable market for these devices. Ironically Sony is
a company that on the one hand is a music label (called Sony BMG from 2004
onwards), but on the other side one of those vendors that produce mp3 players and
divx certified DVD players that can play files that are shared on file sharing net-
works.

With compression technologies like the MPEG standards it is a different issue.
They have existed long before the advent of file sharing programs, but have
gained popularity in the public perception only through the break-through of mp3
(actually MPEG 1 — Layer 3) in the late 1990s. Since then they have been con-
stantly improved allowing higher compression at near to CD quality.

In North America 44% of Internet traffic 2008 was attributed to peer-to-peer
file sharing [Sandvine08]. In Germany in 2006 this figure varied between 30%
(daytime) and 70% (night-time) [P2P06]. Broadband Internet is nowadays widely
available in all parts of the world which enables this increased traffic in the first
place. It is not by chance that the development of broadband Internet and the rise
of p2p happened simultaneously. While the latter was stigmatized for being ille-
gal, the former paid off for its investors due to the customer’s demand for the lat-
ter.

4.4 Linking sales and piracy

The causality of events is a constantly misused construct in newspaper articles.
Very often scientific researchers study the correlation between two variables by
doing a regression analysis. The outcome is often that one variable correlates with
the other variable to a certain extent, which is usually expressed in percentage. But
it does not say anything about one variable being fully responsible for changes in
another variable. Therefore, correlation should not be confused with causality.

Craigslist is a free advertisement listing service on the Internet, which has be-
come immensely popular and successful over the years. But this success was said

¢ Amazon recently launched the second version of its e-book reader Kindle.
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to hurt the traditional newspaper classified advertisement business, who were
complaining about declining revenues of up to $326 million in 2006. But the reve-
nues of craigslist for that same year were an estimated $40 million. Despite of a
certain correlation between craigslist’s revenue and loss in revenue for classified
advertisements, namely a 12% correlation, this does not mean that classified ad-
vertisements lost $326 million in revenue because of craigslist [Doctorow, 2008].

When studying the effects of digital piracy on the music and movie industry the
prevalent role of the former in the latter’s decline in revenue has been brought
forth very often. Common sense may let us jump into the conclusion that the mu-
sic and movie industry may ultimately lose revenue if everyone obtained their
songs and movies for free through file sharing. This is completely understandable
and true to a certain extent. But the industry’s claim that the decline in their sales
is entirely because of digital piracy is a matter of dispute. The aim of this chapter
is to find out how far declining sales figures are related to digital piracy and what
other factors may play a significant role in this issue.

Music and movies are only two forms of entertainment. They have to fight with
computer games, TV (especially those increasingly popular reality shows), the
Internet (social networks among others), mobile applications and such for the
money spent by people on entertainment goods. Since there are so many alterna-
tives for people to spend their money on, their expenditure on music or movies
may decline. Nowadays there are too many competitors.

The academic world measuring the exact impacts of digital piracy on declining
sales figures is uneven in its conclusions. Some like [Liebowitz, 2003], [Lie-
bowitz, 2005], [Liebowitz, 2006], [Hennig-Thurau et al., 2007] and [Zentner,
2006] argue with empirical data that file sharing is nearly alone responsible for the
decline in sales. Others like [Oberholzer-Gee et al., 2007] and [Peitz et al., 2004]
do not find any evidence for this claim and contend that other developments may
explain the decline in record sales better than file sharing like the increasing com-
petition from other forms of entertainment such as DVDs, video games and most
prominently mobile phones. Another speculation is that the period of increased
sales as customers were replacing older formats with CDs had come to an end.

In fact the disagreement in the academic circles regarding this topic is best seen
in the “reply-paper” of Liebowitz to the findings of Oberholzer-Gee and Stumpf
titled “How Reliable is the Oberholzer-Gee and Strumpf paper on File-Sharing?”
in which he goes on to disprove with the former, also stating that “Since O/S [Ober-
holzer-Gee/Stumpf] have not made their data available to other researchers it is not possible to
examine the empirical details of their main regression results” and in a footnote “O/S have re-
fused my multiple requests for their data.” [Liebowitz, 2007, p. 1].

It is understood that illegitimate downloading serves two purposes, either sam-
pling or substitution. The former can have positive effects on record sales because
it is merely used as a decision support tool before deciding on the purchase. The
latter on the other hand is the real threat because it actively diminishes actual
sales. Sampling can have two contradictory affects:
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1. Consumers end up buying lesser music because by sampling they can filter out
many songs they otherwise would have bought or

2. Consumers end up buying more music because the possibility to sample let
them explore more of what is available.

It might be interesting to figure out which of these scenarios prevail. [Gopal et
al., 2006, p. 27] find “[...] that decreasing sampling costs not only lead more potential con-
sumers to sample unknown music items but also lead more consumers to buy the music items
that they have sampled.” This supports scenario 2.

[Bounie et al., 2005, p. 16] conclude in their paper that “[...] file-sharing technolo-
gies have amplified consumption patterns in the sense that music fans have increased their legal
consumption of music while people with low interest in music have reduced their CD consump-
tion.”

This confirms the two effects that sampling can have, which despite being con-
tradictory, still happen at the same time, because it is applied upon two different
customer segments. Music fans — those who are seriously interested in music —
will increase their legal consumptions of music and the rest — those for whom it is
merely another form of entertainment — will reduce it. Which of these two groups
are in the majority determines the overall effect of digital piracy.

The difficulty in assessing consumer behaviour and if this behaviour has lead to
a decline in record sales boils down to the following question: Does the download
of a song mean that if downloading was not possible, it would have been bought?

The answer to this question is quite simple: no, of course not. Simply multiply-
ing the amount of files shared on file sharing networks with their retail price can-
not produce convincing figures. File sharers often have thousands of song and
movie files on their hard disc. The actual monetary value of those files would eas-
ily surpass their average income. It is one thing to consume something you get for
free and another thing to pay for it before. The only way to know how much of the
songs people downloaded they would have bought is by asking them directly. But
then, it is quite unlikely that those answers would be reliable. Rob and Waldfogel
derived their conclusion from a study conducted among college students [Rob et
al., 2006]. [Zentner, 2006] claims to have worked with a more balanced sample
from Europe at a time when the recording industry was not yet suing individual
customers thus expecting those answers to be honest. It should be noted though
that the sample was obtained in October 2001, just three months after Napster, the
then prevalent file sharing network was forced to shut down following a court or-
der.

The bottom line of this analysis is that measuring the effect of digital piracy on
the sales figures of the content industry will be almost impossible to assess due to
the complexity of the issue. There are too many variables to be considered and to
single out the accurate effects of digital piracy alone is therefore not possible. It
should be conceived though that there certainly is a correlation between these two
figures, but the extent of it remains unclear.
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4.5 Discussion on free music

A lot of things are free. Water is free. Advertisements are free to watch. You can
watch scenes of a good movie for free in an electronic shop. You can watch funny
video clips for free on YouTube. You can listen to online radio stations for free.
Latterly with Couchsurfing.com you can sleep for free on someone’s couch almost
anywhere in the world. With Peterzahlt.de you can make telephone calls for free
to various countries. E-mailing is completely free with various providers offering
many services related to it. There are still a couple of sites like www.freesms.net
who offer the possibility of sending SMS to anywhere in the world for free. You
can upload up to 5 GB of data to various uploading sites like 4shared.com for free,
or manage your photo album with Picasa or Flickr, completely for free. GIMP is a
popular open source graphic art software for editing pictures. You have com-
pletely free access to more than 10 million articles on Wikipedia. Anyway, most
of the information you get on the Internet, which has more than 150 million web-
sites, are free to use. Theoretically you get food for free at an Indian Restaurant in
Vienna named Wiener Diwan, where you are free to pay as much as you want.

There is a whole term associated with an economics where goods or services
are given away free. It is called “freeconomics”. This term was first coined by
Chris Anderson in his article “Free! Why $ 0.00 Is The Future Of Business” in
Wired magazine [Anderson, 2008]. This idea has been nurtured heavily by the up-
coming of the Internet with so much content in it available for free. Almost every
service that Google offers is free. Be it their core business the search engine, their
free email client Gmail, the free picture organising software Picasa, free maps or
free video viewing website YouTube. Obviously Google is not the only company
offering free services like these. In fact one gets the impression that there are far
more free services on the Internet than paid ones. Chris Anderson and others try to
explain why this is possible and also, how much of free is there in “free”.

First of all, giving away something for free is not something that was invented
on the Internet. Already one Mr. King Gillette had this idea of giving away his
product. At the beginning of the 20" century he had invented razors with thin
metal blades in it. As a means to increase sales he started giving away the razors
for free with other items such as bubblegum or coffee. Since the blades in the ra-
zor became unsharp after several uses, they had to be replaced on a regular basis.
To the customers it was still more convenient to spend some money on the blades
than to sharpen their blunt razors at home. But to Mr. Gillette it meant a never-
ending demand for blades. So his actual source of revenue was through the blades.

This type of business is called cross-subsidizing. You give away the phone for
free, but make money on the plan. So the cost of the phone is already included in
the plan. But it still gives the impression that the phone is given away for free. The
situation on the Internet is slightly different though. Whereas with the razor and
the phone, it is always the same customer paying the “free” good in one way or
the other, the case with free online services is different. Here one segment of the
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market is receiving something for free whereas another one is in effect paying for
it. So to a given individual that service may really be free. The venture capitalist
Fred Wilson (together with Jarid Lukin) calls this the “Freemium model” [Wilson,
2006]. Here is a description by Wilson himself:

Give your service away for free, possibly ad supported but maybe not, acquire a lot of
customers very efficiently through word of mouth, referral networks, organic search
marketing, etc, then offer premium priced value added services or an enhanced version of
your service to your customer base. [Wilson, 2006]

So the point here is that you offer certain basic services for free to the public
and finance it through premium services which you sell to (a usually smaller set
of) customers who are willing to pay something for that extra feature. Most of the
shareware programs on the Internet work this way. A prominent example is
Skype, offering free calls from PC to PC, but charging you a small fee for calling
to landline or mobile numbers.

But the point of this subchapter is not the introduction of business models like
these, which will be pursued later on extensively from chapter 8.2 onwards. Here
it is about the mere suggestion of looking at music as a public good. Something
that is freely available to everyone. It is also worth examining the social mecha-
nisms that enable free music.

4.5.1 Sharing

Once my uncle asked me how much I pay to get songs from the Internet. I told
him I got them for free. He was quite reluctant to believe that, because it was not
clear to him why anyone would put in effort to upload songs to the Internet so that
someone else could have it for free. To him the uploader was not gaining anything
from it, so why do it?

My uncle has a valid point there. The same question can be asked regarding
freeware or open source software programs which you get for free and are free for
personal use. Why are talented and capable programmers spending their precious
time coding useful programmes and then giving it away for free to the public?

With open source, which is an interesting story of its own, this question can be
answered like this: Open source programs are often a starting point for more com-
plex and later commercial products. It can be very useful and cost effective not to
invent the wheel again at the beginning of every project. When works in a field are
already available freely, it makes the development of further programs or services
based on these works easier. Also, a lot of the companies offering open source
software make money on supplementary services like support and extra features.
Red Hat, a Linux distributor, collected a whopping 523 million $ revenue in fiscal
year 2008 [Modine, 2008]. Mozilla Firefox, a free web browser, earns money
through including the Google search field on the right corner of its application
[Ubuntu08]. Also, the cooperation on open source programs can be a valuable ad-
dition in every programmer’s portfolio when looking for a job.
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In the music domain though it is even easier to explain why people are upload-
ing music for free. They are sharing. In contrast to a software programme which
needs to be programmed using your brains, uploading a song to a website (like it
was popular before the rise of the file sharing programs) requires only a fast Inter-
net connection and some time. With P2P programs later it happened even auto-
matically. All you had to do is mark your music folder as free to share. People
seeking songs would download it from your machine even without you noticing it.

Sharing is a powerful desire [McGee et al., 2005]. Even though the reasons for
doing so may vary, the result is mostly the same. Someone gets something for
free. When looking for examples outside the music sharing domain, online com-
munities all around the Internet provide a typical instance of this sharing culture.
The usual playground for a community is a forum. Usually there are administra-
tors, moderators and users, who come together from various parts of the world in
an online forum and discuss and share any type of information with each other. It
is particularly interesting that administrators often spend a lot of resources in set-
ting up a forum and the moderators are extremely busy with running it. And the
most crucial part of course: No one gets paid for anything. It is a completely
money-free activity despite a considerable amount of information being ex-
changed. This is when other types of values seem to surpass pure monetary values.
Sharing leaves money out of the equation. It is similar to exchanging goats for
land in the old days. You give me what I need and I give you what you need.
There is no need for money to act as a substitute.

The following are some of the motivations for sharing:

1) You are repaying your debts of having downloaded music from someone else
by “paying it forward” to someone else, could be called the equity theory
[Glass et al., 1996].

2) You are not losing anything when giving others a copy. That is the non-
excludability power of digital goods. (See Chapter 3.1).

3) You are helping someone who due to whatever reason may not be able to get
hold of the contents in another way; could be called social gifting. [McGee et
al., 2005]

4) You have ideological reasons for sharing, for example the belief that the ob-
ject shared should be freely available [McGee et al., 2005].

5) You have purely altruistic reasons, meaning that the “very act of giving is what
provides the gain for the giver.” [McGee et al., 2005, p. 4].

Consider a situation where software programmers develop a music recording
and editing tool and then distribute it for free on the Internet. Somewhere else up-
coming musicians use exactly this tool to produce an album which they then dis-
tribute for free on the very same Internet. And finally, one of the programmers of
that initial tool enjoys exactly this music. This is of course only a deliberate ex-
ample demonstrating on a small scale how sharing knowledge can actually satisfy
certain needs. The musician in this example doesn’t make any money to pay his
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bills, but at least he doesn’t have to invest a lot of money in buying expensive
equipments to record his music.

Sharing is and always has been a powerful social mechanism that surpasses
economical benefits in favour of personal recognition and helping-out-mentality.

4.5.2 Public good theory

Nowadays music can be consumed from so many sources without directly pay-
ing for it. Through radio, television, online-radio, commercials, computer games,
in discos, restaurants and public places we are already exposed to a constant
stream of music. We may be paying for it indirectly through buying drinks in the
disco, eating food in the restaurant or paying radio licence fee for radio and televi-
sion, but it never appears on a separate bill. It is lost somewhere between all the
other bills.

A public service like the roads we travel on, the water we drink or the street
lights that lighten up the roads in the night are at the end of the day financed
through us paying taxes to our governments. Those are goods and services that are
believed to be consumed by everyone in a country, thus it makes sense to let eve-
ryone pay a flat rate for it.

Paying a flat rate for music has been proposed by various authorities and re-
searchers [Fisher 111, 2004], [Morris, 2008], [Leonhard, 2008]. The idea is to pay a
fixed monthly charge to any authority, for example your Internet service provider
(ISP) and in return music is completely free to listen, download and share. An-
other issue though is the allocation of that accumulated monthly charge to the re-
spective copyright owners. One way to carry this out in a fair manner is to track
the downloaded content in order to decide how popular a given track by a given
artist is, so that he/she receives an appropriate remuneration. But this again resem-
bles a DRM which, even though not used to constrain usage of the content, can
help monitor the customers. Also, this practice can lead to manipulation of the
number of downloads, resulting in a distorted picture of the figures.

In the case of water or roads, it is the government (and the few companies who
have taken the contract for water supply or road development) who is responsible
for this service. But in the case of music, the producers are a multitudinous bunch
of musicians scattered all around the world. A fair compensation model for them
through music taxes is a tiresome undertaking. Another point of criticism for the
public good theory in this manner is that even people who are not downloading
anything, but rather wish to buy physical media to enjoy their music are discrimi-
nated by this model.

As Gerd Leonard formulates in his book Music 2.0 it is not copyright anymore,
but usage right. While he speaks about monitoring and tracking [Leonhard, 2008],
the central concept more interesting here is the word “usage”. The way in which
music is consumed, or used nowadays has changed a lot. Through the over pres-
ence of music in everyday life as mentioned in the first paragraph, buying is in ef-
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fect not a feasible option anymore. Ask any music lover with an enormous CD
collection at home how often he/she listens to each one of them, especially over a
certain time period. Same can be said about DVDs or the vast collection of MP3s
on your hard disc.

It is the gathering instinct of humankind that stimulates the purchase of goods
and not the actual need for it. With an enormous increase in availability of digital
goods, a serious challenger of that instinct has arisen. The streaming culture, with
a song accessible through various sources (like laptop and mobile devices) any-
time and anywhere, the need to actually possess it becomes unnecessary. If I want
to listen to a certain song, I open my player (on any device that is currently avail-
able to me), search for it and then play it. The moment I have heard it, I don’t need
it anymore till I want to hear it again, which may be immediately (with new or un-
known songs), days, weeks, months or even years later. Even if [ want to accumu-
late songs, instead of downloading them it will be possible to create personalized
playlists on various sites’.

Old established customs are always defended by those who benefit by them.
But as the present situation in the music industry shows us, with new opportunities
coming up on a global scale, it is only a matter of time till new habits prevail.

4.6 Conclusion

In the past few subchapters various thoughts on the social background of digital
piracy have been discussed. After unsuccessful years of threatening the customer
and teasing them with more and more restrictive copy protection methods, the ini-
tial “shoot-and-ask™ strategy of the content industry has proved to be ineffective.
Hence it has become important to meet this challenge from a different perspective.
The marketing departments of any company catering to their customers have al-
ways been keen on knowing what their customers want. The situation here is ex-
actly the same. The only difference is that in this case the customers have already
begun to act and the content industry still has no clue on what to do.

Unlike any of the previous technological developments (radio, home taping
etc.) the Internet and file sharing networks are part of a phenomenon that needs to
be addressed differently. One possible way is to study the factors that lead to this
behaviour. A lot of misunderstandings have been communicated to the public by
acting hastily and criminalizing the own customers. Another way may be by utiliz-
ing the long tail described in subchapter 4.1. Let the customers decide which song
they should hear instead of limiting their choices to a pre-filtered hits-list. Music
and movies have gone global with people exploring interest in exotic songs and
movies from different parts of the world. File sharing networks have demonstrated
a never-ending availability of any content one may seek. Thus is the energy of

7 See for example Last.fm
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motivated listeners and viewers. This energy and determination of dedicated users
waits to be exploited by legal services. Investing resources in a free platform for
emerging artists to market themselves may let the long tail not only increase in
length but also in thickness.

A longstanding conflict between those who make digital piracy wholly respon-
sible for the recent losses of the content industry and those who minimize that re-
sponsibility was tackled. This conflict will not be resolved soon since interpreting
the data available still lies within the judgement of the researcher. Therefore one
can conclude that unless the effect of illegal file sharing can be observed sepa-
rately there will be no final answer to this dispute.

This chapter has also shown us which social revolution digital piracy is capable
of generating. Already a complete generation has grown up obtaining music and
movies for free from the Internet. It is going to be very difficult to re-educate them
about the necessity to pay for music, thus there is a need to break new ground with
business models that seemed impossible until recently. Revenue has to be gener-
ated by adding more value to the basic product music, preferably something which
a mere download cannot substitute.

The innovation power of digital piracy should not be underestimated. It may be
true that network externalities like in the case with software [Katz, 2005] — that
the usage of a particular software by a large amount of people will lead to its us-
age of a much larger amount — cannot be applied upon making profit through giv-
ing away digital music and movies for free [King et al., 2002], because in the for-
mer case more users mean more profit whereas in the latter case only the
popularity may rise but not the profit. But as shown in this chapter, digital piracy
has enabled a number of innovations, out of which some are obvious and others
are not. The advantages that a peer-to-peer system can bring to content distribu-
tion in legal services are beyond doubt. Without doubt, digital piracy has shocked
the industry, but it is also a clarion call not to rest on one’s oars but to constantly
pursue innovation.
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5 Technical aspects of digital piracy

The main focus of this paper is not on possible technical solutions to the piracy
problem, neither in terms of encryption algorithms, copy protection features nor
on integrated digital rights management systems, both software-wise or incorpo-
rated into hardware devices. But still, when studying piracy in its various aspects
it is impossible not to consider the attempts that have been made to bring in secu-
rity features to digital contents on the Internet that are entirely of a technical na-
ture. So, one of the objectives of this chapter is to introduce a standard digital
rights management system, which was developed and used by the content indus-
try. The basic architecture and components are explained and also the main re-
quirements of a successful DRM system are discussed.

The second objective of this chapter is a closer look at various piracy systems
which are utilized currently. This is useful as to see how this worldwide phenome-
non actually operates in real life and what techniques are used to make it so popu-
lar among millions of people.

5.1 DRM

The sharing nature of the Internet originates in its academical roots. The Inter-
net was designed as a means to share ideas, knowledge or simply information with
each other scattered all around the world. This should be of benefits for research
in every thinkable field. But once business set foot into this world, the paradigm
shift was only a matter of time. Earning on free content is a somewhat difficult
matter. Even though the business world has been creative enough to introduce
business models enabling free consuming of entertainment goods with flashing
back advertisements in return, it seems that usage fees are still the most preferable
of the models. In order to make that possible the goods being sold have to be pro-
tected from being misused by the ones buying it. Since digital goods are extremely
vulnerable for such misuses as already identified in subchapter 3.1, the licensing
of the product can be controlled with corresponding systems either incorporated in
the good itself or through devices or software programs necessary to use it.

The term DRM is in effect a subsumption of various methods used to protect
digital content. More broadly it is defined as something that “covers the description,
identification, trading, protection, monitoring and tracking of all forms of rights usages over both
tangible and intangible assets [...].” [lannella, 2001, p. 4].
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Fig. 5: Typical architecture of a DRM [Haber et al., 2003]

5.1.1 Components of a DRM system

The basic components of any DRM system are (1) encryption, (2) keys and (3) ac-
cess conditions. Encryption is usually done with a cryptographic algorithm which
is applied upon the multimedia content. In order to use the file a key is necessary,
which can be the same with which the file was encrypted (symmetric) or another
one (asymmetric). The encrypted files are attached with specific access conditions
which determines under which circumstances (or after which action) the client is
eligible of receiving the key to decrypt the file. In a subscription model environ-
ment this could be after payment of a certain amount.

(4) Identification and (5) authentication are two other main components of
DRM systems. In order to assure secure transactions it is important that every
multimedia file has a unique identifier. A simple form of an identifier for a book
for example is the ISBN (International Standard Book Number). For a participant
(for example client) of a DRM system it could be a unique username in the corre-
sponding domain. Authentication deals with the important activity of verifying a
certain identity. In case of a person this could be a password, for a file it could be
a key agreed upon.

To prevent fraud and provide a more automatic way of identification two dif-
ferent methods have been developed, (6) watermarking and (7) fingerprinting. The
former is an “invasive” approach meaning that the original content is extended
with additional marks intended to identify a file. These marks are imperceptible to
the client using the file. Advantages of this approach are “individual marking of mul-
tiple copies of the same work” [Herre, 2003, p. 7] and an independency of computational
effort when identifying a large number of files. On the flipside it may decrease the
quality of the file marked (since it is changing the structure through adding addi-
tional content) and an upgrade to a new watermarking scheme means that you
have to re-mark all the files.

Fingerprinting uses a different approach to identify a file. It does not modify
the content file, instead the file in analyzed to extract certain characteristics of that
file which is then stored in a database. This is called a pattern recognition process.
Once another file to be identified is compared with this database, the system finds
the file that is most similar to the queried item. Main difference to watermarking is
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that fingerprinting is lesser suited for forensic use (i.e. to find out to which cus-
tomer a certain file was sold) but more for automatic identification of information
goods, like to identify a song being played on the radio. Drawbacks of this concept
are an increased effort of matching when the database already has a considerable
size and training of the recognition engine (needed to find the similarities between
two files) is quite ineffective.

Looking at DRM from a business perspective, an indispensible component is
an (8) electronic payment system which takes care of the revenue stream from the
users of a DRM-enabled service. Usually such a system is connected to a credit
card service with users making payments through their credit cards. Since credit
card companies charge a certain fee for transactions, it is not very efficient for so
called micropayments. These are amounts less than a euro or just a couple of
cents, which is popular when purchasing digital goods like a song, video or an ar-
ticle. For such payments often a pre-paid model is used. This means that the user
purchases a certain amount of credit, which he/she can use for micropayments.
Another way of doing it is to charge the credit card only on a weekly or monthly
basis, when all micro transactions are cumulated to a single bill. In fact, there are a
lot more systems like MilliCent, MiniPay, or MicroMint, which has experimented
with electronic paying. Among the most successful company in this field is cer-
tainly PayPal, which provides a person-to-person paying functionality with PayPal
acting as a broker assuring payment.

The following figure depicts the interaction of all 8 components described.

Distributor
Fingerprinting
\A Identification Content Server
Watermarking Identified and
- - | __y{ encrypted mul-
Encryption »| Multimedia file ——1 timedia file
A
v
License Server L Access conditions —

» Keys |
l Authentication Server
r: Client |¢ » Authentication

Electronic payment system

Fig. 6: Interaction between distributor, client and servers
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The distributor denotes a multimedia file either through watermarking or fin-
gerprinting. Then the file is encrypted using some encryption algorithm, which
produces a key. This key is sent to the license server. The identified and encrypted
multimedia file is sent to the content server. The separation of content and key
here is an important security measure to avoid the risk of attacks. Every encrypted
file is attached with certain access conditions. When the client wants to download
the protected file, then it first needs the keys from the license server, which is sent
only when the authentication process is successful. Secondly, the client needs to
fulfil the access conditions, which in this case is a payment through the electronic
payment system. Only if these conditions are met, the client can download the file.

5.1.2 Quality requirements for DRM

Implementing a DRM system with many stakeholders (artist, distributor, cus-
tomer, credit card company etc.) requires a thorough analysis on the requirements
of every party involved. Seldom do stakeholders in the value chain have the same
objectives when it comes to the functionalities they like to see in the new system.
Most of them are set against each other. One of the most common trade-offs is be-
tween usability and security, the former one important to the customer and the lat-
ter to the distributor.

Usability is in fact one of the key issues when it comes to a DRM system. Le-
gitimate systems are competing with free (illegal) services that often offer an ex-
tremely user-friendly one-click downloading system. If DRM is supposed to have
a chance against them, the user experience of downloading a song should not be
much different. Same is the case with the usage of the song on different devices.
Consumers tend to be sensitive on this issue as every action making them spend
more time on the process of downloading or usage-related matter than on enjoying
the content itself, is not attractive to them. So when designing a DRM system
every aspect adding more complexity to the user side of transaction should be
avoided.

Not only the user is interested in user friendliness, also the distributor should
see an added value in using a DRM to distribute his/her products. Here it is more
about efficiency (especially cost efficiency) than usability. If the costs of protect-
ing the product is higher than the revenue generated by selling it, then something
is wrong with the system altogether. Since the main attraction of the Internet as a
distribution channel is the prospect to save costs on manufacturing and similar
matters, the implementation and maintenance of a DRM system should not cause
costs that undermine these benefits.

Cost is also an issue for the customer. New technologies are expected to offer
better products for (relatively) lesser money. So when DRM is implemented, the
costs should not be passed on to the customer, who certainly is not the party fa-
vouring this technology. Here also illegitimate systems offering free downloads
are a serious threat since the customers tends to be very price sensitive.



45

Interoperability is closely related to usability as it concerns the usage of the
content. Interoperability is needed to assure proper functioning of different file-
types (mp3, wma, aac, mov, rm etc.) with different media players, be it software
(Winamp, iTunes, Windows Media Player) or hardware (portable players like the
iPod, Zen or Zune). From a more general point of view it is necessary for tech-
nologies of different stakeholders to interoperate with each other. Proprietary sys-
tems often cause vulnerabilities to interoperability as its often closed architecture
does not work with another system. When considering all the different stake-
holders involved in the sales of entertainment products a lack of interoperability
ceases the chances of a successful DRM system. Thus it is necessary to agree
upon a standard.

From an artist’s or distributor’s perspective security is an important issue for a
DRM system. The Internet is an independent adequate distribution channel in-
tended to generate equal amount of revenue as any other proper channel like
physical CDs, so it requires the same level of protection from theft. Online music
found on file-sharing networks can therefore either originate from a ripped tangi-
ble source like a CD or from legitimately bought versions from online stores. It is
thus necessary to protect both versions. While the former is realized through im-
plementing copy protection mechanisms, the latter is subject to “real” DRM meth-
ods. This includes measures introduced in the previous subchapter.

The delicate issue about DRM systems regarding security is that no system to
date has proven to be unbreakable. As long as you are able to record an audio sig-
nal coming from the speakers of your hi-fi player no DRM can stop you from
copying. So the basic concern is always to create a system where the effort to
break it is higher than the benefit it brings. This not only refers to effort in time
and technical skills, but also to the quality of the product. The version of a movie
copied with a camcorder from the movie theatre has a big drawback in quality,
which many may not be willing to adjust with.

To the customer the flipside of security is often privacy. This is again a typical
trade-off issue. When implementing high security measures this also comes along
with the possibility of collecting data about the customer and creating user pro-
files. Even though this creates chances for misuse, it is said to be the same as with
any other technology. This perception should be communicated to the customers
as well to increase acceptability of this technology.

5.1.3 Effectiveness of DRM

Putting DRM into the right picture is not an easy task. A lot has been invested into
the research and a lot more has been written about it in the media. When summa-
rizing the latest developments surrounding online stores it seems like DRM as a
technology to protect mass media like songs and videos has failed to gain accep-
tance not only among the customers but also with vendors. Following a call by
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Steve Jobs? in an article titled “Thoughts on music” [Jobs, 2007] and many other
online store operators to put an end to DRM-protected music, in April 2007 EMI
announced to offer their songs without any DRM [EMIO07]. Subsequently the other
three major record companies followed this practice and by January 2008 Amazon
was the first online retailer to offer DRM-free music by all four major labels
[Gonsalves, 2008].

The shortcomings of DRM in short are the impossibility to guarantee an abso-
lutely secure platform, extremely unpopular restrictions for the customers and an
uneven support from hardware and software vendors.

It is understood that any copy protection measure can be broken by motivated
adversaries, and if this is done by a small number of people, it is just a matter of
time until the unprotected content gets distributed on the Internet, where it is
available to anyone. The approach of this paper to concentrate on the economical
perspective is exactly derived from this insight. Technical protection does not
have the ability to invoke a sustained solution to the piracy problem as pirates
breaking into systems tend to be on the same educational level as the creators of
these systems and they are usually highly motivated. Napster was developed by a
19 year old college student. Jonathan James became famous for intruding into the
computer systems of a “Defense Department agency that monitors threats to the
United States from nuclear, biological and chemical weapons” as well as into the
systems of NASA at an age of 16 [Stout, 2000]. Lot of hackers are highly talented
juveniles with a bated sense for ethics. Breaking systems are a challenge to them
and always will be. Apart from them, supporters of the open-source-concept or the
free-software-idea are increasingly interested in preserving the Internet as an area
of free information exchange, which means that they generally oppose any kind of
restriction applied upon information goods.

Practically speaking, apart from a lack of absolutely secure systems, one of the
main drawbacks of DRM systems is that the license evaluating engine is located
on the user’s computer. This engine typically connects to a license server to evalu-
ate the license conditions of a multimedia file. Since the user usually has full con-
trol over his/her computer, the evaluating engine has to be resistant against at-
tacks. This can only be assured if the computer runs on a trusted platform. Even
though attempts have been made to meet this problem with incorporating a
Trusted Platform Module (TPM) into the computers assuring more security
through hardware support for DRM, this approach by the Trusted Computing Plat-
form Alliance (TCPA) has been widely criticized for opening doors for misuses,
loss of privacy and a variety of security related issues [Kuhlmann et al., 2003].

Basically when acquiring a product the consumer is free to use it without any
restrictions®. But when this basic right is circumcised through measures considered

8 CEO of Apple Inc., the company behind iTunes music store.

% At least to a certain extent. If you buy a car you certainly are not allowed to
modify it in a way that would affect security on the road, but the basic usage of a
car, namely to drive it anywhere anytime is usually never restricted.
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as annoying then that product tends to become unpopular. This is especially the
case when an attractive alternative is easily accessible, namely the pirated version
of that good without any restrictions on it. Restrictions assumed annoying can be a
song or a movie file not playing on one’s portable player. Also when a song is not
allowed to be burned on a CD to enjoy it in car or for backup reasons, then it re-
stricts the usage in a way unknown till yet.

Mistakes have been made in communicating a somewhat negative image of
DRM as a tool used to control users or make their computers vulnerable for at-
tacks. The prominent case of Sony’s DRM labelled as a rootkit in 2005 was just
one such example [Halderman et al., 2006].

Finally, one should acknowledge that DRM did encourage innovation though.
As already discussed in subchapter 4.3 controversial actions often result in crea-
tive reactions.

5.2 Piracy systems

The economics of digital piracy is based on the negligible cost for reproduction
and distribution of digital goods. The perceived quality of a pirated good is in no
way inferior to that of its original counterpart. Thus the incentive to pirate pre-
dominates the incentive to buy. Process-wise piracy is also much easier to handle
than a commercial system, since the only concerns with the former are a) find a
file and b) transfer the file from A to B. A commercial provider on the other hand
has to acquire licenses from different labels, set up a pricing system, assure the
availability and quality of files, take care of security issues and make profit at the
end of the day. This complexity in the background has found its way to the cus-
tomer through DRM, limitations in terms of copying and burning and incompati-
bility issues. A piracy system on the other hand lets you download a song or a
movie and let you do whatever you want to do with it. No further complications
involved. And, it is free.

The lessons to be learnt from piracy systems are the underlying simplicity in
their approach in bringing content to the consumer. Their ingenuity in overcoming
obstacles such as free riding or fake files deserves a more in-depth analysis of
their architecture and way of functioning in everyday. The following subchapters
introduce the most common forms of piracy models.

5.2.1 Peer-to-Peer

The most popular and successful way of pirating copyrighted content is
achieved through peer-to-peer (P2P) networks. In contrast to content being
downloaded from or uploaded to a server in a traditional client/server architecture,
a P2P network is an overlay network that directly connects a client with another
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(set of) client(s). By acting this way, content is directly transferred from one peer
to another peer without anyone else (like an executive organization) neither effec-
tively having the chance to know what files are being shared nor to prevent them
from doing so. After the appearance of the first commercial P2P systems like
Audiogalaxy and Napster in the late 1990s, developments in this sector are being
pursued quite extensively. The below table is an overview of popular P2P net-
works, its clients and its characteristics.

Network Characteristics Clients

Audiogalaxy Centralized P2P network with | Audiogalaxy Satellite
file discovery on websites >
vulnerable to shutdown

Napster Centralized P2P network with | Official Napster client
a central server that handles
discovering of files and users
-> vulnerable to shutdown

Gnutella Decentralized P2P network | LimeWire
where every task is handled by
peers > not very feasible as
discovery was done through
flooding which made the sys-
tem not very scalable

Gnutella2 Hybrid  architecture =~ with | Among others Gnucleus
supernodes handling most of
the tasks. Multisource
downloading possible

FastTrack Encrypted P2P network with | KaZaA, Morpheus, Grokster
hybrid architecture similar to
Gnutella2 (super-peers). Multi-
source downloading possible

eDonkey2000 | Hybrid architecture with a | eDonkey, eMule, MLDon-
large number of servers han- | key

dling the requests of the peers.
Multisource downloading in
arbitrary order

BitTorrent Hybrid  architecture ~ with | Official Client and a large
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torrent files containing infor- | number of other clients like
mation about file lying on | Azureus, BitComet, pTor-
websites. Discovery of files | rent etc.

happen on those sites. Multi-
source downloading in arbi-
trary order effectively in-
creases speed.

Tab. 2: Popular P2P Networks

Below is the basic structure of a peer-to-peer model as extracted from various
file sharing networks.

Initial
peer

Fig. 7: Typical Peer-to-Peer Architecture

Basically any peer-to-peer network works similarly in terms of files being sent
to each other. When a peer is found to have the requested file, it will be transferred
directly from one peer to the other. The differences between the various protocols
and generations lie merely in the way information about these files are distributed
or found. While first generation peer-to-peer networks like Napster and Audio-
Galaxy had a central server with information about the users and the files they
were sharing, later decentralized peer-to-peer networks like Gnutella2 outsourced
every task to its peers. Searching was realized through a flooding protocol. But
this caused a huge overhead when the search was extended to more users resulting
in enormous delays. So the next generation of P2P networks like Gnutella2 and
FastTrack outsourced these tasks to so-called super nodes, which were peers with
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better broadband connections. So this way they had hybrid architecture since they
combined pure peer-to-peer paradigm!® with traditional client-server architecture!!
[Meshkova et al., 2008].

With increased availability of broadband internet downloading large files such
as video files became feasible. Especially BitTorrent, a P2P system developed by
Bram Cohen in 2001 to efficiently share large files, was discovered by the piracy
community. BitTorrent uses tiny so called torrent files to store meta-data informa-
tion about a file being shared. This includes the address of the tracker (which
holds a list of users up/downloading this file), the file name, length and various
other pieces of information to indentify the file. These torrent files are stored on
websites within a searchable environment. Once that file is downloaded and
opened with the client software, the multisource download from other peers can
start. Through slicing the file in pieces of usually 512 KB it can be downloaded in
any order, which makes it very fast [BT09].

More recently, as a reaction to the pressure applied upon ISPs by representa-
tives of the music and movie industry to reveal the identity of their users, more
and more P2P networks are implementing mechanisms to disguise their users’
identity. Freenet for example is such an anonymous P2P network. It adopted a
routing mechanism that sends a file through a chain of nodes from the sender to
the receiver where none of the nodes know who the original sender and who the
final recipient is [Clarke et al., 2002].

Drawbacks and solutions

The whole principle of P2P file sharing is dependent on people sharing their
files after downloading it. But due to various reasons it is more attractive to
download something than to keep your computer open for uploads. One reason for
this is that many have broadband connections with limited upload bandwidth!'2.
But heavy uploading can also lead to noticeable losses in speed while download-
ing or just surfing the Internet. Many other peers again are behind firewalls and
NAT networks which often makes uploading difficult. Furthermore it is required
to keep the files — often large movie files — on your hard disc for a long time, oc-
cupying space.

Someone who downloads but does not upload is called a leecher. This draw-
back of former P2P networks has been addressed in newer networks like BitTor-
rent, which implemented a tit-for-tat strategy to encourage users to upload while
downloading, because only then their download will commence satisfactorily

10 sending files from one peer to the other without being stored on any server in
between

' super nodes function as servers to normal nodes

12 The A in ADSL stands for asynchronous, which means that the bandwidth
for the download channel is much wider than for the upload channel.
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quick [Li et al., 2008]. Free riding, which denominates the extension of the leech-
ing problem when users decide to leave the network after successfully download-
ing, is another issue that affects the quality of the network. Some use access con-
trolling mechanisms through demanding a minimum ratio — that is the ratio of
downloaded amount to uploaded amount — of usually 1. That means that as long as
you have not uploaded the same amount of data as you have downloaded, you are
not allowed to download anymore. eMule has adopted a more permissive strategy
by offering credits for uploaders. The more credits you have, the higher you will
be located in the download queue of the next file [Kulbak et al., 2005]. The re-
search on incentives to discourage free riding is continuing.

If the demand for a file decreases, then the amount of seeders — peers who have
the complete file and are uploading it — also decrease with time. Hence rare files
will not be available anymore and will be needed to be rereleased by someone
again. This sort of disappearance of files from the network is a shortcoming of
P2P networks because it is highly dependent on its users’ contribution. The long
tail of rare files may be listed on various networks, but their actual availability is
again another issue.

Fake and/or malicious files have long been an issue on P2P networks like Ka-
ZaA or also BitTorrent. They have been circulated by affiliates of the music and
movie industry to bring down the piracy networks. By uploading fake files with
real sounding names the tactic was to annoy users so that they leave these net-
works. But various communities started addressing this problem by verifying the
files uploaded. Again the mass phenomenon effect has proven to overcome such
obstacles. KaZaA implemented a user voting system to determine if a given file
was real or fake. Even though this was not very successful since the amount of
people voting was not high enough [Liang et al., 2005], it utilized the users’ cu-
mulative power to address this problem. With BitTorrent this problem was more
or less solved through volunteer moderators very effectively filtering out fake con-
tent before injecting it into the network [Pouwelse et al., 2005].

5.2.2 File Hosting Sites

Apart from P2P file sharing there are various other forms of file exchange. A
popular way of sharing files, especially after trials against P2P networks, is
through simply uploading them on file hosting websites, which usually offer a cer-
tain amount of data space for free (usually 1 to 5 GB).

Usually a user uploads files on one of these websites through a simple inter-
face. Then, the link to that file is provided by the website. This link can then be
shared among others, either through mails, instant messages, or as it is more
commonly done, through forums. These forums are usually built around commu-
nities which have registered users who additionally engage in various discussions
on that forum. To prevent users from simply taking the link to the file posted
without contributing to the forum; these links are usually hidden in the first post in



52

a thread. The link will only be displayed upon posting a message in that thread.
Sometimes it is also checked if the answer has a minimum number of characters
(to avoid someone misusing this by posting just a couple of meaningless charac-
ters).

In the US these hosting sites are operating under the safe harbour created by the
DMCA, which ensures that file hosting sites are not liable for the content up-
loaded to their servers by their users [Roettgers, 2007]. This will be explained
more in detail in the next chapter.

There are a large number of services like this, the popular ones being Rapid-
Share, Megaupload and Box.net. Their business model is based on the freemium
model mentioned in subchapter 4.4, where basic services are free and for premium
services you have to pay a fee. Box.net for example also offers an enterprise solu-
tion with document management features [Box09].

5.2.3 Usenet, IRC and private networks

File sharing is older than P2P networks or file uploading sites. Even before the
Internet in its current form was proposed by Tim Berners Lee in the early 1990s
there have been networks where people used to share their files. Usenet is one of
them, developed in the early 1980s by students. It was mainly a newsgroup where
people could post and read messages to various topics. But soon it was used to
share pornographic pictures, software and later on mp3s and movie files. Today up
to three terabyte of content is being traded on Usenet every single day [Roettgers,
2007]

Just like file hosting sites Usenet is also protected by the safe harbor granted by
the DMCA in the US, so other than take down notices to which they have to com-
ply, nothing much can be done against the files sharing happening here. In Europe,
due to a lack of an equivalent to the safe harbor section of the DMCA in the US,
there have been legal actions by the GEMA (Society for musical performing and
mechanical reproduction rights) against Usenext, a commercial Usenet service op-
erator [Roettgers, 2007].

IRC (Internet Relay Chat) was developed a couple of years before the Internet
as a real time chat program for group communication in various channels. Later on
various extensions were added, among which the direct client to client protocol
enabled file sharing on IRC networks. The possibility of sending a file from one
peer to the other was automated by the users through bots, which automatically
sends the same file to thousands of users in a particular channel [Vamosi, 2002].

Since IRC differs from popular P2P networks in terms of user friendliness
(very often the clients are just text based without a proper GUI) and a more geeky
nature, it is by far not that popular with the mass, especially because many of
those channels are exclusive and require a user to be invited. Still, currently there
are around 800.000 IRC users worldwide [IRC09], out of which of course not eve-
ryone does file sharing. The actual number of files and their size is not known, but
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it is suspected that many of the pirated content that land on torrent networks origi-
nate from IRC channels [Schliesel, 2004].

5.3 Conclusion

A basic overview of what DRM systems are and what they do was given here. Af-
ter studying about their practical effectiveness one must come to the conclusion
that limiting rights of consumers is not the ultimate solution to the piracy problem.
History shows us that it rather motivates some of them to outperform in breaking
the content industry’s codes, no matter how advanced they are. One hacker with
an Internet connection is enough to bring down any technical hindrance.

The second part of this chapter looked into the mechanisms of digital piracy.
The peer to peer way of distributing content is the most prominent one. It is not
only widely accepted by consumers, but it has a number of advantages compared
to traditional client server architectures. You can share bandwidth costs and other
resources like storage space and computing power with users. It ensures a high
scalability and robustness in terms of redundant availability of files on client ma-
chines. Besides, a lot of research already has being conducted on this technology.

Even though P2P networks are the most known, studied and popular arm of the
piracy community, the real drivers and leaders are sitting behind a less controlla-
ble and obscure part of the Internet in networks like Usenet or IRC, where the ori-
gins of many of the files distributed in P2P networks are to be found. This dark
parallel universe of pirates has always existed, but it is only through the success of
the Internet that it entered the mainstream. This may be an inconvenient side effect
of the otherwise revolutionary concept of the Internet, but every obstacle that oc-
curs is just another opportunity for innovation solutions.

The main lessons to be learned from the functionality of piracy systems like the
ones described here are their simplicity approach (e.g. Napster with one system for
searching, downloading and playing), cooperative development and maintenance
(e.g. moderators in BitTorrent websites filtering out fake files; development of
most file sharing programmes being a collaborative effort) and a passion in find-
ing new ways of effectively sharing content across the world.
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6 Legal aspects of copyright and piracy

The term “copyright” may convey the impression that it merely deals with the
right to copy, but in effect it governs all rights of a creator over his/her works!.
This includes the right to reproduce; to sell and make money out of it, to perform
it in public or any other similar right. Any usage of the work requires permission
from the copyright holder. The basic idea of granting copyright is to promote and
acknowledge innovation and create an incentive to continue doing so. Usually
copyrights are granted for a certain amount of years to allow the copyright holder
to (financially) benefit from his/her creation. After that period it is transferred into
a public good.

The first Copyright Act ever was the Statute of Anne [CHO09], [Simons, 2003]
passed in 1710 in the United Kingdom. It was the first time that creators of books,
documents and similar works were granted rights regarding their works. Until then
it was common practice to publish works of other people without obtaining their
approval. The duration of the copyright was initially limited to 28 years (also de-
pending upon if the copyright holder was still alive). In the United States the first
Copyright Act was passed by the Congress in 1790 which was more or less identi-
cal to the one in UK. Even though it was extended regularly after that, the next
major rework on it was passed in 1976, which represents the foundation of Copy-
right Law in the United States today.

The internationally most influential agreement on copyright was the Berne
Convention signed 1886 in Berne, Switzerland, because it regulated copyright not
only in one’s own country but also in other countries. This is of importance when
works are published in other countries. Charles Dickens for example did not have
any influence on the publication of his works in the United States prior to 1891,
since there was no such bilateral agreement between the US and UK'4. The or-
ganization administering the Berne Convention and several other internationally
relevant treaties regarding copyright is the UN organization World Intellectual
Property Organization (WIPO), founded in 1967.

The currently relevant Copyright Acts which will be looked into for the pur-
pose of this work are the Digital Millennium Copyright Act (DMCA) 1998 of the
United States and the EU Copyright Directive' of the European Union from 2001.
Unlike the DMCA the EU Copyright Directive itself is not a law but a guideline
for its member states on implementing national Copyright Acts in accordance to
this Directive.

13 The term “work” is used here for any type of creation, be it a song, movie,
picture or any other copyrightable good

14 The United States joined the Berne Convention only in 1988.

15 Official name is Directive 2001/29/EC.
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6.1 DMCA

An Act that created enormous attention in public was the Digital Millennium
Copyright Act passed in 1998. It was an amendment of the existing Copyrights
Act of 1976 to comply with the WIPO Copyright Treaty adopted in 1996. The two
main parts of this Act relevant for his work are regarding

(1) Circumvention of Copyright Protection Systems and
(2) Online Service Provider (OSP) liabilities.

Since before the advent of online stores the origins of piracy lied in ripping of
music CDs, lot of efforts had gone into implementing copy protection on CDs.
Soon after their arrival CD ripping software available in the market were capable
of bypassing this protection and allowing users to copy the contents of the CD to
their computer. Later on, when digital files were sold, they were protected through
various digital management systems discussed in the previous subchapter. This
was an issue the DMCA decided to tackle and thus declared the circumvention of
technological measures that effectively control access to a protected work as ille-
gal [CL09a]. Secondly, the manufacturing or selling of a product primarily in-
tended to circumvent technological measures that effectively control access to a
protected work was prohibited [CLO9b].

Now in effect there are a number of controversial arguments concerning these
two statements. To begin with, there is a certain amount of ambiguity concerning
the term “effectively”, which is not defined properly in § 1201 (3) (B), which says
that

a technological measure “effectively controls access to a work” if the measure, in the
ordinary course of its operation, requires the application of information, or a process or a
treatment, with the authority of the copy-right owner, to gain access to the work. [CL09c]

This definition is merely a general statement to what access control means, but
not to what “effectively” means in this context. So it can be speculated that a tech-
nological measure that can be circumvented by a widely available programme is
not really effective [Simons, 2003]. Then, since according to the fair use section §
107 of the U.S. Copyright Law it is allowed to make copies of copyrighted mate-
rial without requiring permission of the copyright holder for certain uses, the pro-
hibition regarding circumvention is only applicable for technical measures con-
trolling access to the work, but not for technical measures preventing copying of
the work. So this means there is a difference between accessing and copying.

But this right regarding the circumvention itself is in effect abrogated through
the extension of § 1201 (a) (2) with a more concrete definition of “circumvent a
technological measure” in regard to the manufacturing of devices used to circum-
vent those technological measures in § 1201 (a) (3) which says that descrambling
a scrambled work or decrypting an encrypted work also falls under circumvention.
Since copying a copyright-protected work includes decrypting it, any device doing
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this is prohibited. So even though copying itself is not prohibited, the use (or actu-
ally manufacturing or selling) of programs or devices which do the copying is
prohibited, thus making copying in terms with fair use impossible. Thus, exemp-
tions were included into the DMCA for purposes similar to those mentioned in the
fair use section. Encryption researchers, law enforcement agencies, software de-
velopers seeking to achieve interoperability with other programs, non-profit librar-
ies and various other people or institutions belong to the ones exempted from the
restrictions.

Even though the U.S. Copyright Act grants a fair use “for purposes such as criti-
cism, comment, news reporting, teaching [...], scholarship, or research [...]” [CL09d], the right
to make a limited number of copies for personal, private use (i.e. to backup or to
make a version for use in your car) is not mentioned anywhere explicitly'®. The
paragraph coming closest to this is § 1008. There it is written that “No action may be
brought under this title alleging infringement of copyright [...] based on the non-commercial use
by a consumer of such a device or medium for making digital musical recordings or analogue
musical recordings.” [CL09¢]. We will later see that this aspect is dealt with differ-
ently in other countries. In German Copyright Law for example it is explicitly
mentioned that it is allowed to make a certain number of copies for private use
[Juris09].

The second aspect of the DMCA interesting in the context of digital piracy
concerns the liability of OSP regarding copyright-infringed material transferred
using their networks. In the light of file-sharing networks being sued this section
deals with circumstances when providers are not to be held liable for copyright in-
fringement activities of its users.

Basically the DMCA creates a safe harbour for OSPs in a number of instances.
This is necessary because due to the vast amount of data being transferred by mil-
lions of users through all kinds of networks, it is practically impossible for OSPs
to monitor each and every file or action that happens on their networks. Thus, they
need to be protected against allegations of copyright infringement from copyright
holders as these things are beyond their control. First it is defined who is available
for this exemption in liability and then the circumstances are detailed.

The circumstances mentioned include the transitory storage and transmission of
material on or through the OSPs systems as well as routing and providing connec-
tions. So if for instance a file uploading site hosts copyright infringed material it is
not legally liable. But of course the DMCA includes measures to protect copyright
holders’ rights with the “Notice and Take-Down Provision” which states that the
OSP is obliged to remove material from their system if they are noticed about that
material being allegedly infringing. A prominent example for this practice is copy-
right holders asking YouTube to remove videos from their site that infringe their
copyright. YouTube is in safe harbours according to § 512 (c) of the Copyright
Act [CLO9f]. Another case where this right was tried to use but not very success-

16 A corresponding entry is made for computer software though in § 117, Copy-
right Law of the United States
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fully was when Napster referred to § 512 when RIAA sued them for copyright in-
fringement. Napster claimed that they were not to be held responsible for the ac-
tions of their users. But a court ruled that § 512 was not applicable for Napster
since the files transferred were not saved on their machines but instead were trans-
ferred directly from one user to the other. Even when Napster connects the users
to each other, it occurs through the Internet. So subsequently Napster was found
not to be an OSP as defined under § 512 [ILOO].

6.2 EU Copyright Directive

Just like the DMCA, the EU Copyright Directive (EUCD)!” was enacted to com-
ply with the WIPO Treaty of 1996. But unlike the DMCA the EUCD is a direc-
tive, which means that the member states that are bound to it are free to choose the
means on how to exactly implement the directive into their respective national
laws. Hence there are slight changes in the Copyright Laws of the member states.

Regardless of the various national implementations, the EUCD itself is an indi-
catory set of directives worth examining in more detail. Especially compared to
the DMCA it has been developed with more care to current issues such as techni-
cal copy protection measures and the right of a private copy.

The most relevant and discussed article in this directive is article 6. It makes
remarks about the circumvention of effective technological measures. In article 6
(1) it says

Member States shall provide adequate legal protection against the circumvention of any

effective technological measures, which the person concerned carries out in the

knowledge, or with reasonable grounds to know, that he or she is pursuing that objective.
[Europa01]

Further in (3) the terms “technological measures” and “effective” are defined
more in detail. According to that definition the speculation that was made in the
case of the DMCA in the previous subchapter, namely weather a technological
measure that can be circumvented by a widely available programme is effective or
not, is obsolete. Article 6 (3) defines “effective” as any measure that is taken by
the right holders to control access and copying of the protected work. This can be
through encryption, scrambling or any other transformation.

Also the ambiguity that existed in the DMCA between “access control” and
“copy control” is cleared here. Both are forbidden.

The most crucial point in copyright laws in regard to this work is the question
about a private copy. The premise is the following: The right to make a copy of a
work for a private and not commercially motivated purpose is allowed in the

17 Officially called “Directive 2001/29/EC of the European Parliament and of
the council of 22 May 2001 on the harmonisation of certain aspects of copyright
and related rights in the information society”
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copyright laws of the member states of the EU. At the same time, as stated in the
above paragraph, the circumvention of technological measures to make a copy is
not allowed. So in effect, the right to make a private copy cannot be exercised be-
cause all ways to do so is prohibited by law. The EUCD therefore comes up with a
list of exceptions, which are left to the member states to implement or not. In Arti-
cle 6 (4) it says

A Member State may also take such measures in respect of a beneficiary of an exception

or limitation provided for in accordance with Article 5 (2) (b), [...], without preventing

rightholders from adopting adequate measures regarding the number of reproductions in
accordance with these provisions. [Europa01]

Article 5 (2) (b) says so:

Member States may provide for exceptions or limitations to the reproduction right
provided for in Article 2 in the following cases:

in respect of reproductions on any medium made by a natural person for private use and
for ends that are neither directly nor indirectly commercial, on condition that the
rightholders receive fair compensation which takes account of the application or non-
application of technological measures referred to in Article 6 to the work or subject-
matter concerned; [Europa0l1]

The right to circumvent technological measures and make a copy for private
use is generally granted by this article, but it is left to the member states if they
wish to grant this right to the beneficiaries or not. The German Copyright Law for
example, which was adapted according to the EUCD in 2003, does not make use
of this exception. In a press release of the German Justice Ministry in November
2007 it says that there is no right to have a private copy to the disadvantage of
right holders [BMJ07].

The Austrian Copyright Law does not define any exceptions that shall allow
the circumvention of technological measures to create a private copy [BKA09a]
even though the private copy as such is very well allowed according to § 76 (4)
[BKAO9b].

6.3 Conclusion

This chapter dealt with legal issues concerning digital piracy. The two main foun-
dations of copyright laws in the western world, namely the Digital Millennium
Copyright Act and the European Union Copyright Directive were discussed in de-
tail.

In contrary to the technical side, the legal side is a front where the content in-
dustry is fighting a much more prospective war. The introduction of the DMCA
and the EUCD are indicators of strong lobbying activities that are able to change
copyright laws in favour of the content industry. This is particularly alarming as in
many cases this may undermine privacy protection. For example in France a
“three strikes”-law is currently being discussed. If a user is found to have
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downloaded copyright infringed material he/she will be warned three times, after
that he/she will lose his/her Internet connection. A law like this requires a com-
plete packet level monitoring of everyone’s Internet traffic, which is not only a
threat to privacy but also an immense organizational and technological challenge.
Also, giving the right to an ISP to ban users without a court order is a violation of
basic human rights of a fair litigation.

It is also yet to see how the lawsuit against The Pirate Bay, a torrent tracker
website, in Sweden will affect future legislations regarding copyright. Despite be-
ing prosecuted the operators of The Pirate Bay have appealed against their convic-
tion stating among other things that the judge was biased due to his membership in
various organizations like the Swedish Copyright Association and Swedish Asso-
ciation for the Protection of Industrial Property [Kravets et al., 2009].

On the bottom-line, millions of people pirating despite legal threats may even
be an indication for their wish for changes in law. A first step indicating this can
be seen in the rise of the Pirate Party in Sweden which doubled its size after the
verdict against The Pirate Bay [Sjoden, 2009].
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7 Measures taken against piracy

When digital piracy started to arouse attention in the industry, it already had
become a shadow world with a lot of members. Since the number of people in-
volved in it rose exponentially, by 2002 there were already 4.5 million users in
various file-sharing communities sharing their songs with each other [Gooch,
2003]. As already mentioned in chapter 4.1 it had become a mass phenomenon for
which a cure was not easy to find. Especially the music industry, which was first
affected, was overwhelmed by the sharp decline in sales in the beginning of the
new century. Since the main organizations behind the music industry like the Re-
cording Industry Association of America (RIAA), who represent the four major
labels in the market, the Broadcast Music Incorporated (BMI) or the International
Federation of the Phonographic Industry (IFPI) are established and powerful asso-
ciations with strong influence in the politics through their lobbying, the initial re-
actions towards digital piracy were characterized through a tough line of legal
measures against the culprits, who were soon identified. Only in a later stage the
strategies seemed to broaden up and different ways of dealing with this problem
were adopted. The following subchapters will give an insight into these strategies
and discuss the effects and consequences of those measures the music industry ap-
plied.

The following timeline gives a chronological outline of the measures taken by
the music industry to fight digital piracy.

2001 2003 2005

] | | »

1 I 1 »
Lawsuits against Launch of iTunes Lawsuits against ~ Awareness campaigns
Filesharing net- Online Store Filesharing net-
work operators work users

Fig. 8: Timeline of measures taken against piracy

7.1 Legal prosecution

One of the main instruments of action the music industry adopted against digi-
tal piracy was threatening with legal sanctions. These threats were initially pointed
towards operators of file sharing networks, who in the first place facilitated the il-
legal exchange of copyrighted material through their programmes. Although the
music industry was initially successful in suing these operators, they soon had to
face defeat against more advanced file sharing networks. That was when they
started suing individuals, who provided copyrighted material to the file sharing
networks. It is interesting to note here, that in most countries, legally only the up-
loading of such files are forbidden, but not downloading.
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The following subchapters refer to issues in the United States, which has taken
up a leading role in fighting digital piracy. But most of the incidents described be-
low have occurred in a similar manner in other countries too, like Germany, Aus-
tria or Sweden.

7.1.1 Campaign against file sharing operators

Like mentioned above, the first measures taken by the music industry to fight
piracy were of an aggressive legal nature. The first prominent culprit to be sued
was the operators of the then highly popular first generation file sharing network
Napster. Napster was developed by a college student named Shawn Fanning and
went online in June 1999. While studying computer science at the Boston Univer-
sity Fanning was in search of an easy way to find MP3s on the Internet. Since the
results of the usual search engines were not satisfying enough, he decided to write
a programme, which would enable anyone to access his hard drive, and vice versa
to search for and download music files. This programme, named after his nick-
name Napster, was technically based on the peer-to-peer approach, where every
computer or device connected to the network was a server and client at the same
time. This approach, in contrast to the typical server/client network scenario,
where the server provides the information for the requesting client, enabled a di-
rect sharing of music files between millions of user all around the world.

Napster did have a weak point though, which was utilized by the RIAA to sue
them. Even though Napster was programmed as a peer-to-peer system, it did have
a centralized server, which was responsible for passing on the requests of the
peers. When a user searched for a music file, that request was transported to the
server, who looked up the IPs of the peers, which had this particular file and sent
this to the client. Only the exchange of the file itself was in a peer-to-peer manner.
So in effect, this central server had all the user account details, and more impor-
tantly, it also had a temporary index of the MP3 files being shared. Despite of
Napster’s claim that they were not responsible for the contents on their users’
computers, RIAA was successful in their lawsuit, which led to the shutdown of
Napster in July 2001.

The possibility to shut down a system like the one of Napster led to the music
industries temporary success. The successors of Napster thus took care of that is-
sue through implementing a decentralized peer-to-peer system, which was not
possible to simply shut down. Also, there were no central servers, which hosted
complete indexes or user details. This made it difficult for the lawyers of the mu-
sic industry to successfully accuse these operators of copyright infringement. Af-
ter all, the file sharing technology as such is not illegal. It is only accusable if
copyrighted materials are illegally shared [Roettgers, 2003].

Since the sales were declining and legal sanctions against file-sharing operators
were not fruitful anymore, the music industry had to change their strategy and
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started legal campaigns against the end users. They were first threatened with
prosecution and then officially sued [EFFO7].

7.1.2 Campaign against individuals

The first declaration of the new policy, which intended the prosecution of indi-
viduals using file sharing networks to share copyrighted material, was announced
by the RIAA in June 2003. Following a period of collecting evidence, the first
lawsuits against private users started in September 2003. It was possible for the
RIAA to collect information about these individuals on the basis of the Digital
Millennium Copyright Act (DMCA)'®, which had come into force in 1998 in the
United States. RIAA used this act to issue subpoenas on Internet service providers
(ISP), in order to get the names associated with the IP addresses they had col-
lected. Since the issuing of subpoenas had been slipped into the DMCA in last
minute, it had not been reviewed thoroughly under which circumstances it was
applicable. The RIAA exploited this uncertainty when collecting the user data
from the ISPs and could successfully start their suing process. The first 261
Americans to be sued from the RIAA from September 2003 onwards were not
only college students, who were said to pirate extensively due to access to broad-
band internet, but also grandfathers and small children, who were accused of ille-
gal use of file sharing networks.

In December 2003 a court decided that a subpoena under the DMCA was not
applicable in the way it was now being utilized by the RIAA. Ultimately it was not
possible anymore to match IP addresses with names from the ISPs. So the next
move of the music industry was so called John Doe lawsuits starting from January
2004. “John Doe” is hereby associated to an IP address without a concrete name,
which the investigators of the music industry had found to provide copyrighted
material to file sharing networks. The difference of this practise to the one before
is, that here a lawsuit is filed first in order to get the permission from the court to
issue subpoenas to the ISPs, who only then had to provide the names of the indi-
viduals. Thereby the courts could function as a controlling organ.

In the course of their actions against individuals the RIAA in most of the cases
followed a two-step strategy. The first step was an offer for an out-of-court settle-
ment, which would cost the individual around 2.000 to 4.000 $, sometimes even
up to 11.000 $ depending on the number of files he or she provided for sharing. If
the concerned person agreed to the settlement, he/she had to pay the amount and
approve to delete all the infringed material from his/her computer. If a settlement
could not be reached, then the second step would be suing.

As one of the initial measures, RIAA had offered an amnesty programme called
the Clean State programme, under which File sharers could come forward and
admit their crime. If they signed a statement that they would refrain from further

18 See Subchapter 6.1
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file sharing of copyrighted material, the RIAA promised not to sue them. The
ironic part about this programme was that the RIAA was merely a representative
of the real copyright holders (like the labels or musicians). So even if the RIAA
desisted suing, their clients were not bound to this decision [EFF07],
[Bhattacharjee et al., 2006].

7.2 Educational campaigns

Even though the timeline in figure 8 shows educational campaigns against piracy
to have arisen around 2005, one of the earliest of such campaigns was the (in) fa-
mous “Home Taping is Killing Music” slogan of the anti-copyright infringement
campaign by the British Phonographic Industry (BPI) in the 1980s. It was a reac-
tion to the first tape recorders introduced by the end of the 1970s. For the first
time in history it was possible for the end-consumer to record the music they had
bought, copy it several times and listen to it whenever they wanted. When radio
and television only enabled the “streaming” of music and film, which still bound
the audience to certain times and restrictions, tape recorders in fact allowed it to
use music completely free of any restrictions.

One of the first campaigns against digital piracy was launched by the German
subsidiary of IFPI (International Federation of the Phonographic Industry) in
1999, titled “Das Ende vom Lied - copy kills music”. Since in summer 1999 file-
sharing was not yet a big problem, this campaign was directed more at burning
CDs on CD writers, which was said to have a shattering effect on CD sales in
Germany [IFP100]".

Since then the music industry and the motion picture industry have launched
one campaign after the other in various parts of the world. Most of them were ac-
companied by websites informing the public about the impact of digital piracy on
sales and the future of this industry itself. Artists have been roped in to make
statements about digital piracy and frequently asked questions sections about digi-
tal piracy have been published.

Listed below are some of the campaigns.

¢ You wouldn’t steal a car: This was a campaign by the Motion Picture Asso-
ciation of America (MPAA) launched in 2004.

¢ Respect copyrights: A campaign launched in 2003, again by the MPAA

e Pro music: A 2003 campaign launched by various coalitions and organisations
like IFPI (International Federation of the Phonographic Industry), IMPA (In-
ternational Music Publishers Organization) and FIM (International Federation
of Musicians)

19 The original page is not available anymore. Retrieved from web.archive.org
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e Music united: Launched in 2002 by various Associations related to the Music
industry in the United States.

e What’s the download: A campaign launched in 2004 by The National Acad-
emy of Recording Arts & Science (NARAS).

e Respect our music: A campaign launched in Japan in 2002 by the Recording
Industry Association of Japan.

The various associations have made use of different strategies when creating
these campaigns. The “You wouldn’t steal a car” commercial for example was of
an aggressive nature. It showed, undermined with loud music and fast cuts, that
one would not steal a car, a handbag or a DVD in a store, so therefore one should
not steal movies from the Internet. It was also included at the beginning of DVDs
sold to customers and could not be fast forwarded, which earned negative public-
ity. After all, people who had legitimately bought a DVD were forced to watch
this commercial which was not targeted at them in the first place. Since the issue
of file sharing is a passionately discussed one, this commercial also inspired sev-
eral parodies on the Internet [YouTube07a], [YouTube07b].

On the other side, there are more subtle campaigns which combine the educa-
tive nature with information and pointers to legal sites and services, like the
“What’s the download” campaign. Others like the Pro music campaign rely on
constancy. Their website lists 39 campaigns for 15 countries aimed at schools as
teaching material [ProMusic09].

7.3 Technical measures

Since the advent of the piracy problem the content industry has been trying to
counter it on different fronts. One of them the industry concentrated on is the
technical front, which was part of the reason for the enormous success of digital
piracy. Even if it was the Internet — the creation of a network for everyone — that
enabled large scale worldwide sharing of files, it was still the transformation of
music and video to mp3s and avi files — the cost effective digitization of copy-
righted content to free bits of data — that finally paved way for this online phe-
nomenon. So, this is where the industry tried to put boundaries to digital piracy.
They decided to protect their content from being transformed into free data
streams.

In 1998 around 200 companies and organizations from various fields such as
software, hardware, consumer electronics, ISPs and recording industry came to-
gether to develop a system to protect music from being pirated. This forum was
named Secure Digital Music Initiative (SDMI). The main purpose of SDMI was to
create a comprehensive protection system for digital content that should be im-
plemented in every aspect of digital music, from production to distribution until
playback. For this purpose they created a watermarking system that should be in-
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corporated to every music file. When attempting to play a file like this with an
SDMI certified player produced by those consumer electronics vendors participat-
ing in this effort, it would be examined if the file is a legal copy, only then it
would be played.

To test this new system in September 2000 SDMI invited various hackers,
cryptologists and anyone interested to a challenge. They were presented with four
watermarking and two security related technologies. The challenge was to test the
strength of these technologies by trying to successfully remove the watermark
from the file, for which they had three weeks. Edward W. Felten from Princeton
University and his group were able to defeat all four watermarking technologies
though by doing so they supposedly damaged the quality of the audio file [Craver
et al.,, 2001]. Still, under the constraints of having only 3 weeks and limited
knowledge about the technology used, this effort proved beyond doubt that
SDMI’s protection system was vulnerable to attacks. In 2001 SDMI discontinued
their work due to a lack of technological progress [Chiariglione03].

Nevertheless, efforts to incorporate a digital rights management (DRM) system
into the digital music business were not suspended. But since vendors were not
able to implement an industry wide accepted standard for DRM [Bremer et al.,
2003], there have been at least three different popular DRM systems incompatible
to each other among the online stores having over 1 million songs in their cata-
logue. The most widely used system is Microsoft’s PlayForSure (which has been
recently named into “Certified for Windows Vista” [Microsoft09]). Apple devel-
oped their own proprietary system named FairPlay refusing to license it to other
vendors, and RealNetworks did their own research on Helix. Since the iPod grew
to become one of the most popular portable players customers purchasing files en-
crypted with PlayForSure were certainly annoyed when those files were not play-
able on their iPods.

As already elaborated in subchapter 5.1.3 on the effectiveness of DRM, online
music stores in agreement with the copyright holding record companies have al-
ready started abandoning DRM protected music from their stores, most promi-
nently Apple in their iTunes Music Store and Amazon.

7.4 Conclusion

This chapter gave an overview of various measures taken by the content industry
to fight digital piracy. This included both a “shoot and ask™ strategy like the legal
prosecution of file sharing operators and individual file sharers and various educa-
tional campaigns to raise awareness among people about the problems digital pi-
racy is creating for the industry. At the same time another scene of battle was the
technological aspect of the piracy problem, where copy protection producers and
hackers were playing a cat-and-mouse game of creating/hacking the most effective
digital rights management system.
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Most of these measures taken by the content industry to fight digital piracy
have not proven to be an effective one. While educational campaigns may still be
a reliable means to at least raise awareness in the public, suing individuals as a
form of deterrence has created more harm than benefit. Even if it might have
threatened some individuals to refrain from digital piracy, due to the ridiculous
way of its execution? it received a lot of negative publicity. Same is the case with
the industry’s attempt to implement digital rights management systems into the
value chain of a digital product. Due to incompatibility among the various sys-
tems, the customer chose to pirate instead.

This being the case, it is increasingly necessary to adopt new strategies at a
completely different level, namely at the business level. Business models that can
seriously compete with piracy are to be found. Of course it lies in the nature of
this subject that digital piracy cannot completely be wiped out, as it is like Pan-
dora’s Box: once opened, it is impossible to get back the contents back in the box.
But just like hope lied at the bottom of that box?! there is hope that those custom-
ers who turned their back on purchasing music legally will eventually come back
once the revolutionary changes that the Internet has brought have been adopted
accordingly into legal services.

The reaction of the content industry to a threat like digital piracy was predict-
able and not very surprising. The same reaction was observed when the radio was
introduced or recording of music and movies on tapes was introduced. Every
technological development in the last century that meant a possible threat to exist-
ing business models was opposed vehemently. But the following chapter will
show that the content industry is not totally resistant to learning. The advent of the
Internet and file sharing networks certainly shocked them initially due to its mag-
nitude which is at least theoretically not comparable with home taping. Since de-
terrence and limitations of rights have proven not to be successful the industry is
constantly trying out new business models. Some of them will be discussed in the
next chapter.

20 Already dead people and minors were sued
21 Actually it was a jar
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8 Economic perspective

The relationship between music and business in the modern sense goes back to the
19™ century, when companies started selling music sheets for people to play music
at home on their pianos. Even though a music playing device was absent in those
days, it was the first time that music, which was formerly played only in churches
and royal courtyards, was commercially brought into the private apartments. The
industrialization had reached the entertainment field and the result was the addi-
tion of a business perspective to the artistic component in music. Along with the
artist and his audience a third player entered the field: the distributor [Lyng,
2003].

When Edison invented his phonograph in 1877 the first thing he did was to ac-
quire a patent on this technology. This allowed him to sell his invention for good
money. Later on, when the equipments got standardized and easy to acquire, the
demanding power of the manufacturers in the music business went back and the
distributor, who took the responsibility of marketing and selling the music to a
wide audience, gained more and more importance; even more than the artist him-
self. Since then it was said that “you [the artist] get the glory, we [the distributor] get the
money” [Fisher III, 2004, p. 20].

The market segmentation in the early days was not much different from the oli-
gopolistic structure today. After an initial phase of various companies coming up
to produce and distribute music, by the end of the first decade of the new century,
only four companies were capable of operating worldwide. Now, almost a century
later, the music business is dominated by the “Big Four”, the major labels Sony
BMG, Universal, Warner and EMI, who control 74,2% [Sabbagh, 2008] of the
global recorded music market share.

Independant
8.7%

Independant Universal 5
25,8% 28.8%

Warner
14,4%

Fig. 9: Global recorded music market share Fig. 10: US motion picture market share
2007 [Sabbagh, 2008] 2007, [Mojo07]
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As already discussed in chapter 5, technical solutions such as DRM or any
other type of copy protection systems have not proved to be an effective way out
of the piracy dilemma. It is even encouraging piracy behaviour through the cus-
tomer getting frustrated with copy protection allowing not to play a CD on the
computer or through restrictions regarding the number of times an online bought
music file is allowed to play on a certain player. Altogether it is a game of cat-
and-mouse between the developers and the hackers.

The conclusion one can draw from this situation is that with the support of the
findings from chapter 4, namely the motivation of the consumer to pirate, it has
become necessary to look at the business side of the issue. If it is not possible to
educate the customers through campaigns, if it is not possible to hinder them from
sharing copyrighted media for free through technical solutions, then maybe it is
time to rethink the way how business in the traditional sense is being run. It is
time to find a new way of understanding customer needs and accessing them dif-
ferently.

The following subchapters will try to give an insight into the business side of
the music and the motion picture industry. This will help in understanding the dif-
ferent roles and practices in this industry and why it is not easy for them to change
their business models within such a short period as the digital revolution took to
shake the industry. After reviewing the business structure of both industries, the
focus will shift to concrete business models. It will be shown how music was sold
till now, which marketing instruments were used to promote singers, bands and
movies and how an entertainment product went through the value chain until the
end of its life cycle.

The next step will be an analysis and assessment of recently developed online
business models. Since the introduction of the iTunes store by Apple in 2003 a
number of similar online stores are available now on the Internet trying to gain
importance in the customers’ minds, thus shifting revenue shares more and more
to this emerging digital market. According to the latest digital music report of the
IFPI in 2008 already 20% of the total music market is digital (in 2007 it was 15%)
[IFPI09], creating an estimated revenue of 2.9 billion dollars.

Since piracy is still going strong, existing online business models have not yet
proven to be the final solution, even though they have been an important step in
that direction. But there is still a lot more to come. Ongoing studies have identified
a big potential in the digital market to increase sales and fight piracy. Therefore a
number of the most promising business models soon emerging into the market will
be introduced and discussed.

In the course of discussing business models trying to decrease piracy, the find-
ings from chapter 5.2, namely that peer-to-peer technologies have predominantly
enabled file sharing among pirates and still goes strong, will be taken into account.
It has been an enormously successful channel of delivering digital media to poten-
tial customers, when looking upon it from a commercial perspective. Identifying
the potential of this technology for legal online services will also be an emphasis
of this chapter.
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8.1 Business structure

The overall business structure of the music industry is way too complex to be
treated here in detail due to an almost infinite number of participants starting from
record labels to promoters to publishers through to radio stations, who all play dif-
ferent roles in the intricate world of the music industry. The situation in the mo-
tion picture industry is somewhat similar. One of the main reasons for this com-
plexity is that these industries are historically grown. Many roles and processes
have been implemented as workarounds to meet current challenges. For example
record contracts still include a packaging fee which was first introduced in the
1960s when vinyl records were sold in cardboard slipcases. Even though jewel
cases and booklets for CDs are a standard practise nowadays, the packaging fee
still continues to exist [Roettgers, 2003], [Blanchette, 2004]. Same is the case with
fees for new technologies such as the CD [Fink, 1996]. When it was introduced in
the 1980s, it was argued that this fee was necessary due to the higher production
costs of a CD, but these fees were never adjusted according to the negative infla-
tion of CD production costs. Even today, when part of the sales is done online,
musicians have to pay this additional fee.

Composer/
Songwriter
]
Musical work copyright
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licensees
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Fig. 11: Licensing system in the music industry [Fisher III, 2004], [Fink, 1996]
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Another possible reason for the opacity of business practices in the recording
industry is the variety of licensing channels. Music is very often used for many
other purposes than to simply listening in the CD player or computer of the end
consumer. It is used in movies, in jingles, in restaurants, aired on radio and TV
stations, converted to ring tones for mobiles or written down on sheets for other
artists to perform it. The right to assign these different licenses is in different
hands. Fig. 11 gives an overview of the different licenses and licensors in the re-
cording industry.

This is just a simplified depiction of the licensing system in the music industry.
In effect, other licensees include any number of companies or organisations that
seek to use a particular song or album for any purpose. When publishers are sub-
sidiaries of record companies, this whole system of course changes according to
that. Also, depending on the size and importance of various companies, negotia-
tions can occur directly without middlemen agencies.

The performing license and the mechanical license are the two main channels
of revenue for the publisher and the composer/songwriter. The latter usually gets
50% of the royalties the publisher gets from mechanical licenses. That makes up
almost half of his revenues; the other half comes from the Performing Rights Or-
ganizations (PRO) for performance licenses. More or less same is the case with
the Publisher [Fink, 1996].

Blanket licenses means that the licensees pay a flat amount for the complete
catalogue of a PRO. PROs like the American Society of Composers, Authors and
Publishers (ASCAP) or Broadcast Music Incorporated (BMI) in the USA charge
around 1 — 2% of their gross income as blanket fee [Fink, 1996], [Fisher III,
2004].

Interesting to note is also the rights of the recording artist. For a long time in
history, the recording artist was not assigned any copyright for his/her recording.
After all, the creation of the song was done by the composer and songwriter; the
artists were just rendering it. But later on they received their due recognition in the
form of a sound recording copyright. Since this copyright is only limited to the re-
corded version of the artist on a “tangible medium of expression”, and not on the
song itself, this copyright is usually handed over to the record company, which in
exchange pays the artist royalties on sold copies of his recording. Chapter 8.2.1
looks into this matter in more detail.

The business structure of the motion picture industry is quite similar concern-
ing the licenses. There are a lot more people involved in the process of producing
a movie than recording a song, so this makes it quite a risky business, being the
reason for ongoing bankruptcy and mergers. The overall structure is shown in the
following illustration.
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Fig. 12: Business structure of the motion picture industry [Fisher III, 2004], [Litman, 1998]

The main player in this structure is the studio that is responsible for producing
and distributing a motion picture. While the producer deals with those, whose
creativity is finally shown in a movie, the studio provides the financial backing
while producing the movie and taking care of the business side, which is mainly
manufacturing physical copies, promoting the movie and managing the revenues
from various licensees. There are various revenue streams bringing in money at
different time periods. Theatres are the first to exhibit a movie, thus they generate
the first flow of income for the studio. Around half a year later the home video
market is applied the license to release the movie on tangible media like a DVD.
The next party to license the movie will most probably be Pay TV operators, who
get the license around a year after the theatrical release. Again after a year only
Free TV is allowed to show the movie on their channels. So altogether the exploi-
tation period of a movie does not stop after its first release, but will continue for at
last 2 years, generating revenue from different markets. Also, successful movies
with potential for sequels and merchandizing possibilities again push further the
level of income.
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8.2 Business models

The term “business model” is a broadly used expression in the literature ad-
dressing a number of actions and processes of a company when doing business.
Osterwalder defines a business model as “as an abstract conceptual model that represents
the business and money earning logic of a company.” [Osterwalder, 2004, p. 15].

Simply put, a business model described the activities of a company to attain
revenue by selling a product or a service. It comprises of various dimensions,
which put together, pretty well explains a business model. The following illustra-
tion is based on Osterwalder’s business model ontology. It outlines the basic struc-
ture of a business.

Partnership |

Processes and resources

Fig. 13: Business Model Ontology [Osterwalder, 2004]

The above depicted ontology takes constructs into account which are relevant
for a successful business model. The infrastructure block represents the processes,
resources and partnerships which are needed to produce a certain product or ser-
vice with a certain value. This product or service then has to be sold to customers,
which includes activities to acquire, bind and satisfy customers. Marketing and
distribution belong to this block as well as an effective customer relationship man-
agement. Revenue is collected from the customers and confronted with the costs
that the production has caused. The balance between these figures represents the
profit, and therefore the success of a company.

When producing and selling a certain product or service, the infrastructure
plays an important role. Often a company is successful entirely because of its in-
novative processes, which may be their unique selling proposition. An example is
Dell, who offers tailor-made computers and notebooks through direct-selling,
without any retailers or physical shops in the supply chain. This helps them to
concentrate entirely on the products and thus cut costs. Cooperation with other
business partners also belongs to infrastructural benefits one can achieve when
making the products competitive.
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The right side of the model concentrates on the most important part of the busi-
ness, the customer. Even if you have the best product, the success lies in the level
of acceptance through the customer. When Apple introduced “Newton”, one of the
first personal digital assistants in 1993, it was considered to be a quality product
despite of some initial shortcomings. But apart from the core users of Apple Com-
puters, the Newton was not entirely accepted by the majority of the consumers. It
is said that Newton was ahead of its time, but fact is, if Apple had managed to
convince the consumers of Newton’s extraordinary value, then they would have
been the market leader in this segment. But instead, a couple of years later Palm
took over that position with a device that was technically even behind Newton.

The value box in the middle of the model stands for the assortment and its qual-
ity. The importance here lies in the understanding of the market and its needs in
order to produce exactly those products, which are successful. A product has a
certain value, image and reputation attached to it, which can also help raise the
appreciation level of the whole company.

The finance part at the bottom is equally crucial to the success of the business
model. Profit, determined through the interaction of cost and revenue, is the ulti-
mate goal of any business model. Cost is a variable which is addressed most when
thrift matters. An often practiced cost saving method among software companies
is outsourcing most of the testing phase to the customer. Especially when there is
a dedicated community around a particular software, then it is not only reasonable
to let them do the testing, it is also quite effective, in the sense that a big number
of testers are more quickly able to find the mistakes in a software through thor-
ough testing than a couple of software testers in the own company, who must be
paid too.

Revenue addresses the key factor of earning money. Pricing strategies can be
critical as well as revenue channels. When Google introduced their AdWord and
AdSense programmes, the idea behind this system was to collect tiny amounts of
money from a huge amount of people (companies). As already addressed in chap-
ter 4.1, the mechanisms of a mass phenomenon is also applicable in this case. The
revenue of Google with online advertisements is entirely dependent on the mere
number of customers, who have found this model to be a lucrative business. Till
today online advertisement is the core business of Google, which yields enough
profit to finance all their other projects.

The following subchapters will try to assess traditional, existing and new busi-
ness models for the music and motion picture industry.

8.2.1 Traditional business models

Even though music and movies are audiovisual experiences, until the advent of
the digital revolution at the turn of the century in the music and motion picture in-
dustry, business was mainly done with physical goods. Creativity was recorded
onto a physical media like cassette, CD, video cassette or DVD and sold to the
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consumer. Of course performing artists often go on tour with their live concerts,
which is another channel of earning. But the majority of revenue was collected
through selling tangible media. The main characteristics of traditional business
models in the entertainment industry?? are therefore mass production and distribu-

tion [Vaccaro et al., 2004].

This was accomplished through a set of partners, comprising of usually a pub-
lisher, a record company, media manufacturers, broadcasting companies and re-
tailers. The traditional supply chain of a recorded song from the composer to the
consumer with the typical roles associated to it is illustrated in the below depic-

tion.
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Fig. 14: Traditional supply chain in the music industry [Fink, 1996], [Vlachos et al., 2006]

The role of the record company here is more or less that of the wholesale pro-
ducer and promoter. The first feature is inevitable when it comes to mass produc-
ing the CDs. The latter one is an often underestimated amount of work that a re-

22 Meaning the music and motion picture industry for the rest of this subchapter
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cord company has to do in order to popularize an entertainment product. It should
also be noted that in reality many of these different roles can be under the supervi-
sion of one company, mostly the record company, which has the resources to build
up an own distribution subsidiary or publishing company. The producer also often
works for the record company, even though still most of the records are produced
by independent producers [Fink, 1996].

Radio and TV stations play an important role in marketing as they often func-
tion as street-hit makers through playing songs often in their channels, which
helps boosting sales. Very often record companies have tried to influence radio
jockeys through bribing them so that they play a certain song more often [Fisher
111, 2004]. But in most cases they are described as lobby work.

When looking at such a business structure, the traditional business models as-
sociated to it become quite apparent. From a record company’s point of view, their
infrastructure is built upon rather costly equipments for disc mastering and CD
pressing as well as on elaborate advertising campaigns to promote the product.
Apart from that they depend on their business partners such as publishers, produc-
ers, distributors and broadcasting stations. It is a business of heavy interactions be-
tween a numbers of participants. Thus a lot of people are employed in this indus-
try. They are often the first to lose their jobs when costs need to be cut due to
losses in sales.

The product itself is partly intangible (song) and partly tangible (CD, booklet),
whereby the intangible part is of superior importance. Creating value to a record
involves a significant amount of creative work but also the right business instinct
to recognize a sellable product. Typically 80% of the records which are sold in the
market flop, but the remaining 20% that can be considered a “hit” bring in enough
revenue to make music producing a profitable business [Anderson, 2006]. So,
when the executives of record companies are offered demo tapes by producers or
artists, he/she has to make sure that it has hit potential if they offer them a con-
tract.

Marketing belongs to one of the major departments in a record company. As al-
ready mentioned in chapter 8.2 it is not only important to have a good product, but
it should be communicated to the customer, who then decides to spend his/her
money on it or not. Hence, a cleverly thought out marketing strategy is needed to
achieve that goal. Since the music market is a multibillion industry with a lot of
artists and bands, differentiation is a key word when it comes to the promotion of
an artist. The Radio/TV block in the above illustration is only a simplified repre-
sentative of the promotion part. Typically public relation works consists of various
forms of advertising in print media, on radio and TV, arranging press meetings,
shows and concerts, designing merchandising products and strategies and so on;
so principally every activity that leads to a higher media coverage and thus popu-
larity of the artist.

Other, more recent activities to raise the convenience of buying music was
achieved through distributing free samplers of new songs or through facilitating
free hearing in the store, so that the customer does not buy a pig in a poke [Fisher
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III, 2004]. These initiatives were started by the record companies in the course of
developing new strategies to meet the needs of their customers.

Not only campaigns to raise awareness of the product are deciding when it
comes to sales figures, but also the way people can access it. The distribution
channels are various as you can see in the depiction. For simplicity reason the re-
tailer box was not further divided, because in effect there are various kinds of re-
tailers that sell music CDs, not only the specialized music stores. Other than that
concerts are another distribution channel which enables substantial revenue, even
though it is not mainly the tangible CD being sold here? but a live performance.
Even if the consumer does not directly pay for the music heard on radio or TV, the
record company does earn their share here through giving away licenses to broad-
casters. The benefit for the consumer in this case is (almost)?* free access to music
and movies. In fact, the music industry faced its first crisis when radios came up in
the 1920s and threatened to run them out of the business. But eventually both
compromised to co-exist with feeding different needs. While record companies
still had the advantage of selling a big repertoire of products one could consume
anytime, radios kept the consumers informed mainly about the latest hits and
played mainstream music more often, which again stimulated more sales.

The revenue structure of such a ramified business model like this is naturally
equally hard to see through. Still, there are some generally applicable figures
available regarding this matter and this is shown in the following table.

Purpose Percentage of Price when total
revenue (~) revenue is 18 §

Retailer 39% 78

Record company 53% 9508

o Salaries o 14% e 2578

¢ Artist & Repertoire expenses e 5% e 095%

e Marketing e 8% e 1.52%

¢ Manufacture, packaging e 8% e 1429

e Recording artist o 12% e 2.099%

o Publisher o 4% e 0.76 %

e Profit o 1% e 0.199%
Distributor 8% 1.50%

Tab. 3: Revenue structure [Fisher III, 2004], [Vaccaro et al., 2004]

23 CDs are certainly offered for sale along with the concert
24 Almost, because we have to pay a radio license fee, which is still low com-
pared to purchasing records
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Record companies often have an evil reputation because of the revenue alloca-
tion in their contracts. Generally they try to recoup most of their expenses on the
royalties of the artist. So even if the recording artist in the above table is supposed
to get 12% of every CD sold, after a series of deducting costs [Blanchette, 2004]
for video production, manager’s fee, legal advisor’s fee, promotion costs and tour
expenses (if applicable) then the net amount an artist receives is much less than
someone working in the supermarket [Love, 2000], [Fisher III, 2004]. Very often
it even turns out that at the end of the day you owe the record company money
[Tan, 2002].

As we can see from the above analysis of traditional business models, it is very
much dependent on a functioning partnership between a numbers of different
roles, all pursuing their own objectives. Some are more powerful than others. An-
other characteristic feature is that this model is build upon selling a tangible good.
It also assumes that, being the sole producer of these goods and through the
mechanisms of scarcity, the producer is in full command of the price, and thus
controls the offer. Also, the fact that the music industry is oligopolistic in its na-
ture with a few powerful record companies dominating the market leads to an in-
flexibility and intransigence regarding the adoption of useful changes to the struc-
tures according to changing times.

It is not further surprising that the digital revolution, which paved the way for
turmoil in the entertainment industry, will rearrange the power balance among the
players in this field. Many old job profiles which were important earlier may be-
come obsolete and others would come into the limelight more in the future.

8.2.2 Online business models

The title of this subchapter refers to the nature of the music and motion picture
in the new century. The Internet has had a huge impact on entertainment goods, as
it freed information from its physical body. It is not necessary anymore to manu-
facture tangible goods to transport information from the producer to the consumer.
You can transfer the information as such in its purest form, in bits and bytes
through wires or waves connected directly to the customer, wherever he/she may
be situated. This demands for a rethink in the whole business strategy as the infra-
structure of physical media and brick-and-mortar stores which the traditional way
of doing business relied upon is more and more being replaced by the new possi-
bilities of “faceless” transactions. On the producers part it should be assessed how
to use the new technologies to reach your customer in a way which is most con-
venient for him/her. Convenience, or technically put, usability is a key issue when
it comes to the rivalry between online stores and illegitimate filesharing programs.
When it comes to acquiring something for free, then the user is willed to invest
more time and patience in understanding the processes which enables him/her a
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free consumption?. But if he/she has to pay for it like for any other product or
service in other markets, then it better offer at least the same level of usability as
the filesharing programs or be even simpler.

As we will see later on in this chapter, changing from store to online store
alone does not bring back the customer. It is important to utilize the potentialities
of the Internet in a way that on the one hand it adds extra value to the customer
and on the other hand saves cost for the producer. Business models in the online
world should be flexible enough to change according to the technological devel-
opments which again influence the behaviour of the customers.

Basically, when looking at an ontology for online business models, the funda-
mental components are the same as with the traditional model described in the
previous subchapter. There is still an infrastructure consisting of processes and
partners, the product is still music and the customer needs to be wooed. The prime
object of desire is still money making, and it still needs some money to be in-
vested to make profit. The changes happen in the way these tasks are accom-
plished. Regarding infrastructure for example, process of mass manufacturing is
dropped and the whole distribution system has entirely changed. The product is
now almost entirely intangible even though one could add value with higher bi-
trates and booklets in some document format like PDF. Since the customer got ex-
posed to a huge variety of different music through the upcoming of free music on
the Internet, it has become more important than ever to offer services that meets
the risen (quality) demands. Not only regarding the quality of the music, but also
regarding the way it is made available to the public. Piracy is indeed a tough com-
petitor here.

Apart from the fact that to sell music online you do not need to manufacture
physical media, the main difference between a traditional and a current online
business model lies almost entirely in the distribution and as a consequence of this
also in pricing. The two most widely applied business models are the subscription
model and the pay-per-track-or-album model (also called a la carte model). Vari-
ous online stores found on the Internet today use one or both of these models with
variations in the type of service that is offered. The following depiction outlines
their distribution channels.

2 For example, when using the BitTorrent technology to download a movie or
any other files, one has to download a small torrent file from a tracker site and
then open this file with the appropriate client installed on one’s machine.
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Fig. 15: Distribution part of current online business models

Current music online stores offering at least one million songs for download
were analyzed to construct the above model. Most of them are only available in
the United States and Canada. The situation in Europe is difficult for online music
stores as licenses are usually sold country-wise. The European Union has not en-
abled a central licensing system for all its members, so stores seeking to offer its
service in Europe have to negotiate with every member separately [Fisher III et
al., 2004].

Subscription model

In the subscription model, which was the initial solution when online stores
started coming up, the service provider collects a fixed fee from the users, usually
per month. The service you receive in return can vary from unlimited access to the
stores’ catalog without any restrictions to limited online playing facility without
the option to download the file to one’s PC.

Most of the restrictions are enabled through the use of Digital Rights Manage-
ment systems (DRM) such as PlaysForSure (developed by Microsoft and used by
most of the stores), FairPlay (Apple’s proprietary DRM) or Helix (by RealNet-
works). These systems attach a license to every music file which then controls the
activities of this file. The issuer of the license can restrict the number of times that
particular file is allowed to copy or how often a certain compilation of songs is al-
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lowed to be burned on a CD. Some stores couple the right to play a file with the
membership period of the user [Spiralfrog08]. Other restrictions like the selection
of a certain platform are often a consequence of the chosen DRM system. Buymu-
sic.com for example requires the Windows platform, since it needs the Internet
Explorer for users to download music from their store. Reason is that the DRM
used needs Active-X controls to download the file, which is only available
through the Internet Explorer. The latest version of this browser is only available
to the Windows operating system.

Out of the analyzed online stores using the subscription model, only eMusic
applies a restriction on the number of files allowed to be downloaded at a certain
time period. This was installed in 2003, when eMusic had to realize that an all-
you-can-eat model was not profitable anymore due to increasing costs and users
downloading large numbers of songs [Borland, 2003].

Subscription fees vary from 5.99 $ to 89.99 § per month, but most of the offers
lie between 9.99 $ and 14.99 $. Customers can choose to pay via credit card or
debit card.

Most of the stores require additional software to use their download service. It
is supposed to simplify the downloading process, especially when any error should
occur while downloading, for example a disruption in the Internet connection. In
such cases, the software is able to resume the download. This software is supplied
free of charge. The only web-enabled service from the ones tested was from Buy-
music.com, which works only with the Internet Explorer though. Often such a cli-
ent software functions as the license administrator like in the case with Apple’s
iTunes.

When it comes to pure subscription models, then chances are very high that the
music offered will be secured through DRMs. Since subscription usually means
unlimited number of downloads, securing the files from being offered on file shar-
ing networks is a big concern of the stores and the music industry, represented by
the record companies, who influence the models of the online stores when grant-
ing licenses.

A la carte model

Apple’s iTunes store (iTMS) made this model highly popular when it was in-
troduced in April 2003. Following its success, most of the online stores available
today have implemented this system of paying solely for what you buy. The rea-
son for the relative acceptance of this model can be seen as an answer of the music
industry (even though it was Apple’s idea) to the often voiced reproof that the cus-
tomer is forced to buy a complete CD album containing only 2 or 3 good songs.
So they had to pay the full price even though they did not want all the songs on the
album. Singles being sold on the market however were massively overpriced
compared to an album because its distribution cost was not much different from
that of an album CD [Sprigman, 2006]. In the file sharing world on the other hand
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mostly singles were predominantly available making it of course more attractive
to the customer. Thus, when Apple introduced this model, it did draw a lot of at-
tention among music fans, as they were now able to buy exactly those songs they
wanted for a price of 99 cents per song. iTMS also offered full albums for 9.99 §$,
which were cheaper than average CD prices in brick-and-mortar stores in those
days.

The coup behind Apple’s iTMS was that they managed to negotiate a different
licensing model with the Big Four recording companies, namely a song based one.
From each song sold for 99 cents Apple pays 75 cents to the record company and
5 cents to the credit card company, leaving 19 cents to them [Vaccaro et al.,
2004]. Another source states that the credit card company receives 27 cents, leav-
ing almost no profit to the service provider [Bockstedt et al., 2005]. Part of this
deal was the implementation of a DRM system that restricted the use of the files
downloaded. More recently however, online stores such as iTMS and Wal-Mart
music have started offering DRM-free music, granting users full freedom in usage
of the downloaded files. The effects on sale and the level of attraction for the user
are yet to be found out.

Differences, benefits and shortcomings

The number of online stores on the Internet has grown significantly from less than
50 in 2003 to over 500 in 2007 [IFPIO8] and the fraction of digital sales in overall
sales is growing steadily over the past years. These developments are confirming
the trend that a considerable portion of the music market is out there online. The
currently available online stores are still in an experimental phase though, trying
out different models to attract users to legitimate stores, away from piracy. The
subscription model first introduced did not succeed well due to the restrictions as-
sociated with it, even though eMusic was quite successful initially when there
were no restrictions on the number of downloads. The basic advantage of this
model is quite evident though. For a fixed rate you are allowed to download as
much songs as you wish, bringing down the cost per song far below the rate
charged in the a la carte model.

The pay-per-track model on the other side managed to get popular despite hav-
ing more or less the same restrictions as the subscription model. The idea of pay-
ing exactly for what you bought seemed to strike a spark with the customers. For a
certain fraction of the pirating users 99 cents appeared to be an acceptable price
for a song. But it loses when compared to an all-you-can-eat offer. Especially a
fixed price for every song, regardless of its age and other aspects, appears to be in-
flexible and simply arbitrary. It does not match with the demand. Price discrimina-
tion would make sense here as evidently more people are willing to pay a smaller
amount for an older song, but not the full 99 cents [Sprigman, 2006].

The success rate of the existing online stores is still modest, but not hopeless.
According to the piracy report by IFPI an estimated figure of 20 billion music files
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were downloaded illegally from the Internet in 2005 [IFPI06]. Irrespective of
these and similar figures, the last boost to legal online music which reached the
minds of millions was in 2003 with Apple’s iTunes store generating sensational
news of crossing more and more millions of downloads in lesser time periods.
This indicates a lack in proper advertisement of the available services. On the
other hand, file sharing networks always became popular through word-of-mouth
recommendation rather than through lavish campaigns.

Another more reasonable explanation could be the still quite restrictive nature
of these services. While file sharing users rarely bother about compatibility, us-
ability and security of the files they download, paying customers of online stores
need to check if the songs they buy will play on their portable player, how often
they are allowed to copy a song to another PC (which is an extremely ridiculous
thought to someone who is used to free music) or if they are allowed to share their
songs with friends through burning them on CDs. There is high uncertainty re-
garding this matter, which is different from store to store. Until recently a song
acquired from iTMS for example was only playable on iTunes or an iPod. Apple’s
propriectary DRM prevented the use of any other portable player. Similarly, songs
from stores using Microsofts PlayForSure DRM for their music files were not able
to be enjoyed on iPods, the most popular portable player to this date. With more
and more stores leaving the DRM model, these restrictions on usage are soon to
fall.

Next issue is the pricing. According to a recent calculation by [Buxmann et al.,
2007] upon an empirical survey the optimal pricing for a song would be at 37
cents. This price does not take into account the fees and licenses the music store
owners have to pay to the record company and other organizations; nevertheless it
is a strong indicator for the demand from the customers’ side, who clearly asks for
lower prices. The case of Allofmp3.com, a Russian online music store draws a
similar picture. This store made it to the headlines for offering songs for a signifi-
cantly lower price than its competitors. Since this site charged for the data being
downloaded from their server and not specifically per song, the average price of a
song was somewhere between 10 and 20 cents [Halpin, 2007]. But the crux of this
offer was that Allofmp3.com was not paying any licenses to the (foreign) record
companies. Instead, the Russian copyright law had installed collecting societies
that gather the royalties from the store owners. But they did not mind to pass on
that fee to the copyright holders. Hence, the music industry was not earning any
money from this store. This loophole in Russian law was used by Allofmp3.com
to legally do business in Russia. They explicitly cited on their site though that for-
eign users had to check with copyright law in their respective countries before us-
ing the Russian service [Crampton, 2006]. But this did not keep off foreign cus-
tomers, especially from the United States to download vast amount of mp3s from
this site and thus making it immensely popular. Ultimately though, it was a politi-
cal decision to take the download service of Allofmp3.com off the net. The United
States put pressure on Russia to close this site stating that it would otherwise be
difficult for Russia to join the World Trade Organization (WTO) [Newton, 2007].
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8.3 New framework and models

The previous two subchapters dealt with history and present. Both had their fair
share of ideas and practices that served the purpose of making business with music
and movies.

A completely different culture of consumption has arisen in a relatively short
time period. Through the simplified access from so many different sources music
today is almost a public good available in abundant supply. There is no need to
search for it anymore extensively; you can hear it almost everywhere you are.
Online radios, podcasts, social networks, online communities, online stores, file
sharing networks, a vast amount of places and services are offering almost every-
thing you desire to hear. Some of them are free, for some you have to pay, but the
point is: you don’t have to search for it long and you don’t need to get out of your
room to get it.

In a world like this business has to be highly flexible and far-seeing at the same
time. It does not take much time for a new technology or a new service to gain
popularity on the net. Again Apple’s iTMS took only a single week to sell 800.000
songs [Apple04]. YouTube had more than 100 million videos being watched
daily, just around a year after going online [USAToday06]. It took MySpace just
three years to attract 100 million registered users to their network [Cashmore,
2006]. Most of these services owe their success to the enormously effective word-
to-mouth publicity enabled through the strong networking power of the Internet.

8.3.1 Business model ontology as framework for new business models

The objective of this subchapter is to identify the lurking potentials of the
Internet with new and innovative business models that could attract the attention
of prospective customers.

But before thinking of a new business model for the music and movie industry,
it appears to make more sense to first collect the requirements for such a model.
These requirements will be added within the framework of the business model on-
tology by Osterwalder introduced in chapter 8.2. A particular business model will
then be constructed with ideas taken from this framework using only those fea-
tures that are applicable to it. The following depiction will include a methodologi-
cal extension on Osterwalder’s model by enabling it to be multi-party, meaning
that the collected requirements belong to all stakeholders involved.
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Fig. 16: A framework to construct new business model for the music and movie industry



8.3.2 e3value to model new business models

The e*value methodology was introduced by Jaap Gordijn and Hans Akkermans in
their paper Design and Evaluation of e-Business models [Gordijn et al., 2001].
The focus of this methodology lies on the value transfer between stakeholders in-
volved in a business case. The following depiction explains the notation.

Actor Value Value .., Value  Value wi Value
Activity  Interface Ports Exchange Objects
[Money]
" [Good]
AND OR Start Stop
Fork/join Fork/join  Stimulus  Stimulus

(e @

Fig. 17: The e*value notation

An actor is any stakeholder involved in the business case. A value activity is an
activity that creates a certain value. Actors exchange value objects through their
value interfaces, which at least have an ingoing port and an outgoing port. The
AND/OR forks and joins are used to calculate different paths a value transfer can
take. Every model has at least one start stimulus and one stop stimulus which is
necessary to model a complete path.

All the models presented in the following subchapters will be modelled using
the above presented e*value methodology so that an overall comparison is easily
possible. It should be noted that many of these models are still quite experimental
and need to be verified through empirical analysis and prototyping in the real
world. Primarily it is intended as food for thought rather than tried and tested solu-
tions.

8.4 Providing added value

The perceived value of a good determines its demand. If a product is perceived to
have a superior value, then the customer is more likely to acknowledge this by
compensating the effort. Mechanical production of non sustainable art is more
likely to be rejected.
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In order to successfully compete with free services it is necessary to offer prod-
ucts and services that offer more value. This value can be created through intangi-
ble experiences when using the service like an appealing interface, a better usabil-
ity or a prompt responsiveness when selecting what to play. Also supplementary
merchandizing goods like t-shirts, posters or price reduced concert tickets can add
value. Any kind of annoying restriction on the consumption quality is to be
avoided.

Assisting the consumer in discovering content is the next advancement which
can be achieved more effectively through the possibilities of the online digital
world. What retailers in other fields like Amazon or any review-based store has al-
ready implemented can be fruitful for the entertainment industry too. An intelli-
gent recommendation system that suggests music or movies based on various fac-
tors like already consumed items, personal mood or recommendation by others
helps reducing the time discovering the correct content. When the task of filtering
out the right songs and movies, traditionally executed by record companies and
movie producers, are to be replaced by a more independent consumer choosing
from a vast amount of content available nowadays, then new mechanisms like the
above mentioned systems are necessary and desired.

Again YouTube is a good example for how consumers remain stuck to the page
when watching videos. After or even while watching a video, other videos, with
similar content (realized through tags) are recommended. After watching a clip of
a phenomenal goal by a football player, the user’s interest to watch more similarly
spectacular goals by that player is awoken. Thus it is more likely that he/she will
stay at the site and watch more videos. Also, through a fuzzy matching algorithm,
not only goals of that particular player but maybe spectacular goals by anyone will
be recommended leading the user to spend more time with YouTube. The impor-
tance of marketing “low level” content like small clips, TV shows or serials effi-
ciently to the customer is increasing. The Internet can be utilized as a means of
secondary exploitation after broadcasting on TV [DCIA05]%.

Musicovery is a service started in 2006 offering streamed music according to
the mood of the listener. Energetic, positive, calm and dark are possible moods to
choose out of, and together with a classification according to release decades and
genre, the probability of discovering unheard and exciting songs are pretty high.
Furthermore it is possible to choose exclusively for dance numbers. Hereby it is
even possible to choose for faster or slower dance numbers. Premium members
(those who have made a free registration) have the possibility to generate personal
playlists with favourite artists and songs [Musicovery09].

Music discovery is related to similarities among titles. The more characteristics
of a song are saved through a tag system or anything similar, the more accurate the
similarity searching algorithm will be. For instance if in dance music the tempo,
the type of beats and the continuity of beat-portions are captured, then finding
similar titles will be more easy and precise. A service currently only available in

26 NBC has already tried this partially
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the US due to copyright constraints is Pandora, created by the Music Gnome Pro-
ject. The technology behind Pandora is an ambitious music analyzing tool which
is fed with more than 400 attributes (or genomes) of each and every song. These
attributes are captured by humans in the first place and then added into a database.
Equipped with this information the tool can then search for similar songs more ac-
curately [Pandora09]. Apple’s Genius tool incorporated in iTunes since version 8
does a similar job, but it only compares metadata saved in the files, which are less
accurate.

Shazam is a service that helps identifying music through acoustic fingerprints.
Users of this free service can capture music they hear anywhere with their mobile
devices and Shazam delivers them the title, album, genre etc. of that song and/or
links to stores where you can buy it. Meanwhile this service is available on vari-
ous devices like the iPhone, Blackberry or Android [Shazam09].

All these systems mentioned here are relatively new developments meant to as-
sist the consumer in finding the most suited content. They all can help add more
value to the whole experience of consuming entertainment goods.

Interaction is an important feature for new age customers. It is one of the main
reasons for the success of web 2.0 applications. When everywhere else content is
created and consumed by everyone, with a commercial music and movie service
this should not be different. This is not only a chance for new musicians and
filmmakers to get a platform to exhibit their works but also to fill the service with
more and more content which may not be available in the market anymore. Espe-
cially in third world countries the master versions of a lot of old recordings have
been lost or are undiscoverable, therefore they cannot be bought from anywhere.
On Gracenote, an online music database, there are almost 100 million tracks listed
without claiming to have a complete collection of all songs in the world
[Gracenote09]. The iTunes Store reportedly has around 10 millions songs, which
would be just 10% of that incomplete collection listed on Gracenote. Therefore the
sharing function is essential to raise the number of songs in the catalogue.

Now the following subchapters will take a detailed look into seven new busi-
ness models that could be successful in the presence of existing technologies and
consumer demands.
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8.5 A superdistribution based peer-to-peer model

In 1990 Ryoichi Mori and Masaji Kawahara proposed a new system for selling
software. It included distribution, digital rights management and payment for
software. Here is their definition:

Superdistribution is an approach to distributing software in which software is made
available freely and without restriction but is protected from modifications and modes of
usage not authorized by its vendor. [Mori et al., 1990, p. 1]

Mori’s prime strategy was to distribute the product for free by anyone without
any restrictions, but control its usage through DRM by collecting a fee. For this he
had proposed an extra digitally protected module, which would track the usage of
the software and thus calculate the fee.

Now this idea of superdistribution has been picked up by researchers trying to
apply it onto any digital content, especially with mobile devices. [Cattelan et al.,
2006] came up with a prototype for a mobile digital content trading system that al-
lowed users to buy and sell songs through their smart phones by engaging in a
bargaining. There would be a minimum price that will go to the copyright holder,
and everything above that would be negotiated by both parties.

[Kostamo et al., 2007] studied incentives for digital content superdistribution
again in the mobile network domain. They identified a push and a pull type su-
perdistribution, the former meaning that the song would be actively sent from the
seller to the buyer while the latter type means that music is being downloaded by
the buyer. The studied objects (a group of students from Finland) stated that music
and video files were not attractive content to be consumed on mobile phones. In-
stead they preferred services like location or address finder and email. Note that
this study was conducted in 2007, before the advent of iPhone and similar devices
that incorporated the consumption of entertainment goods usefully into mobile
phones.

Sophie Ahrens and Behrend Freese conducted a thorough study on superdis-
tribution with a focus on social networks [Ahrens et al., 2008], [Kiipper et al.,
2007] — among people you personally know, friends and acquaintances. It was
discovered that trade among friends was not a viable option, since friends are used
to share their content without expecting (monetary) remuneration for that. Also
any form of restricting DRM, like the limitation to play the songs only on one de-
vice was perceived to be a hindrance in enjoying the service. Furthermore a tech-
nical and business viewpoint of superdistribution was offered, which covered
various scenarios of marketing methods and protocols and network types for the
implementation.

The main two works though relevant for this paper are by [Schmidt, 2008] and
[Quiring et al., 2008]. Both of them independently proposed ideas of how su-
perdistribution could function for digital content on any platform. The ideas de-
scribed here will be based upon those thoughts and further extended.
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8.5.1 Motivation
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Fig. 18: Superdistribution based P2P model in the context of the BMO framework

In a nutshell, here is the proposed system: It will be a P2P application that of-
fers digital content. There will be an original seeder?’, the provider, who releases a
copy of a particular content (song, movie, TV show etc.). This file can be
downloaded by the members of this application for a certain fee x, which also en-
titles them to resell that file for the same fee x to other members. The fee x which
the uploading member receives from the downloading member will be split be-
tween the uploader and the original provider. By having the right to resell a file,
every downloader automatically becomes a retailer. The contract between provider
and member will produce a bill at the end of the month with a listing of bought
and sold items. Depending on their activity the members can end the month with a
surplus, which means that even though they paid for their content, by reselling it,
they not only got that amount back but also made a profit.

27 A seeder in a P2P Application is someone, who has the complete copy of a
file and offers this to others.
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Fig. 19: The superdistribution based P2P model

The above depiction is an e*value model of the superdistribution based P2P model
dealt with in this subchapter. It shows the interaction between the stakeholders in-
volved. Customer 1 can buy a song or a movie from a service provider or from
another customer (in this case from customer 2). Furthermore customer 1 is also
entitled to resell a song or a movie to another customer (in this case to customer
3). The AND/OR forks/joins in the customer 1 block regulate the following 4 pos-
sible cases:

1) Customer 1 buys a song/movie from a service provider.

2) Customer 1 buys a song/movie from a service provider, sells it to customer 3
and receives a share of revenue from the service provider.

3) Customer 1 buys a song/movie from customer 2.

4) Customer 1 buys a song/movie from customer 2, sells it to customer 3 and re-
ceives a share of revenue from the service provider.

Furthermore it is also possible to bring in content from outside of the system,
which can be CDs you bought earlier or mp3s downloaded from anywhere else.
This is depicted by the second start stimulus joining the OR-join in the middle of
the block.
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Every value-path starts with a start stimulus and ends with a stop stimulus. In

this case there are three value-paths, the main one going from customer 1 through
service provider and record company to the artist. The other two paths end with
customer 2 and 3. It should be noted that in reality customer 2 and 3 has the same
possibilities as customer 1, but due to simplicity reasons in illustrating the model,
only their seller and buyer roles respectively are modelled here.
The architecture of this system (Fig. 20) will be characterized through thin clients.
The complete logic of file and transfer management and of course billing lies with
the provider. The client has to be thin in order to avoid any type of manipulation
on it. In subchapter 5.1.3 one of the main drawbacks of any DRM system was
identified as the evaluating mechanism sitting on the client machine. Similarly if
the client software in this system is alone responsible for the calculation of trans-
ferred files and their percentage, then this is a source for possible deception.
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Fig. 20: Rudimentary architecture involving participants and systems

The motivation behind a system like this is to attract consumers to legitimate
services with the possibility to earn money by doing so. Imagine buying a song,
listening to it and ultimately not liking it. In that case, the feeling of having wasted
money on it need not come up because by reselling it, you gain from it.

The following subchapters will look into more details.

8.5.2 Peer-to-Peer based distribution
The Internet auction company eBay accomplished the remarkable task of bringing

together a selling party and a buying party directly on one online platform. They
act as an intermediary to enable this transaction, but the communication between
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both parties is left to themselves. eBay remains more in the background and let its
users do the work (= create traffic).

When looking at peer to peer distribution, then the principle here is similar to
the one with which eBay works. In a P2P network content is being sent from one
peer to the other, from the one who has it to the one who needs it. The intermedi-
ary in this case is the software developer who enabled this by providing the soft-
ware which everyone uses to share, comparable to the portal of eBay where eve-
ryone login to trade. The important difference though is that the tasks of finding,
downloading and playing files are executed using the resources of the peers in-
volved, and not of any intermediary. The collaborative effort of the peers ensures
the proper functioning of this system.

Among the innovations that digital piracy has brought, the one in distribution
was highlighted in chapter 4.3.1. The distribution of digital content through peer
to peer networks brings along a number of significant advantages to both the con-
tent industry and the consumers, which makes it a highly considerable channel of
distribution in future.

e A highly scalable architecture which makes it more efficient than client server
architectures - better user experience

e Share costly resources like bandwidth, storage space and computing power
with consumers = low costs, so lower prices for consumers

e Reproduction, distribution and to a certain extent even marketing is being out-
sourced to the consumers

e Content volume increases with everyone sharing their libraries = Long tail
gets longer and available to everyone

¢ A lower barrier of entry for prospective online content providers through use of
open source software = more competition

¢ Additional services like chat or voice and video chat can be added (Skype uses
P2P) - user gets more services

Subchapter 5.2.1 has elaborated on the shortcomings of the P2P model such as
the leeching problem or the free riding problem and what has been done to oppose
them. This system provides monetary incentive for users to keep on uploading
their files.

In the system proposed here, digital content will be distributed through a P2P
system in a multisource download fashion like with BitTorrent (see Fig. 21). This
means it is a many-to-many sort of distribution where the downloader downloads
the same file from many uploaders and the uploader uploads the same file to many
downloaders at the same time. So in order to calculate the revenue of the upload-
ers involved for a given transfer, the exact amount of their data uploaded should
be tracked on a byte-level. With current P2P systems this is already partially pos-
sible. Vuze, a BitTorrent client, offers a piece map view of a file transfer, which
shows which pieces of a file are being downloaded at the moment and which are
missing. When this information is attached to the individual peers uploading the
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file, you can get an exact picture of how much of a particular file you downloaded
from how many uploaders.

Uploader 1 || Uploader 2 || Uploader 3 || Uploader 4 || Uploader 5
File 1
N J
File 1 File 2
[TTTTTIIT] ) T
. J g /

Downloader 1 Downloader 3

Fig. 21: Multisource download scenario of two different files

In order to track the downloads, every file should be identified with a marker.
If a certain file is not marked — this means it cannot be read by the system — then
revenue cannot be claimed for the transfer of that file. But, the motivation and in-
tention behind this system is to capture every single file transferred, identify it,
and to arrange it so that the legitimate copyright holder receives his/her share of
revenue. With old and rare files copyright holders may experience an unexpected
new wave of revenue and the collection of files in this system will be expanded
regularly; especially files that are not available in the market anymore.

As detailed in subchapter 8.4 there are already systems available like Shazam
that identifies a given track by analyzing it. By doing so, details like title, album,
interpret and copyright holder can be detected and the song can be automatically
marked with a unique identifier, thus enabling it to participate in the system. This
can also be conducted as a community effort in carrying together information
about any given song on the planet and thus enabling the preservation of the cul-
tural heritage of mankind?®. Or as Fred von Lohmann puts it: “[...] if we want to build
a Library of Alexandria for our global musical heritage, it’s the file sharing fans that will build it
for us.” [Von Lohmann, 2008, p. 1]

The identifying markers in the files should not be mistaken with some sort of a
DRM to control or limit usage. On the contrary, only with those markers will the
remuneration system work, which is the main attraction of this model. It should
not even be publicized as a marker to avoid resemblance with various watermark-
ing technologies, but more as an embedded tag, which does not collide with the
standard tags of a song file which are editable through most of the players. The
files traded through this system are free of any limitations or restrictions concern-

28 See www.malayalasangeetham.info for details about a cooperative project to
collect and display relevant information about the film music industry in Kerala,
India.
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ing its playback, modification or any other action. Just like it is with the case of
the free but illegal versions in current file sharing networks. As prioritized in 8.4
the perceived value of the legal good should in no case be below those of their il-
legal counterparts, instead even higher.

In the working environment then, the decision of who to download from should
be taken differently according to two given scenarios.

1) When the file is widely available (say more than 100 seeds) then it should be
allocated fairly among them. This is done so to avoid discrimination of peers
with lesser bandwidth, who would otherwise shy away from the system due to
a lack of prospect to generate revenue if peers automatically download from
peers with a higher bandwidth and thus a shorter download time.

2) When the file is not so widely available anymore?’, and when allocating fairly
would cause a reduction in quality of service (for example slow bitrates) then,
those with the best upload capacity should be chosen. Possessing rare files
leads to the prospect of getting a bigger share of revenue than with popular
files, since you do not have to split it among many uploaders.

8.5.3 Revenue splitting through superdistribution

The main motivation or incentive for consumers to participate in this system is
quite simply the prospect of earning money. Take eBay: After it started off as an
auction portal for anyone with equal rights, as time passed on, smart businessmen
realized the potential of eBay as a means for a full-time retailer job. These “Pow-
erSellers” as they are called in eBay are often few-people-companies making
$1.000 to $25.000 revenue per month [Holden, 2006]. They are quite important to
eBay as they bring in most of the revenue and thus enjoy a priority position among
other users.

Now drawing an analogy of this situation to a P2P system, the supernodes and
super-peers that form the backbone of any hybrid P2P system like KaZaA or Bit-
Torrent can be seen as the PowerSellers of eBay. They serve as mini-servers for
hundreds of ordinary peers in their neighborhood and therefore bring in more re-
sources to the system.

Focusing on the revenue made in a system like this, the following depiction
gives an overview about the money flow in this proposed system for a rather sim-
ple scenario.

2 either older or rare tracks, or high quality versions which are big in size and
due to that may have a lower demand
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Copyright holder
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Downloader 1 | | Downloader 2 | | Downloader x

Fig. 22: Revenue model for single source download

The above model is quite simple in its approach. It is assumed that multiple
downloaders download a file from one single uploader. Each downloader pays 100
cents® for the download. Out of this, 10% goes to the uploader, the rest to the ser-
vice provider, who will then share it with the copyright holder according to the
agreement in their contract.

In a torrent type multisource download system, where a file is downloaded
from many uploaders, the revenue for a single uploader will be according to the
amount of data he/she has transferred in that particular transaction. Say a file was
downloaded from 10 different uploaders with each of them providing 10% of the
file. This would mean in our above model that a single uploader will earn 1 cent
from that transaction, while the total price for the downloader and the total gain
for the service provider remains the same.

The actual price for a song and the percentage according to which the revenue
will be shared with the uploader — in Fig. 22 10% — will be some of the instru-
ments a service provider can vary to gain customers. Just like mobile phone net-
work providers work with various packages of rates and included minutes, an en-
tertainment provider in this system could offer packages with different revenue
shares and homogeneous or varying prices. It is also possible to apply price dis-
crimination in this system as it is already done by iTunes since recently. This can
be useful when first releasing a song or an album. The provider could supply
“early adopter”- fans with a different, higher price and then subsequently reduce it
according to the demand. The incentive to be an early adopter is the prospect of
being among the first uploaders for a certain song and therefore larger revenue.

The billing system will also be similar to the one of your mobile network pro-
vider. At the end of the month (or any other time period) a bill will be issued stat-
ing the money you spent for downloading and the money you earned through up-
loading. The balance can be either positive or negative, depending on your
activities.

It should be noted that this system of calculating the revenue would run com-
pletely automatically without active involvement by the user. At registration you

30 Price was chosen merely for demonstrative purpose.
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either give your credit card details or a bank account for the money to be with-
drawn by the provider. After that, there is no need to look into that matter any-
more. You get a detailed regular bill, which displays your activities.

8.5.4 Challenges

Now this system of buying and reselling content and that too through different
retailers on different systems may seem too complicated for the average citizen.
But complexity is reduced through the automatic calculation system. So suppose I
like popular music, classical music and Indian music. Then I will subscribe myself
to 3 retailers by downloading their system or even using a standardized one (simi-
lar to Trillian, which is an application that connects to various other instant mes-
sengers. So you do not have to use multiple instant messengers. In this case a
popular player like iTunes or Winamp could be extended with a peer-to-peer func-
tionality). After registering with each retailer it will be possible to find any file I
want on these three systems. A real-time billing system can also be implemented
by the retailer like the mobile network provider Orange does it. When you log on
to your account on their site, you can monitor your current activities like called
minutes and their cost.

Superdistribution is not to be confused with a pyramid scheme, which is a non-
sustainable and illegal business model popular in many countries. A pyramid
scheme works with provisions paid for every participant who manages to recruit
more participants into the game. By doing so, he/she will earn a share of his/her
recruits’ share. This can go up to many levels down the lane. This model will not
work in the long run because those at the lower end of the tree will not have the
chance to make money because there is no one left to recruit. In this system on the
other hand, if you are at the last receiving end of a file and have no prospect of
selling it and making money (because everyone else on the planet already has it),
there are still a lot of other files in the market where you can get into the chain ear-
lier. So the losses you make on one file can be compensated through the profits on
another file. In other words, every file is a pyramid of its own and there are mil-
lions of pyramids out there.

Imagine a scenario where power users will try to benefit from this system by
just downloading popular songs en masse because they know that it has a high
demand. So that would mean that they download it not because they wanted to lis-
ten to it, but just for making money. This practice will be relativized by the system
itself because the more people do this, the less money each individual can make at
the end.
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Manipulation

One of the central requirements for this system to work is that the file transfer
management system cannot be manipulated by ill-affected consumers. Since there
is a chance of making money through this system, the probability that someone
may try it is quite high. This is the reason why the P2P client software on the con-
sumer’s machine has to be as thin as possible leaving no room for deception.

You have a peer-to-peer network with the provider having a server for the file
transfer management and for the billing. Now what the file transfer management
server does is the following. As soon as the downloader and the uploader login in
to the system, establish a contact and start transferring a file, both clients send in-
formation about the transfer to the provider’s server. The downloader clients in-
form the server about how much he downloaded a certain file from which up-
loader, and the uploader client does the same.

Assuming that no one hacks the server of the provider, the weakness of this
system would then be the client machines itself, because someone could modify
the client to send the server wrong information about the transfer. Say the up-
loader claims to have uploaded more than what really was the case. Then, for eve-
rything the uploader claims there has to be another side, which is the downloader's
side. So if both numbers don't match, then someone is cheating.

Now let us assume the downloader modifies his client to tell the server that he
did not download anything or much less than what the other side, the uploader,
claims. In that way he would get a particular file for free and can then sell it
through the system. By doing this he does not have any initial investment and the
first cent he gets from his first downloader is already a profit. Now the server
checks both sides, notices a discrepancy but does not know who cheats. Now
when looking further at this case, the downloader will most probably offer the
same file to others to make money. If someone downloads that particular file from
him, he actually reveals to the system that he has this file, which he first claimed
to have not downloaded from the uploader before. This of course does not prove
that he cheated because he can still claim that he got that file from outside of the
system, which can and will not be verified. But when he keeps on doing the same
for multiple files, then the suspicion that he is cheating will naturally get more
substantiated which can lead to the provider warning him or even banning him
from the system altogether.

Now if it is the other way round, if the uploader modifies his client and claims
more than what he has sold to his downloaders, then the server will try to find out
who is cheating through checking the downloader first. If the downloader actually
has acquired a full copy of that file and this can be verified through the file trans-
fer management system and the payments he has made, then he is not guilty,
which means that in this case the uploader must be the cheater.

Of course we can think of more complicated scenarios where a group of up and
downloaders work together to cheat the system. But here too, by monitoring the
cases long enough the server should be able to track down the cheaters.
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A completely different issue is the risk of creating a parallel piracy world
which would adopt the same monetary mechanisms of this system but excluding
the copyright holder or any other retailer. By doing so, users of this system would
have the possibility of earning more money than in legal systems. So this could
actually enable a hardcopy-type piracy in the online world, which would be quite a
disaster.

This illegal counterpart would have a weakness though. Since people have to
transfer money to each other, this could be easily traceable by an executive author-
ity since such money transfers will have to involve banking institutions. It can be
safely assumed that trying to participate in a system like this would be too risky
and not feasible enough for the majority of users.

Free content

A not negligible factor in this model is that in contrast to many existing sys-
tems like Last.fm or YouTube there is no free content available for the consumer,
which can be a drawback. Despite having money as an attraction to participate
money also has a flipside. The free culture on the Internet has been existing too
long to draw people away from it. So it may be useful to adopt a freemium model
into this model, comparable with iTunes’ new app store for the iPhone. There you
have apps that are free, which draws the customers and then apps where you pay a
little. So people who actually are already there and using the free apps, might
think every now and then to buy a nice app if it costs only less (like 2 or 3 $). So
in our system then user generated content like offered on YouTube could be ex-
changed free if the user that generated that content wishes to do so. Same could be
even the case with content where the copyright holder was unable to locate.

People can share whatever they feel like, not just copyrighted content. As long
as no one claims copyright for a given content, it is free to share. And through
bringing in content that they did not acquire legally they are actually making it le-
gal because if someone downloads that illegal copy of yours the copyright holder
gets his due and this makes that copy legal. Of course if someone does this one a
regular basis, namely getting thousands of songs for free from a free file sharing
network and then bringing them into this system, that would again reduce the sys-
tem to absurdity because as soon as more people start doing this there would not
be anyone to generate the revenue by actually buying the content. So again, the
mechanisms of this system would again eliminate or at least reduce such scenarios

8.5.5 Discussion
In its organizational structure this system will not be any different from the exist-

ing one. The content industry (= music and movie industry) will provide retailers
with the license to distribute music to their customers. These retailers will be those
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who offer the customer their system, a peer-to-peer system for example. Let’s say
Vuze (formerly Azureus) is a retailer now. They offer their software to the cus-
tomers with a certain price and percentage scheme. Those interested will acquire
it, install it and start using it. It would be like some mobile phone contract. So
Vuze will have a certain catalogue, which they will get from the industry to cer-
tain prices. Now me as a customer can conclude various contracts like this with as
many retailers I want. Because not every retailer will be having every song I need
in their catalogue. Some retailers may diversify themselves through offering spe-
cialized content, like classical music only, but then the depth of their catalogue
will be deeper, and thus serving a completely different market.

But no matter if a certain song is available from different retailers; it will have
the same identifying marker everywhere, so that it is ensured that the appropriate
rights holder will get his remuneration.

The preservation of the current system with the record labels and their repre-
sentatives re-strengthening their power and position may seem like a step back-
ward because the same dinosaurs that have ruled the industry with an iron fist until
now will continue to do so and most of the artists will remain stuck in their adhe-
sion contracts. But then, it need not be like that. The artists can gain back their
power by becoming independently active in this system. Just like with any online
forum, he/she will have an audience of millions waiting to listen to new music or
watch new movies or video clips. If the artist is able to market himself effectively,
then success is assured.

It is important to note that this system does not actively prevent illegitimate file
sharing by making non-marked files vanish. Creative minds will find a way to re-
move the marker from the file and freely offer it for download in other P2P net-
works (or even with the marker). This would then be piracy as it is currently being
done. Now the point here is that a parallel file sharing world with songs and other
contents being shared for free can and most probably will always co-exist with le-
gal alternatives; just like it has always existed, even before the advent of the Inter-
net and file sharing networks. As long as there are people who believe in altruism
and free music, there will be a platform for them to engage themselves in free ex-
change. But the systems like the one discussed here are rather meant to create in-
centives for non-ideological file sharers to re-integrate back to the legal market by
offering them ways to minimize their expenses for entertainment products or to
even earn something through acting as micro-retailers. From a macro perspective,
for a system like this to function, at any given time one portion of the users will
pay and the other portion will earn. But the good news is: Anyone can earn.

To again stress a point, it is similar to the eBay scenario. You make money on
eBay by selling your old belongings, which you otherwise would have thrown
away or given to the charity. In most of the cases you will not make more money
than what it cost you to buy it in the first place. So it is merely a loss-minimizing
strategy. In effect this is also the case with this system. Depending on the price
strategy it is yet to see how many customers will end up effectively earning
money. But the point here is to keep the spending as low as possible and determin-
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ing this lies alone in the decision power of every individual customer. Also, for
those buying on eBay the incentive is to get something cheaper than what it cost in
the market. But then, usually they are buying second hand goods. And even if it is
new, while auctioning for it, it happens often that at the end of the day you buy it
for a couple of Euros more than what you would have paid for it in the market.

This system is also in alignment with the trend of Web 2.0 with an actively in-
teracting consumer at the same time providing and consuming entertainment
goods. Therefore it is conceivable to allow users to upload their own content,
which could be used by new bands and artists to directly distribute their music
among the people. To what extent this potential can be utilized in a platform like
this, needs to be examined further in a more detailed work in future.

To conclude, in this system there won't be any restrictions on what you do with
the file. Just like in the old cassette days you still have the possibility to make cop-
ies of it, for your car, your mp3 player, for your friends or for whatever reasons.
This means that the ability to pirate is still there, it has not vanished, you could
even do it like you did it until now, by choosing a file sharing system where you
get it for free and where you give it away for free. But now, with this new system,
an incentive has been created for these people to participate in a system where

e Artists get paid for their effort
e You can earn money on it (or lose only little)
e And it is completely legal
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8.6 A peer-to-peer streaming model
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Fig. 23: P2P streaming model in the context of the BMO framework

After the revolution of the music and movie industry through peer-to-peer systems
many consumers have already moved on to other ways of consumption. With the
availability of faster broadband connections real time streaming has become an at-
tractive option especially for movie consumption. For music this model has al-
ready been widely used by various online radios and podcasts. For videos user
generated content started off attracting interest and investors3!. Soon various sites
started offering full fledged movies for streaming in acceptable quality*2.

In the light of an increased range of songs and movies available nowadays
downloading them all congests the hard disc with content which may not be worth
preserving. If it was rentals that traditionally served this market, now with the pos-
sibilities of broadband internet on-demand services are becoming more attractive.
But contrary to the existing (paid) services in this sector the new model should
take a broader approach in delivering content to the consumers. The picture of a
group of people sitting in front of the television set in the evening to watch a
movie may not have disappeared, but it has definitely been supplemented with

31'In 2006 Google bought YouTube for $1.65 billion.
32 Meanwhile with www.otvguide.com there is already a meta search engine for
hundreds of sites that offer streaming content
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kids watching comedy shows on their multimedia player while sitting in the bus
on their way to school.

One of the central ideas behind the streaming model introduced here is the fol-
lowing. First and foremost a computer is not the only device we use to communi-
cate with nowadays. We call each other with mobile phones, take pictures with
them, share them on online platforms, organize our meetings with them, send text
messages, navigate with them through the traffic, listen to music, and watch vid-
eos and many other things. If it is not just one device, the mobile phone, then these
activities will be spread among various devices. A digital camera, a navigation
system, a multimedia player or a PDA are devices with an advanced hardware and
complex embedded programs in it. When all these devices are connected to the
Internet through an IP address, then they all will be used in our daily life for vari-
ous tasks. If I do not have my notebook with me, I will want to access music
through my mobile phone, or my videos through my multimedia player. This level
of convenience requires the availability of these content from anywhere with one
single login. That must be one of the main aspects of a streaming model in future.

In Fig. 24 the P2P streaming model is modelled in e*value. The most striking
difference to the one in the previous subchapter is the amount of stakeholders in-
volved. In a system where money is not transferred directly from the customer to
the provider, this is not further surprising. Revenue is mainly generated from ad-
vertising companies and merchandisers, who cooperate with record companies and
web portals. Web syndication as practised nowadays by many content providers
like YouTube and news sites helps widely spreading the content to users of vari-
ous platforms.

Hardware vendors, usually taken for granted in scenarios like these, are explic-
itly modelled here since they play a significant role in popularizing diverse types
of devices to consume contents. Apple’s iPhone is a textbook example as its intui-
tive multi-touch interface has simplified the interaction with websites and other
services on smaller mobile devices. The more companies are innovative in this
field, the more customers can be attracted to buy such devices to consume content
in various ways.

As this streaming model is based on peer-to-peer, in most cases the content will
be delivered from one customer to the other. This is depicted by customer B trans-
ferring the song/movie from the web portal to customer A. It should be noted
thought that only the actual transfer of the content takes place between the peers,
but they still need to visit the portal in order to search for content. Only so it is
guaranteed that they create enough traffic for the web portal, which is dependent
on customers viewing and clicking on the advertisements.
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Fig. 24: The P2P streaming model

Wireless streaming technologies for mobile devices itself are widely available.
The most prominent technologies are WiFi and 3G mobile communication proto-
cols, with the latter one getting immensely popular and widespread in Europe
through the introduction of 3G capable smart-phones like the iPhone, which has
enabled a more intuitive handling through its multi-touch display, something that
has immensely helped the usage of Internet services on mobile devices. Also the
network providers have realized the demand for 3G services and are thus introduc-
ing attractive mobile broadband offers allowing users to download up to 15 GB a
month from 17 € upwards [BE09]. So the premises for a successful streaming
model are in the course of being created through dense network availability,
proper devices as well as affordable network packages.



8.6.1 Possible types of distribution

The following depiction based on Thouin and Coates’ paper [Thouin et al.,
2007] visualizes the possible ways of streaming content to the customer.

Broadband

=t
o L
‘ gSerVEI_ﬂ‘J

3G

3G /

— %

Fig. 25: Centralized distribution

L)
f

Fig. 27: Peer to Peer distribution [Thouin et al., 2007]

The scenario described in Fig. 27 appears to be the most promising one since it
utilizes peer-to-peer networks, which has already proven to be popular and suc-
cessful with customers. P2P streaming is a well researched topic among scholars.
Since the upcoming of Napster, there have been numerous publications regarding
the possibilities and challenges of a P2P streaming system. There have been a lot
of scientific papers on this subject, all dealing with various (mostly technical) as-
pects of P2P streaming like resilience, scalability, creating incentive for peers,
mesh based, multiple-tree based and distributed hash table based distribution
methods, scheduling strategy and many other similar topics. A comprehensive
study of this material is beyond the scope of this work; therefore only the major
and immediate findings concerning the real-time distribution of multimedia con-
tent will be discussed here.
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Streaming large video files over a peer-to-peer network is a different issue than
the mere offering to download, especially in terms of quality of service. An instant
viewing of a complete movie, possibly with standard control functions like fast
forwarding and pausing requires a constant availability of peers and a latency rate
that lets you seamlessly jump to any point of the video.

The main requirements for an efficient peer-to-peer streaming system are:

¢ Bandwidth utilization of all peers available
e Scheduling algorithms to reduce latency
¢ C(Creating incentives for peers to seed

In a BitTorrent type P2P system, the success of its quick and effective way of
file-sharing lies in its style of distribution. Every file is split into equal parts of
smaller files and numbered consecutively. These files are then distributed to the
peers in no specific order. The rarest pieces are downloaded first to ensure that
they do not remain rare for long, which increases the speed of the download
gradually and then sustains at a high level. Here it is not of any importance for the
later file consumption which piece arrived first. In a streaming environment
though, the correct order of the pieces is essential. Therefore superior peer upload
capacity utilization is needed to ensure sustained availability of a stream.

For the music field this may not play a big role because of the comparably
smaller size of audio files, but in the video domain it is relevant all the more. Here
it would make sense to alter the BitTorrent strategy of rarest-first download to
nearest-to-miss-the-playback-deadline-first [Tewari et al., 2007]. If the bandwidth
allows it, one could also download the rarest pieces and keep it in cache even if it
may be a later part of the video. This depends on the available bandwidth and the
quality of the stream. Along with P2P, server assistance is also an option, with
service providers providing local proxies like in Fig. 21 as an emergency backup
in cases of files not meeting the playback deadline [Tu et al., 2005].

CoolStreaming is an internet-based implementation of DONet (Data-driven
overlay network) developed by [Zhang et al., 2005]. It was one of the first popular
and successful P2P based streaming technology with over 1 million users
[Gigstreams08]. Due to copyright issue it had to discontinue its service though.
DONet, the underlying network behind CoolStreaming “adaptively forwards data ac-
cording to data availability and demanding information [...] It has a partnership management al-
gorithm together with an intelligent scheduling algorithm, which enables efficient streaming for
medium- to high-bandwidth contents with low control overhead.” [Zhang et al., 2005, p. 13]

An incentive mechanism is essential for peers to keep seeding content after
having downloaded it. Climber, a P2P system for live streaming introduced by
[Park et al., 2008] offers resilience as an incentive for peers to contribute their re-
sources to the system. The more a peer contributes — the more paths go out from
that peer to other peers — the more paths to the source of the file that the peer is
downloading will be granted. Climber uses a tree structure, where there are vari-
ous paths for a child to a parent situated in a higher level. So if a peer is willing to
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allow many other peers to download from it through various paths, then it will be
allowed to do the same while downloading.

Another form of incentive proposed by Tan and Jarvis is a credits based system
similar to the one deployed by eMule. You earn points for forwarding data to oth-
ers, points that you can use to bid against competing peers for “good parents” —
peers you download from [Tan et al., 2008]. A distributed algorithm makes sure
that you bid for parent-peers that are nearest to you.

Other suggestions for incentives include a system where the video is encoded
into layers and the more you contribute the more layers of the video you get —
meaning that the quality of the file gets better with each layer you receive, which
depends on your contribution [Liu et al., 2007]. A more complicated method of
creating incentive while streaming is through offering your provider peer informa-
tion about other peers that you are downloading from. By doing this the provider
peer may get more parts of the file from these other peers who may be ahead of
him/her in playback. By providing your provider peer more peers in your
neighbourhood you gain guaranteed and sustained connection with your provider
peer [Silverston et al., 2008].

8.6.2 Financing through advertisements

The first threat to the music industry was in the early 1920s when radios started
playing music for free. A particular feature of the radio was that with one radio
station one could reach millions of listeners. Thus, the cost of a program, when di-
vided by its listeners was negligible. Also, listening to the radio was free of any
charges. You once bought a radio and then could listen to the content for free. The
radio stations made their revenue through advertisements. It is a source of revenue
that started with newspapers selling space for advertisements and thus reducing
the cost for the readers. Nowadays advertisements are prevalently utilized on TV,
radio, cinema and billboards everywhere in the city. It is an integral part of any
business model and a multibillion dollar industry.

In the online world its potential as a cash cow was most efficiently recognized
by Google, which is a textbook example of a company relying almost solely on
selling advertisements. When implementing it into the music and film industry,
then the salient point of such a service would be that the actual content — music,
movies, TV shows - will be a free by-product; merely an incentive to visit a site or
service, which actually offers other products and services that may not necessarily
be related to the entertainment industry. So the actual value in this model for those
interested in making money lies with the customer, not with the music being of-
fered. Or like Fox put it: “the audience is the product that is delivered to the marketers” [Fox
etal., 2001, p. 3].

Even though from the perspective of the retailer the entertainment content is
merely a free by-product, the customers should perceive it is as the main product —
after all, they visit a particular site for the music and movies it offers and not to
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buy the latest shaving set. But even if it is likely that at a certain point, through the
free availability of music and movies, they may be degraded to an abundantly
available public good, one need not fear that the artists may not get the apprecia-
tion they deserve, because quality will prevail, no matter how it is treated.
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Fig. 28: Annual revenue of online advertisement in the US from 1997 to 2008

In 2008 the total revenue made from Internet advertising in the US alone was
$23.5 billion [TAB09], rising for the sixth time in a row. Around 4% (that is $940
million) of this amount was spent by companies in the entertainment industry,
which includes film, music, TV and video games. According to the BIA Advisory
Services online radio revenue increased from $67 million in 2007 to $247 million
in 2008, and it is expected to rise steadily [FMQBO09]. These are indications for a
healthy online advertisement market which can be relied upon.

Online advertising methods have also evolved in the course of time. There has
been an effort made to get together the correct user with the correct advertisement.
The more relevant an advertisement is to a user, the more will he/she react to it.
So, content and especially user-related ads are increasingly gaining popularity.
The ads for example appearing near to mails on various free mail accounts are al-
ready associated to the contents of the mails. This is achieved through keyword
matching. Requirements for user related ads are generally information about a par-
ticular user. The more complete a user profile is, the more appropriate will an ad
be to this user.

Social networks like Facebook or Orkut, who heavily rely upon advertisements,
have recently adopted an interesting way of getting more and more personal in-
formation about its users more subtly, since asking for them directly has been per-
ceived to be a breaching of privacy?®?. Users are prompted to take part in a quiz,
like for example a “What country type are you?”-quiz. They will be asked a cer-
tain number of easy questions about their preferences like what they do in their

33 When Facebook openly announced that the data in users’ profile will be
shared with its partners, there was a huge wave of protest among the users and in
the media. Following this, Facebook changed their terms and conditions.



108

free time; drink a beer, go for a movie or go to the gym and at the end a “result” is
presented, for example that you are an Italy-type person or a Hawaii-type. The
idea behind a game like this is simple. Bored or naive users may participate since
it doesn’t take much time and effort and the questions are easy to answer. At the
end you get a result which may be amusing and can be shared with others. The
provider on the other hand can gather information about you in a profile and sell
your personal preferences to interested advertising companies without revealing
your identity, and these companies can provide you with targeted ads which may
suit your interests [Vara, 2007].

Like with the case of radio, this model can only work if you have a large audi-
ence, a wide range of people listening to it and spending their time with the ser-
vice. Only then it can happen that at least a fraction of these people click at the ads
and banners and thus generate revenue for the service provider. Unlike in the radio
or television world, online advertising often operates in a rigid form which means
that companies pay only per click and not per site visit. Thus the number of your
audience is crucial.

8.6.3 Further sources of revenue

Revenue can also be made through partnerships with companies with overlapping
interests. iLike, Imeem and Last.fm are music related services that work as exter-
nal applications for social network sites like Facebook, Hi5 or Orkut or for desk-
top programmes such as iTunes or Windows Media Player. It lets you share your
playlists with others, upload songs and listen to (sometimes) full songs for free.
Apart from being ad financed the most distinctive feature of these new sites is
their cooperation with established social networks, which will assure them more
popularity and customers since these networks already have a huge customer base.
Both services have a clientele with similarities in age, affinity to technology and
connectivity. Positive synergies like this will only result in more satisfaction for
the customers since it increases the convenience of listening to music considera-
bly.

Synergies can also be created through the integration of partner services into
your own service. YouTube allows it explicitly to embed their videos in other sites
[YouTube09]. As long as these videos are not the prime source of revenue for the
sites embedding them, this is allowed. Similarly, as mentioned in subchapter 4.5.1,
Firefox earns money through embedding the Google search field in their browser.

The freemium model too is an option in generating revenue through streaming
services. It can be compared with mobile network provider contracts. Say you buy
a package with 100 free minutes to call to foreign networks. A contract like this
will definitely charge you more for a minute to foreign networks after the con-
sumption of those 100 free minutes than a similar offer without free minutes. The
reason is pretty simple: The provision of granting 100 free minutes to all custom-
ers has to be cross financed through a small minority of people who are expected
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to exceed that 100 free minute limit. Similarly, it can be expected that a small mi-
nority of die-hard fans of a certain group or artist will spend extra money for addi-
tional products and services like video clips of rehearsals, an extensive “making
of” of a movie and diverse other extras now offered on DVDs.

8.6.4 Usability

To offer a streaming service on all possible devices is not only a technological
challenge but also one at the “soft” level of usability. User acceptance in terms of
user experience is crucial to this model. A mobile device has completely different
hardware specifications and therefore limitations than standard computers. There-
fore it is essential to design the service flexible enough to satisfy consumers on
any device.

YouTube on iPhone is a good example for incorporating the main functions of
a successful portal into the relatively small display of a mobile phone. Similarly
various mobile versions of popular sites such as Gmail or Yahoo have proven to
have acceptable usability to be used regularly.

The Web portal will remain the main point of entry for anyone to listen to mu-
sic or watch a movie, be it from a computer or a mobile device. So the design of
this gateway is crucial. Simplicity, good overview and usability belong to the key
factors. The focus should lie on the main activities from a user’s perspective and
that is to search for particular content and then play it or play suggested or rec-
ommended content. Ads should be placed discreetly and in a less annoying way.

The process of finding music, video clips or movies should be different from
finding information on the Internet through a search engine. A song or a movie
should be identifiable through a set of certain tags like title, album, artists, genre
or year of release. So a search over these criteria should usually lead to quality re-
sults.

Searching for content is a task which differs dependent on the domain. Seen
over a certain time period like say a week or a month, searching music is usually a
one-time task. You do not keep searching for something, play it, and then search
for the next one, because it is extremely time consuming to do so. Instead people
search for a bulk of songs and compile different playlists according to certain cri-
teria like mood, genre, decade or artists. Every now and then these playlists are
extended by single songs they stumble upon. These playlists are then the source
from where they play it, either on their computers, on mp3 players or on written
CDs. Therefore the creation of personal playlists is an important factor when
transferring music consumption from local hard disc based Players to just-in time
streaming. Services like Last.fm already offer the possibility of compiling play-
lists, which can even be shared with others.

Finally through linking every tag in the result set the searching process is fur-
ther accelerated. If a particular song of a particular artist is liked, then by clicking
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on that artist his/her personal page with information and discography should ap-
pear to help exploring that artist more in depth.
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Fig. 29: The search-find-play process for music

For video clips YouTube has already shown how a proper user interface could
look like and also how the user interaction can be satisfying. The space on the
page is used quite effectively for a number of functions without appearing to be
overloaded and there is even space for advertising on the ride side next to the
video. Currently they are also experimenting with discrete ad overlays at the bot-
tom of the video.
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8.7 A flat rate model
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Fig. 30: Flatrate model in the context of the BMO framework

The public good theory in subchapter 4.5.2 speculates about the possibility of col-
lecting a flat rate to finance the music and movie industry, but dismisses it due to
various reasons such as the difficulty in distributing the money effectively among
the artists or the discrimination of users wishing to buy their music through tradi-
tional channels. But in this chapter this model is revised again by looking deeper
into the matter and analyzing different possibilities.

The current situation of the music and movie industry as explained here is that
people are downloading or consuming any content that can be digitalized through
the Internet without paying anything back. The only cost for them to do all this,
apart from energy costs and time, is presented to them on the bill from the Internet
service provider. Now some think that increasing that bill by 5 $ or so could mean
the end of all problems for the content industry.

When radio came up back in the 1930s it was seen as a threat to the music in-
dustry. This threat was then finally dealt with the issue of a blanket license, which
allowed the radio stations to play copyrighted music. The same was the case with
TV stations later on. In both cases it was agreed upon that the music industry got
its share from the earnings of radio and TV stations who broadcasted music and
movies for free to the public4.

34 Even though there is actually a broadcast receiver license in many countries
in the European Union, but none in the United States. But that money usually goes
to the public sector broadcaster and not to the content industry
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Now applying that system to the current situation would mean that P2P net-
work providers paid a license to the content industry and in return could distribute
all content legally and free to everyone. Now P2P networks are usually non-
commercial. That means this license would be paid by all the users of the P2P
network. When thinking this idea further it comes down to a flat rate model where
people pay some sort of a digital content sharing tax which enables them to freely
download and share music and movies through the Internet.

When CD burners were introduced in the late 1990s, the effect this could have
on the content industry was cushioned through the inclusion of a small fee on
every blank CD sold in the market. Since the fee did not affect the retail prices for
CDs perceptibly it was soon accepted (or not even noticed by most of the custom-
ers). So it sounds quite reasonable to propose something similar for file sharing on
the Internet.
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Fig. 31: The flat rate model

The above e3value model illustrates the main stakeholders of the flat rate
model and their interaction. The actor titled Agency functions as the collector and
distributor of the flat rate. Record companies can register themselves for a small
administrative fee with this agency and this assures them a certain part of the flat
rate collected from all customers. The customer on the other hand can legally ob-
tain content from any source they wish.
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Actually the idea is quite exciting due to its simplicity. People could continue
downloading and sharing just as it is being done now through their preferred
channels such as P2P networks, websites or file swapping. This system will be fi-
nanced by everyone paying a relatively small fee per month which would be allo-
cated among the artists according to the popularity of their works. No need to
adopt any new measures in the copyright law to restrict usage, no need of going
after customers who pirate. On contrary, everything would “seem” free and both
sides will be happy.

Fisher III actually proposes a concrete and comprehensive plan for an alterna-
tive compensation system in his book “Promises to keep” [Fisher 111, 2004] which
goes from taxing the Internet service providers’ subscriptions and the purchase of
electronic equipment by a central collecting society to fairly distributing it among
the artists, who will be registered at a central institution with their works. In a sys-
tem like this consumers would be allowed to download and share music freely
without any restrictions. The artist on the other hand would have a reliable source
of revenue with various ways of distributing and marketing his music.

The following subchapters will look into the details of a system like this.

8.7.1 Source of income

The premise of this model is the collection of a regular fee which should be di-
vided fairly among the artists. This poses a number of questions regarding the way
of collecting this fee. Should there be a new entertainment tax? Or should the fee
be included in any other fee already collected by the government, or is it even bet-
ter to derive it from other sources?

Fisher III proposes some sources of income for this fee in the alternative com-
pensation system he describes in his book. One of them is the taxing of the sub-
scription fees customers pay to their Internet service provider (ISP). This would
mean that the ISPs would serve as a collecting agency that carries together the fee
from its customers to forward it to the appropriate society that distributes the
money to the artists. A minor rise in the subscription fee paid by the customers
would mean endless and unrestricted access for them to entertainment products.

Another way of taking in the fee is through taxing the electronic equipments
used to consume digital products like mp3 players or DVD players, similar to the
fee paid on blank CDs. This would lead to an increase in the prices of these
equipments, but if the fee is held low enough this could be perceived by the cus-
tomers similarly negligible as in the case with blank CDs.

Fischer III also speculates about collecting the fee by raising the income tax ac-
cordingly, even though this might not be a popular solution since income tax is a
sensible issue in the United States. The inclusion of this fee in the income tax
would make music and other entertainment goods to public goods, like thought
about in subchapter 4.5.2. This means that the government would have to take care
of the distribution of that money to the artists. This is also the main weakness of
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this solution because it not only abrogates competition between providers of the
goods leading to less innovation in that field, but it also puts the artists in a less
favourable position when they have to depend on the government for their remu-
neration. It is also traditionally difficult to assign income tax to a certain party.

Taxing the ISP subscriptions or electronic equipments is not the only way of
including the fee into other payments. Universities could offer students access to
the entertainment products as part of their role as network provider. This could be
included in the fee paid by students to study at the university or it could be fi-
nanced by the university itself through other means. Software vendors like P2P
software producers could take the role of the collecting agency just like an em-
ployer or any society with a certain number of members [Von Lohmann, 2004].

The Electronic Frontier Foundation (EFF) suggests a similar way of obtaining
income though with an important difference. Voluntary collective licensing (VCL)
as it is called would make the collecting of fees a voluntary task. This means that
internet users who are not interested in downloading music or movies from the
Internet also need not pay any tax. The same would be the case with artists who do
not want to participate in this system.
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Fig. 32: Types of fees in a flat fee model environment

8.7.2 Allocation among artists

As much as there are different ways of collecting a fee from the customers, there
are also various ways of how to decide upon the allocation of this fee among the
artists involved. It would only seem fair to give the artist exactly the share of the
fees according to the popularity of his/her work. Except in communist countries it
is a standard way of thinking that those who have more success also deserve more
compensation.

In a digital environment with the possibility of actually tracking the activities
of users the first impulse in a situation like this may be to adopt a mechanism to
track the download behaviour of users to determine the popularity of a given
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work. A more detailed look at this scenario though will make clear that it is actu-
ally neither viable nor a secure method to assess success this way. First of all
tracking downloads will not be complete due to users sitting behind NATSs and,
thus, not revealing their IPs. Even if this problem is solved, IP masquerading be-
longs to one of the easiest tasks for anyone familiar with network topologies. It
may even be the case that instructions on how to do it would be available to eve-
ryone on the Internet in no time. Furthermore, it is not at all tamper-proof since
bots could be programmed to download a certain file automatically and repeat-
edly, or it could be even done manually causing enough distortion to the system.

There is an easier and better tried-and-tested way of determining the reach of
the artists’ files. In the television industry the audience rate is measured by track-
ing the usage of a small portion of representative voluntary viewers and then ex-
trapolated to the whole population. In the United States and many other countries
this is done by AGB Nielsen Media Research, in Austria this is done by Teletest.
Through years of experience in this field, the measurements are quite accurate. So
this system could be also used in the flat rate model to determine file popularity. It
may be necessary to find more volunteers to increase accuracy. To ensure this it
will be important to guarantee maximum privacy concerning the data collected.
Also, the system should be as automatic as possible avoiding any unnecessary user
involvement, which would only be a source for distortion.

To improve accuracy of determining attractiveness of a file it is also essential
to include more criteria than merely the amount of downloads. Duration of a work
could be included as a criterion because a piece of classical music for example
may last longer than 10 minutes involving more effort in producing it compared to
a regular pop song. Usually listeners of classical music pay more for a CD than
their counterparts for popular music. Just like a play usually costs more than a
movie ticket at the cinema theatre [Fisher III, 2004], [Von Lohmann, 2004].

8.7.3 Discussion

It is hard to say what consequences a flat rate model would have on the content
industry, the consumers and their consumption behaviour. Despite its simplicity —
after all it is just an extension of the subscription model a la all-you-can-eat-for-a-
fixed-price idea already in use by various content providers (See 8.2.2) — it is quite
tricky in the details. For example it is not yet clear where the trade-off point is be-
tween setting a price low enough not to annoy the customers but high enough to
still make it profitable for the artists. Also, the digital content to be financed
through the flat fee is not just music as it is the case in Fisher III’s proposal but
also movies and TV shows. This decreases the chances of finding a price that
manages the previously mentioned trade-off.

The Voluntary Collective Licensing proposed by EFF is quite similar to the
Creative Commons way of licensing music discussed more in detail in 8.8.4.
Therefore it may be a reasonable strategy for a certain part of the market, but quite
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certainly not for the mass market, even though it is almost impossible to predict
how internet users will react to developments like these. The least restrictive li-
censing scheme is likely to be favoured by most ideologically coloured users with
strong sympathies for artists and an equally strong empathy towards the content
industry. But the majority of the rest is already tightly embedded in the free cul-
ture of the Internet. So a system which would “seem” free to them could by all
means stand a chance.

8.8 Niche models

The Internet has enabled a never been there before level of globalization among
individuals. In the online world, local boundaries lose their relevance, instead the
consolidation of common interests drive the people to build communities where
they are among like-minded and can follow their interests irrespective of geo-
graphical, cultural or socio-political differences. Such a high level of diversity
means that individual solutions are often more conducive than generic ones. Espe-
cially the music and movie industry is a field with extremely diverse forces among
the consumers. Therefore it is not further surprising that there is a huge variety of
niche markets with a considerable amount of members in them.

Take movies or cartoons based on the Japanese Manga comics for example.
This in Japan popular art form has found its way to many other countries all
around the world. Since Mangas have certain distinctive features that separate it
from other comics its tradition is held high among its followers. Despite having
quite a dedicated followership compared to the total amount of movie or comics
consumers they are still somewhat a niche group. Catering for them may require
completely different methods than catering for the mass market.

Similarly among consumers of entertainment goods there will always be groups
which are unresponsive to the models suggested in the previous subchapters. The
following subchapters will therefore look into models which may be effective to
some of these niche groups.

8.8.1 Community based model

Following the prevalent trend of community building on the Internet it occurred to
the author that there maybe in fact a niche group out there that takes music or
movies more important and serious than the average listener/viewer. Those fans,
who are actually happy to pay some money to support their heroes, be it a local
band or the filmmaker of the latest underground cult movie.

The premise for the targeted customer taken in 8.5 was that of the money-
loving “business-fan”, the one in 8.6 was the budget-constrained busy person who
listens to music while doing thousand other things, whereas the customer in 8.7 is
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ready to donate a low tax for unlimited consumption of everything possible. But in
this section we look at people who spend hours in shops reading the back cover of
a CD or a DVD, who spend hours and energy in online forums discussing the lat-
est Harry Potter movie or the excessive use of acoustic guitar in the latest chart-
buster, simply people who are dedicated fans and who value the creations of the
artists up to the monetary level.

For these people what counts more than money or convenience is the quality of
the delivered product, the people and the processes behind the creation. As long as
that is guaranteed they don’t mind paying a fair price. Therefore from an artists’
perspective it is important to establish a relationship between them and their fans.
This is especially needed for upcoming artists as a means of gaining popularity
and exposure. The word-to-mouth publicity is for example easily observable when
new movies or albums are released. Despite having a bankable star in the movie or
being an established performer, if word has it that the latest release is a flop, then
this word will definitely spread out to have a negative response.

This effect can be utilized in a useful way by engaging fans in various aspects
of production, like letting them vote which songs to be on the forthcoming album,
or like Michael Herbing, a popular comedian in Germany, did it: After the enor-
mous success of his feature film “Der Schuh des Manitu” he let his fans vote
which story he should choose next to direct in his distinctive style. 34% of more
than 900.000 fans voted for a parody of Star Trek, “(T)Raumschiff Surprise”
[Spiegel02], which then consequently was a box office hit as well. For his latest
movie he did the casting as a reality show on TV where anyone could appear and
prove his/her talent. This type of customer relationship which involves the fans
can prove to be excellent public relations stunts. It is important to remain innova-
tive in this field.
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Fig. 33: The community based model
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The backbone of this model is the community forum, where the consumers and
the artists come together as close as possible. On this interface artists can sense the
pulse of their dedicated audience more precisely and for the consumer the experi-
ence in actively interacting and participating with the artists gives them more sat-
isfaction. Goodies like discounts on concert tickets can be earned through in-
creased loyalty. On the other hand the artists get a more intense and accurate
feedback from its audience.

The success of YouTube does not just rely upon good user interface or their
partnership with the big content deliverers. What made this service successful is
the passionate community of users who delivered the content themselves. In a
sense they are partners of the site, because without their combined effort there
would be nothing to watch on YouTube. An interested community will keep a ser-
vice alive by creatively participating in it. Thus, creating a fan following for artists
and giving them a space to have a good romp is essential.

A dedicated fan following can even become an ally in fighting piracy. The au-
thor has personal experience with a bunch of fans in an online community regard-
ing this matter. There is an official fan group for the Indian composer A.R. Rah-
man on Yahoo [ARR09], which was founded in January 1999, just months before
the advent of Napster and right in time for the mp3 revolution on the Internet. In
the first couple of years it was common practice for fans on this group to post
links to mp3s of this artist’s releases, even the latest ones. But then as the mem-
bers started getting more involved with the artist and his music, when some mem-
bers even had the opportunity to meet him in person and maintain a friendly rela-
tionship with him, then the group slowly started disregarding postings of mp3s to
the site stating that one should buy originals to support the artist. Finally the ad-
ministrated group completely abandoned any practice of supporting piracy. Some
members even openly discussed taking actions against sites that offered the songs
illegally.

The story of the band Arctic Monkeys is a modern day fable of a band getting
popular only due to their fans. They used to record demos, burn them on CD and
give it away for free to fans during their gigs. Some of these fans ripped the CD
and started sharing these songs with their friends. Soon there was a page on
MySpace where the songs were uploaded. Soon Arctic Monkeys got so popular
that they started recording albums and going on tours. Never was a major record
label involved in their activities [Park, 2005].

The concept of creating own channels on YouTube for example is a good ex-
ample of how artists could interact directly with consumers. The usage of social
networks to directly address fans has been utilized by many artists [Lily09],
[Kingston09].
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8.8.2 Focus on the concert industry

In the past, people would tour to promote their albums; today they put out albums to
promote their tours. [Miller, 2008133

The title says it all. While the recording industry suffered losses in sales through
digital piracy, the concert industry remained unaffected by it. The reason for this
is quite simple: A digital copy cannot substitute the experience of a live concert.
Unlike its digital counterpart in the recording industry every concert is a “unique,
excludable, non-duplicable product” [Schultz, 2009, p. 1]. Just like the broadcast of a foot-
ball match will not drive away the fans from the stadiums. This may also be the
reason why cinema theatres will exist in future too because a certain portion of the
consumers will always value the presentation grandeur of enjoying a movie on a
huge screen. In a concert this effect is even maximized through the live experi-
ence. The personal physical presence is altogether another level of enjoyment than
the consumption of pre-recorded content through speakers at home.
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Fig. 34: The concert model

The event organizer takes over the role of the record company, which held the
responsibility of promoting and marketing the artist in other models. The main fo-
cus here though is the live experience on stage. Instead of the artist simply per-
forming in the front of the audience, this can be expanded to a more rewarding ex-
perience by combining various show effects to make the event more
rememberable. This lies in the responsibility of the event organizer.

The concert industry targets mainly on the type of fans mentioned in 8.8.1, but
in contrast to the digital nature of the community based model, here the innovation

35 As quoted from Madonna’s manager regarding her deal with Live Nation
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must happen with the product itself, or the presentation on stage. Everything else
is secondary. In a scenario where top musicians make up to 7.5 times more money
through concerts than through CD sales [Connolly et al., 2006]% it is definitely
worth giving a try.

In the year 2000 the concert industry had revenues of 1.9 billion $ in the US
alone [Koster, 2008] and 2007 was yet another record year with 3.9 billion $ [Hau,
2008]. The buzz word in the music industry is the so called 360° deal, which
means that the company that signs a deal with an artist is involved in every aspect
of marketing that particular artist, which goes from record sales to merchandising
sales to revenue from any public appearance. Madonna is the most popular exam-
ple of an artist having signed a 120 million $ deal with the live events company
Live Nation ensuring them revenues from various new albums, concert tours and
such over a time period of 10 years.

In the early days of music performing was the only source of revenue and pub-
licity an artist could gain. With the advent of recording technology this main
source suddenly shifted to sales units of LPs, cassettes and CDs. It was much eas-
ier to conveniently produce an album gradually over a longer time period and then
do a tour to promote record sales. The success of an artist was measured on sold
units. But this era, which lasted nearly a century, has inevitable come to an end
through the digitization of music and movies and its independence from physical
media. Now the artists are urged to go back to their roots and give exhausting and
lively live performances in front of a paying audience.

The concert industry may not be able to replace the recording industry, but it
definitely will be part of a number of new and exciting developments in winning
back the customer.

8.8.3 Artist to customer

The idea of artists directly selling their music to their customers is not entirely
new. Since the upcoming of the Internet and the associated fall in distribution cost
it has been speculated that artists should give direct selling a chance. Contracts
with traditional record labels ensure a rather low income compared to the same
amount of sales on an online platform without having to share a considerable part
of the revenue with middles men. The crucial role of the record label, namely the
marketing work which increases the popularity of the artist and thus leads to
higher sales figures is meant to be replaced by viral marketing and word-of-mouth
publicity.

36 In 2002 Paul McCartney even made 64.9 million $ revenue from concerts
compared to the 4.4 million § he earned from record sales and copyright revenues.
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Fig. 35: The artist to customer model

The main attraction of this model is how an artist communicates with his/her
customer. It is all about meeting your prospective customer in his/her world.
Nowadays a lot of people spend time in social networks, others have their blogs.
An interactive website where the user has the chance to engage himself in various
activities concerning the artist and his/her art, can in fact create a certain value.

In recent times popular artists have started making themselves independent
from labels and searching for new distribution channels which guarantees them a
major share of the revenue. When Paul McCartney chose Starbucks to distribute
his latest album, the Eagles chose Wal-Mart for theirs. Prince gave away his al-
bum together with a newspaper in United Kingdom and earned 2 million dollars
[Gordon, 2008]. Radiohead, a band from England, even went a step further and re-
leased their album “In Rainbows” in October 2007 on their website for free and let
the listeners decide if and how much they wanted to pay for it [Morrow, 2009].
The common factor in all these examples is the already established status of these
artists. They all have earned a certain reputation which allows them to experiment
with new distribution methods. But to what extent this is applicable for newcom-
ers or not-yet established artists is yet to be seen.

MySpace was among the first popular platforms that were utilized for an artist
to consumer type of business. It was mainly used as a promotion platform by new
artists to gain popularity in this large online community. Social networks like
MySpace or Facebook attract a lot of prospective customers, especially in the
younger age group, which is the main target audience of entertainment products.
So marketing your music exactly there is the best thing to do. MySpace claims to
have more than 8 million artists and bands on their portal [Techradar08].
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In 2006 a German group called Grup Tekkan with Turkish migration back-
ground published their self recorded song and video on YouTube and landed a big
hit. Even though the high popularity of this song was mainly due to its amateurish
characteristics, this group soon attracted the attention of record labels. They were
soon offered a contract and recorded their single in a professional studio. Cur-
rently they are busy with works on their next single [GT09].

The Internet has offered a variety of new ways to do business with entertain-
ment products. Many of these ways are under constant testing by innovative artists
and businessmen. The outcome of these experiments and their consequences are
yet to be seen.

8.8.4 Creative Commons
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I
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Fig. 36: The Creative Commons model

What works quite well for the software industry can also work at least partially in
the music and movie industry too. Creative Commons is a non-profit organization
that offers artists various licensing schemes for their works. The traditional copy-
right is understood as an “all rights reserved” scheme, whereas creative commons
changes that too “some rights reserved”.

The idea behind this project is to facilitate collaboration between artists and
fans with a creative vein or just anyone who wants to use parts of a certain work to
create a totally different work. Currently this is only possible if the artist explicitly
allows this and in most cases this is also bound to a monetary compensation. With
a creative commons license anyone could use the work without having to ask for
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permission. But the credit to the original creator must be included in any new
work.

There are various forms of common creative licenses, like one which also al-
lows the commercial use of another work. In this case a musician for example
could sample another song and make a new song out of it, which he could then
sell. The original creator would be given credit for his part of the new song. Credit
may not be the same as money but it can be utilized very well for popularity and
exposure, which is an important factor in every artist’s career. By letting others
extend upon your work this can be useful to both parties.

Magnatune is an Internet recording label that releases all its music under crea-
tive commons license and thus encourages people to “take it apart, improve on it, use it
to make something new [...]” [Maney, 2004]. It is possible to listen to all the songs
through streaming it, but to download it you need to pay a fee between 5 and 18 $
which the customer can choose. 50% of all revenues go directly to the artist. Mag-
natune also sub-licenses music for commercial use like the addition of a song into
the soundtrack of a movie or their usage in television shows.

Jamendo [Jamendo09], an official partner of Creative Commons, is a commu-
nity that enables free and legal sharing of music that is licensed under creative
commons. Almost 20.000 albums have been released here and the community has
over a half a million users. The two main sources of revenue are advertising,
which is equally shared with the artists and donations, which almost entirely goes
to the artist [Nagle, 2007].

These example services show that this model does work though it might not be
applicable to the mass market. The main target audience is more or less the same
as with the community based model, namely dedicated fans deeply interested in
the content and in their creators, those who see an ideological reason to support
artists for creating art that moves them. Additionally art itself is being promoted
by sweeping out hindrances in collaborating between different artists.
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8.9 Conclusion

The economic perspective of the digital piracy issue was set forth in this chapter.
The business structure of the music and movie industry and how they derived
value by selling content was shown. Then the first steps of the online avatar of
their business was studied, mainly the subscription model and the a-la-carte
model, both with their benefits and shortcomings. The main objective of this chap-
ter was to understand the demands of all the stakeholders in this business, above
all the consumers’ and then to come up with grounded solutions based on latest re-
searches in this field.

The formation of the meta business model was necessary to collect ideas in
various sections of a business model such as product, distribution channel and
revenue stream. The combination and composition of these ideas finally resulted
in the proposed models.

Peer-to-peer is without doubt one of the most researched distribution channels
in recent times. Since Napster demonstrated the potential of this technology the
development in this field has been enormous. Starting from completely decentral-
ized versions to anonymous versions and to applying game theory strategies the
full potential of the technology is steadily being explored. Nevertheless combining
this technology with a proper business model has not been very successful until
now. Part of the reason is that since P2P was born out of a free environment the
monetization of this technology has to be carefully designed without curtailing it
of its free aura. The most important aspect hereby is how to market it to the poten-
tial users, how to let the users perceive the value of a service like this, or to put it
more simply, to create the right image. Until now only few legal services in this
field, though not using P2P, have achieved this sensitive task, among them Ap-
ple’s iTunes store, Last.fm or Pandora in the United States.

A further trend in the consumption of digital media incorporated into a business
model was the streaming technology. Also here P2P was identified as a promising
delivery channel. That streaming itself can be successful with the consumers is
best proven by the immense popularity of YouTube or Last.fm. These services al-
ready have a strong user base; the challenge though is the generation of a sus-
tained revenue stream. The advertisement model is currently being deployed pre-
dominantly. Ways of increasing efficiency for this model have been pursued by
services in other fields with a focus on user and content related ads. Also other
possible sources of revenue were discussed.

The flat rate model proposed in 8.7 tackles the whole issue from another view-
point. It is discussed how file sharing or piracy as it is labelled in public can be le-
galized by simply leaving everything as it is and just attaching a blanket fee on it,
to be paid by the collective of consumers. The challenges of this system lie in de-
termining who and how to derive the fee from and how to distribute it most fairly
among the artists. A voluntary collective licensing scheme applying a fee only on
those involved in this system bares similarity to the creative commons licensing
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model discussed in the next set of models. Here the objective lies more in the crea-
tive re-use of bought content giving the owner of a record or a movie clip more
rights to exploit the works of others by creating own derivative works.

The importance of customer relationship was emphasized with the community
based model. Community is the key word of Web 2.0. Content on the Internet is
being created and consumed by the same people. So giving this community a more
active role in the creation of art will be paid back by more sincere feedback and
investment, be it time, energy or even money. This basic idea is also used as a
background for the scenario where artists engage themselves more directly in de-
livering their works to the customers or when focusing more intensively at the per-
forming part of their career.

9 Conclusion and forecast

Digital piracy is an issue covering various facets of economic and social life. In
the course of this work a number of points were discussed. The social aspects of
digital piracy included various behavioural models of piracy, dealing with a mass
phenomenon and other similar questions. It was found that the tendency to pirate
is quite high among the people. One of the reasons for this is the belief that since
everyone is doing it, it cannot be that wrong. Also, the ease of doing it adds to this
belief. This of course sounds like a naive explanation, but human behaviour is
very often built upon simple thoughts. Usually most of the people never think 3
steps ahead. This means that the consequence of piracy to them seems way too
ahead of their intellectual reach. The perception that rock stars earn a lot of money
just for being what they are is a belief hard to shake.

Another reason is that people think that the music or movies produced today
have sunk in quality. So they are not willing to pay an amount of 15$ for an al-
bum.

The technical and legal aspects of digital piracy were handled in the subsequent
chapters. The role of DRM was outlined in its details and its questionable alliance
with the content industry to protect its contents was found to be ineffective. Tech-
nology can only be an associate, rarely a definite solution. Just like it assists in
distributing content to millions it also assists in breaking any DRM applied upon
the content. Again the central point of attention should lie with the people using
technology. Therefore a solution to this problem should address the people, not the
files.

The DMCA and the copyright directive of the European Union have been cre-
ated to protect intellectual property and at the same time handle its fair use. The
safe harbour clause in the DMCA has protected many online providers from get-
ting sued by the content industry, but the ambiguity concerning fair use in both
legislatives have lead to complications and trouble for the consumer. This has to
be revised and changed accordingly. Otherwise random suing of individuals will
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drive the customers away forever into the hands of illegitimate file sharers. All
such measures taken by the content industry to tackle the piracy issues have been
rejected by the consumers, except to a certain extent the educational campaigns
meant to raise awareness. Despite being satirized by parts of the online communi-
ties these campaigns, when executed lesser aggressive, may actually let some of
the free riders re-think the matter.

The main focus of this work lied on the economic angle. The business models
discussed in chapter 8 have all their advantages and shortcomings, but the main
tenor is that rethinking old-established business practices is inevitable to assure
the survival of this industry.

Digital piracy is not invincible. It is only a matter of time until the solutions
proposed are put into practice. It should be noted that in any case, the market is
quite diversified. There are people who want to buy CDs with artwork and extra
material, they like to store these physical goods in their shelves and enjoy their
collection. They like to watch the behind the scenes section of a DVD or supple-
mentary information about the recording artist on the CD inlay. Others want to
save space and prefer to carry their songs on their computer or mobile devices.
They may like to maintain a database of their songs on their computer. Every song
they possess is ready to be found and played in a matter of seconds. For them
these devices are already part of their everyday life and not a burden or a means to
enjoy music and movies. Again others prefer going to live concerts or to the cin-
ema theatre to enjoy their songs and movies. They like to meet up with likeminded
people and have a good time while listening to their favourite music band or
watching a movie of their favourite film stars on the big screen. Then again there
are some who have a somewhat mixed interest. Sometimes they buy CDs which
they think are worth buying, sometimes they may be satisfied with an mp3 file be-
cause at that moment they may not have the money to buy it, or they may not
think that it is worth buying or due to any other reasons like continued availability
of that song on radio. Later these same people may meet up for a movie at the cin-
ema theatre or go for a concert. So this indicates that a generic solution to this
problem might never exist, but a combination of the ones proposed here fitted on
the various segments of the market can ultimately lead to happy faces among both
consumers and the industry.

New technologies need not be looked upon as a threat always, but rather as yet
another way of enjoying something; an alternative, just one more brand name for a
product. It is in fact good for the market as new industries are born, competition
gets tougher and that leads to consumers finally getting more value for their
money.

A new environment asks for new functions. The traditional business model of
the industry with binding the art to a physical media has worked for almost a cen-
tury, but the digital revolution combined with the enormous networking power of
the Internet has ultimately set an end to this.
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Appendix I — English abstract

This master thesis deals with the issue of online digital piracy of commercial au-
dio and video works in a comprehensive way by analyzing the social, technical,
legal and economic perspective of this delicate matter with a detailed focus on the
latter.

Since at least a decade the worldwide music and movie industry is facing its
most crucial challenge. The development of the internet and its deployment in al-
most every household in the world has brought negative side effects for the con-
tent industry. Every song and every movie can be digitalized and transported to
the computers of every household in no time and with little resources. The incen-
tive to actually spend money on a record or a DVD has to be re-created from the
beginning. A whole generation is growing up under the perception that music and
films are free like public goods.

The objective of this master thesis is not merely an analysis of the present sta-
tus, but rather a compilation of fresh ideas and innovative business models, some-
times in favor of the producing side (artists, record companies), sometimes of the
receiving side (listeners, viewers, fans) and ideally, for all stakeholders involved.
Therefore the author thinks that useful solutions can only be derived by studying
the matter in its whole.

This begins with the people, the consumers who generate revenue, which is es-
sential for the artist to continue producing art. The chapter dealing with the social
angle of this issue looks at the motivation and needs of consumers, boiling down
to the question: Why do they pirate?

Piracy as exercised by millions all over the world is a phenomenon which is
more complex than simple shoplifting. The unlawful act of acquiring an enter-
tainment product without paying for it is merely the surface of the whole issue,
more of a result than the cause. Technology may be one reason, but various other
factors such as social justice, perceived value of the industry and deindividuation
also play a significant role in this phenomenon. The fact that pirates are not distin-
guishable merely by usual characteristic features such as age, sex, income level or
social status adds to the complexity. In that context this chapter also initiates a
discussion on the status of music as such in the modern world, especially in the
light of technical innovations, which cannot be revoked anymore. Rather than to
sell music, can it be merely shared? Or even changed into a public good?

Technical innovations such as the internet and peer to peer protocols have defi-
nitely smoothened the way to online piracy, but it is equally interesting to observe
the reciprocal influence that piracy has on innovation. Actions to prevent piracy
have led to a number of innovations in the security sector. What if piracy has led
people to think of new ways how to reach their customer?

Finally a dispute about the influence of piracy on current sales figures is ad-
dressed. It may seem natural that millions of illegitimate downloads will lead to a
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decrease in the sales of CDs and DVDs, but the question is whether piracy is sole-
ly responsible for that decline and to which extent.

Piracy has always been tried to be fought technically. That lies in the nature of
the issue. If the hardware and software industry is capable of producing devices
and programs to help pirates, it should also be possible to at least keep away the
end user from illegitimately copying the industry’s products by restricting them
technically. DRM has always been the term to subsume this practice. The chapter
dealing with technical issues looks into the most common DRM practices and its
effectiveness. On the other side, customary systems used to pirate will also be ex-
amined.

There is no legitimate and illegitimate downloading and uploading without
knowing the legal grounds. These will be presented in the chapter dealing with the
legal aspects of copyright and piracy. Based on the popular Digital Millennium
Copyright Act published under the Clinton administration in the US and the EU
Copyright Directive valid in the EU countries, the ambiguity and shortsightedness
surrounding these laws will be shown.

After covering the various measures taken to get hold of piracy, the main part
of this thesis then deals with the economic perspective. The reason for this being
the crucial part lies in the belief of the author that piracy can only be effectively
prevented by alternatives, by offering pirates attractive options to lead them back
the way of being a legitimate customer. This chapter begins with a study of the
current structure of the industry with its prevalent business models, both offline
and online. Then soon a framework is constructed to identify new business mod-
els, more suitable for the needs of the modern consumers. The following new
business models suggested derive its components from this framework.

Some of the ideas presented are already being practiced in real world, more on
an experimental level. The objective of this thesis is to throw more light upon
these models, analyze its potentials and derive possible practical scenarios. The
superdistribution based peer-to-peer model for example tries to combine the resel-
ling mentality of eBay-users with the efficiency and popularity of P2P systems
used to pirate. The P2P streaming model on the other side picks up the prevalent
trend of on demand streaming of music and video, popularized by YouTube and
similar services. Some of the models presented here may only work in parts of the
market, like a community based model where fans adopt a more active role in
marketing the artist. Nevertheless also these models are worth discussing since the
prospect of finding a solution for everyone is not realistic due to the high diversity
of art itself.

Finally the master thesis concludes with a short forecast and a general recom-
mendation for the content industry.
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Appendix II — German abstract - Zusammenfassung

Diese Masterarbeit behandelt die digitale Piraterie von Musik und Filmen iiber das
Internet in seiner Gesamtheit durch die Analyse der sozialen, technischen, rechtli-
chen und 6konomischen Perspektive dieser heiklen Thematik. Der Fokus liegt da-
bei auf das Letztere.

Seit mindestens einem Jahrzehnt sieht sich die Musik und Filmindustrie mit ei-
ner existenziellen Krise konfrontiert. Die Entwicklung von Internet und der Zu-
gang dazu fiir fast jeden Haushalt hatten negative Auswirkungen fiir die Unterhal-
tungsbranche. Jedes Lied und jeder Film kann digitalisiert und an jeden beliebigen
Rechner weltweit verschickt werden. Dazu bedarf es weder viel Zeit noch Res-
sourcen. Der Anreiz, fiir den Erwerb von Musik und Film Geld auszugeben, muss
erst wieder vom Neuen geboten werden, denn eine ganze Generation wichst heran
im Glauben, dass Lieder und Filme kostenlose, frei erhéltliche Giiter sind.

Das Ziel dieser Arbeit beschriankt sich nicht blof auf die Analyse der Ist-
Situation, sondern es ist eher ein Versuch dieser Industrie frische Ideen und neue
Geschiftsmodelle zu liefern. Manche werden zu Gunsten der Werkschaffenden
sein (Musiker, Filmemacher), manche dagegen zu Gunsten der NutznieBer der
Kunst (Konsumenten, Musikliebhaber). Doch idealerweise werden alle Beteiligten
ihre Vorteile aus der Angelegenheit ziehen. Daher glaubt der Autor, dass sinnvolle
Losungsansétze nur durch das Studium der Gesamtproblematik abgeleitet werden
konnen.

Der Anfang wird bei den Menschen, den Konsumenten gemacht. Denn dieser
hélt das System erst am Leben durch den stindigen Konsum der Unterhaltungsgii-
ter. Das Kapitel welches die soziale Perspektive behandelt beschiftigt sich vor al-
lem mit der Motivation und den Anforderungen des Konsumenten, welches in der
zentralen Frage miindet: Warum begehen sie Piraterie?

Piraterie wie sie von Millionen von Menschen weltweit begangen wird ist ein
viel komplexeres Phanomen als der bloBe Diebstahl eines Gutes. Diese illegale
Handlung des unrechtmifBigen Herunterladens eines Musikstiickes oder Films ist
wenn, dann blof die Oberflache eines viel tiefer liegenden Uneinigkeit zwischen
dem Konsumenten und dem Produzenten. Es ist vielmehr das Resultat als der
Grund fiir den gegenwirtigen Missstand. Die rasante Entwicklung der Technolo-
gie mag ein Grund sein, doch ebenso sind soziale Gerechtigkeit, tatsdchlich wahr-
genommener Wert der Unterhaltungsindustrie und der Wunsch des Menschen
nach Anonymisierung in der heutigen Welt Anlass fiir eine differenzierte und
griindliche Untersuchung dieser Thematik. In diesem Zusammenhang wird auch
die Grundsatzfrage nach der Behandlung von Musik als solches in der modernen
Welt diskutiert. Denn technologische Fortschritte werden nicht riickgéngig ge-
macht und daher ist womdglich ein Umdenken besonders jetzt notwendig.

Technische Innovation wie zum Beispiel das Internet oder das Peer-to-Peer
Protokoll haben sicherlich dazu beigetragen, dass Piraterie im Allgemeinen er-
leichtert wurde. Doch wie sieht es aus mit dem Einfluss der Piraterie auf die Inno-
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vationsfahigkeit? Immerhin haben die Bemiihungen die Piraterie einzuddmmen
bereits zu Innovationen in der Sicherheitsbranche gefiihrt. Was wenn die Online
Piraterie Menschen dazu bringt sich zu iiberlegen wie man den heutigen Konsu-
menten, der viel Zeit und Miihe im Internet investiert, am Besten erreichen kann.

Zu guter Letzt wird noch ein Disput iiber den Einfluss von Piraterie auf den
Umsatz von CDs und DVDs untersucht. Es mag relativ einleuchtend klingen, dass
dieser Einfluss sehr wohl gegeben ist, allerdings geht es hier um die Frage ob die
Piraterie alleine dafiir verantwortlich ist und wenn ja, zu welchem Ausma$.

Es wurde immer versucht mit technischen Schranken gegen Piraterie vorzuge-
hen. Das liegt in der Natur der Sache. Geréte und Programme die ein Lied oder ei-
nen Film abspielen kénnen sollten auch dazu fahig sein dieses gegeben falls nicht
zu tun, ndmlich im Falle einer Raubkopie. Der iibliche Terminus dafiir ist DRM
(Digital Rights Management — Digitale Rechteverwaltung). Das Kapitel das die
technische Perspektive behandelt setzt sich griindlich mit DRM auseinander.
Ebenso aber wird auch die Gegenseite durchleuchtet. Das sind die Systeme mit
denen Piraterie in erster Linie betrieben wird.

Ob eine Datei rechtméBig oder unrechtméBig heruntergeladen wurde obliegt
der entsprechenden Rechtsprechung. Anhand des populdren Digital Millennium
Copyright Act in den Vereinigten Staaten und der EU Copyright Direktive fiir die
EU Lénder wird die schwammige rechtliche Grundlage dieser Thematik erortert.

Nach einer Darlegung der zahlreichen MaBnahmen die bislang ergriffen wur-
den um die Piraterie in den Griff zu bekommen beschiftigt sich das letzte Kapitel
mit dem Kern der Arbeit, ndmlich die 6konomische Perspektive. Der Autor glaubt,
dass die Piraterie nur durch das Aufzeigen von attraktiven Alternativen einge-
ddmmt werden kann. Den Internet-Piraten muss etwas geboten werden das sie
wieder zu rechtméfigen Konsumenten macht.

Dieses Kapitel zeigt zundchst die gegenwirtige Struktur und die vorherrschen-
den Geschiftsmodelle der Musik und der Filmindustrie. Dann wird ein Frame-
work geschaffen um neue Geschéftsmodelle zu kreieren, die mehr den Anforde-
rungen des modernen Konsumenten gerecht werden. Die in weiterer Folge
vorgeschlagenen Geschiftsmodelle entstammen dann diesem Framework.

Manche der Ideen die da vorgeschlagen werden sind bereits in der realen Welt
in Anwendung, wenn auch eher beschrinkt. Bei dieser Arbeit geht es darum diese
experimentellen Geschiftsmodelle ndher zu beleuchten und ihr wahres Potenzial
in einem praktischen Umfeld zu erkennen. Das Superdistribution based P2P Mo-
dell zum Beispiel vereint die Mentalitit der eBay-User mit der Effizienz und Po-
pularitdt von P2P Systemen. Das P2P streaming Modell dagegen greift den Trend
der Ubertragung von Inhalten bei Bedarf auf, den YouTube und Co. begriindet ha-
ben. Manche Modelle dagegen werden nur fiir einen Teil des Marktes interessant
sein, wie zum Beispiel das Community based Modell, wo die Fans mehr in der
Vermarktung der Kiinstler miteinbezogen werden. Nichtsdestotrotz werden auch
diese Modelle diskutiert, da eine einzige Losung fiir alle Félle nicht realistisch ist.

Die Masterarbeit wird schlielich mit einer Vorschau und einer generellen
Empfehlung fiir die Unterhaltungsindustrie abgeschlossen.
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