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Abstract

A collaborative process is a structured or unstructured process where two or more dif-
ferent stakeholders are working together to fulfill a shared, collective and bounded goal.
Especially in today’s technology- and information-driven society, participation in such
collaborative processes is common place. Information technology and the automation
provided by IT systems lead to an ever-increasing shift towards virtual collaborative
processes. In general, collaborative processes are often subject to security policies, busi-
ness rules, laws and regulations. For instance, a legal contract has to be signed by all
contractual partners and certified by a notary. In virtual collaborative processes, such
restrictions could be enforced using different types of access constraints. In particular,
they could strictly constrain the way each stakeholder participates in a collaborative
process. However, developing and maintaining means for defining and enforcing differ-
ent kinds of access constraints and access control in general is a cross-cutting concern
that is inherently prone to increase the complexity of software systems and to degrade
the software system’s code quality. The diverse variety of collaborative process types,
which ranges from structured and rigid business processes to unstructured and flexible
real-time collaborative Web applications (such as collaborative text editing), to be made
subject to access constraints, requires custom, domain-specific enforcement mechanisms
and approaches, which would significantly increase the overall development effort. Par-
ticularly, real-time collaborative Web applications require these enforcement mechanisms
to be scalable and computationally efficient too.

In this thesis, we propose a model-driven approach for defining and enforcing different
types of access constraints in different types of collaborative processes. Our approach
aims for tackling the aforementioned challenges while, at the same time, reducing the
required development and maintenance effort. Based on this approach, we explore the
implications of changing access constraints dynamically at runtime and devise a novel set
of generic and reusable consistency checking and conflict resolution strategies. In the con-
text of real-time collaborative Web applications, we introduce and evaluate the concept of
dynamic view customization as a means for enforcing access constraints. In addition, we
investigate offline-editing scenarios in the context of access constrained, real-time collab-
orative Web documents. In particular, we demonstrate how a combination of client-side
access control enforcement and a corresponding document merging approach can be used
to enable mobile workers to participate in a real-time collaborative process while their
computing devices are temporarily not connected to any network. Our proposed model-
driven approach as well as the accompanying concepts have been implemented in various
research prototypes, thereby showing the feasibility and effectiveness. Extensive per-
formance measurements demonstrate that our concepts and prototypes are applicable
in real-life collaborative processes as well as in a larger Web context. Controlled ex-
periments provide evidence that automatic access constraint enforcement increases both
the effectivity and efficiency of users. In summary, this thesis has gone a considerable
step towards enhancing our understanding of making collaborative processes subject to
diverse kinds of access constraints.
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Zusammenfassung

Ein kollaborativer Prozess ist ein strukturierter oder unstrukturierter Prozess in dem
zwei oder mehrere Akteure zusammenarbeiten, um ein gemeinsames, abgestecktes Ziel
zu erreichen. Vor allem in der heutigen Technologie- und Informations-gestiitzten Ge-
sellschaft ist die Teilnahme an solchen kollaborativen Prozessen alltdglich. Die wohlbe-
kannten Vorteile von Informationstechnologien und Automatisierung durch I'T-Systeme
hat zu einer stetig zunehmenden Virtualisierung von kollaborativen Prozessen gefiihrt.
Kollaborative Prozesse werden oft Sicherheitsrichtlinien, Unternehmensrichtlinien, Ge-
setzen und Regulierungen unterworfen. So muss beispielsweise ein Vertrag von allen
Vertragspartnern unterschrieben und von einem Notar beglaubigt werden. In virtuel-
len kollaborativen Prozessen konnten diese Einschrankungen mittels Zugriffs-Constraints
durchgesetzt werden, welche die Art und Weise wie jeder Akteur am kollaborativen Pro-
zess teilnimmt einschrinken. Die Entwicklung und Pflege von Mechanismen zur Definiti-
on und Durchsetzung von verschiedensten Zugriffs-Constraints und Zugriffskontrolle im
Allgemeinen, ist ein Cross-Cutting-Concern und daher besonders anfillig, die Komple-
xitét von Software-Systemen zu erhohen und die Code-Qualitét des Software-Systems
zu verschlechtern. Die Vielfalt an verschiedenartigen Typen von kollaborativen Prozes-
sen, welche von strukturierten und starren Business-Prozessen bis hin zu flexiblen Echt-
zeit-Kollaborations-Web-Applikationen (z.B. kollaboratives Editieren von Texten) reicht,
welche Zugriffs-Constraints unterworfen werden sollen, benétigen mafsgeschneiderte, Do-
ménen-spezifische Durchsetzungsmechanismen, welche den Gesamtentwicklungsaufwand
nochmals erhdhen. Insbesondere Echtzeit-Kollaborations-Web-Applikationen verlangen
nach skalierbaren und effizienten Durchsetzungsmechanismen.

In dieser Dissertation stellen wir einen Modell-getriebenen Ansatz zur Definition
und Durchsetzung von Zugriffs-Constraints fiir verschiedenste Arten von kollaborati-
ven Prozessen. Unser Ansatz zielt darauf ab, die zuvor genannten Herausforderungen
zu bewiéltigen und den Entwicklungs- und Wartungsaufwand zu reduzieren. Auf Basis
dieses Ansatzes untersuchen wir die Auswirkungen von Zugriffs-Constraint-Anderungen
zur Laufzeit und beschreiben einen generischen Mechanismus zur Konsistenzpriifung und
Konfliktauflosung. Im Kontext von Echtzeit-Kollaborations-Web-Applikationen beschrei-
ben und evaluieren wir das Konzept der dynamischen View-Konfiguration zur Durchset-
zung von Zugriffs-Constraints. Auferdem erforschen wir Offline-Bearbeitungsszenarios
im Kontext von Zugriffs-Constrains und Echtzeit-Kollaborations-Web-Dokumenten. Da-
bei demonstrieren wir, wie eine Kombination von Client-seitiger Zugriffskontrolle und
ein Dokumenten-Merge-Mechanismus mobilen Arbeitern ermdglicht, an einem Echtzeit-
kollaborativen Prozess teilzunehmen, wahrend deren Gerdte temporéar nicht mit einem
Netzwerk verbunden sind. Wir belegen die Machbarkeit und Effektivitat unseres Modell-
getriebenen Ansatzes und dessen zugehorigen Konzepten mit Hilfe von Forschungsproto-
typen. Umfangreiche Performance-Messungen zeigen, dass unsere Konzepte und Prototy-
pen auch in der Praxis bzw. einem grofieren Web-Kontext anwendbar sind. Kontrollierte
Experimente weisen nach, dass das automatische Durchsetzen von Zugriffs-Constraints
sowohl die Effektivitit als auch die Effizienz von Benutzern steigert. Diese Dissertation
erweitert unser Verstédndnis von der Unterwerfung von kollaborativen Prozessen durch
verschiedenste Arten von Zugriffs-Constraints.
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Chapter 1

Introduction

Automation provided by IT systems is a continuing trend that fundamentally changes
what, how, when and where we work and conduct business. Especially repetitive work
tasks are being standardized, automated, monitored and streamlined, in order to increase
productivity and to eliminate human error as much as possible. Office automation aims
for the automation of creating, collecting, modifying, archiving and relaying of office data.
The last decades were and future decades will be characterized by the virtualization and
entailing automation of more and more of such office related work tasks. Nowadays,
the vast majority of office data that is being created, processed and relayed is electronic
data. Striving for the frequently mentioned paperless office, printed documents have been
replaced by electronic forms or documents, file cabinets have been replaced by databases
and document storages, and conventional postal delivery services (“snail mail”) is literally
facing extinction because of the e-mail. Despite this radical and ongoing shift towards the
virtualization of office work, there will (at least for the foreseeable future) always remain
situations, work tasks or processes that require some kind of human-to-human interaction.
Where formerly sheets of paper where physically handed from one person to the next, in
order to complete a record that requires to be handled by more than one person, such
collaborative processes are increasingly transformed into virtual collaborative processes.

Motivated by these trends and observations, this PhD thesis ultimately aims for
improving the way different persons collaborate within the boundaries of virtual collab-

orative process. In the context of this thesis, we define a collaborative process as follows:

Definition 1 A COLLABORATIVE PROCESS s a structured or unstructured process where
two or more different stakeholders are working together to fulfill a shared, collective and

bounded goal.

An exemplary collaborative process is the process of putting a legal contract in place. It
involves at least two different stakeholders (i.e., contractual partners), that have to ne-

gotiate the contract’s exact terms, in order to reach their shared, collective and bounded
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goal, i.e., a legally binding contract. The aforementioned technological advances lead
to an ever-increasing shift towards virtual collaborative processes, such as collaborative
document editing, decision making, (software) project management/development, white-
boarding, groupware, wikis as well as a plethora of so-called process aware information
systems (PAIS), i.e., software that manages and executes operational processes involving
people, applications, and/or information sources on the basis of process models [18].
Specifying who is supposed to do what within a collaborative process, is essential
for successful collaboration. Also, collaborative processes are often subject to security
policies, business rules, laws and regulations, such as the Basel II/IIT Accords, the In-
ternational Financial Reporting Standards (IFRS), the Health Insurance Portability and
Accountability Act (HIPPA), or the Sarbanes-Oxley Act (SOX). For instance, for a valid,
legally binding contract, it is required, that it gets signed by all contractual partners and
certified by a notary. Or, in the e-health context there could be the requirement, that
for every report that is filed by a doctor, a second doctor needs to approve and sign the
report to realize the well-known four eyes principle. In virtual collaborative processes,
such restrictions can be enforced using different types of access constraints. We define

an access constraint as follows:

Definition 2 An ACCESS CONSTRAINT restricts or mandates the way each stakeholder

must or must not participate in a collaborative process.

In other words, access constraints provide means for precisely defining who must or must
not do what within a collaborative process. Thus, they are crucial means for preventing
chaos, dysfunctional ambiguities or conflicts within collaborative processes and satisfying
complex requirements that stem from laws, regulations or any other compliance rules.

However, from a software developer’s point of view, developing and maintaining
means for defining and enforcing different kinds of access constraints is a complex, error-
prone and time-consuming endeavor. Consequently, this thesis strives for enhancing
our understanding of making collaborative processes subject to diverse kinds of access
constraints and finding ways of reducing the effort, that is required to implement and
maintain access constrained collaborative processes.

The remainder of this cumulative PhD thesis is structured as follows. Chapter 2
defines relevant terms and provides a literature overview of topics that build the founda-
tion this thesis. Chapter 3 details the research problem domain and context, highlights
research challenges and states the research questions. Chapter 4 discusses the pursued
research method, lists all scientific papers that have been published and details the sci-
entific contributions that have been made in the course of this thesis. Finally, Chapter 5

concludes this thesis and gives an outlook on potential future work.



Chapter 2
Background

This chapter provides a literature overview of the relevant terms and topics and builds

the foundation of this thesis.

2.1 Business Processes and Workflows

In essence, a Business Process is an ordered set of activities or tasks that produce a certain
desirable result [105]. The concept of business processes emerged from earlier work in the
context of office information systems (see, e.g., |20, 46, 104]), seeking for ways to improve
the efficiency of organizations. Business Process Management (BPM) can be defined as
“supporting business processes using methods, techniques, and software to design, enact,
control, and analyze operational processes involving humans, organizations, applications,
documents and other sources of information” [96].

A cornerstone of BPM’s promise to improve operational efficiency is automation of
processes. In order to automate the executing of processes, business processes need to
be specified using a process modeling language. A process modeling language provides
means for precisely defining the task as well as their execution order within a business
process. Several modeling languages and approaches have been introduced over the
years. Popular examples include Petri nets [64], the Unified Modeling Language (UML)
[67], the Business Process Modeling And Notation (BPMN) [68], Yet Another Workflow
Language (YAWL) [95], or the Web Services Business Process Execution Language (WS-
BPEL) [66]. A central idea in this context is the distinction between process type (e.g.,
“Patient admission”) and process instance (e.g., “Admission of patient Patrick Gaubatz”).
Thereby, process types are defined using a particular process modeling language and each
process type can have an arbitrary number of instances, which are handled individually.
Note that business processes can be modeled at different abstraction levels. To this end,
a business process that is in its execution level is often referred to as a workflow [45, 51].

Workflows can be executed within the context of workflow management systems. In
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recent years, such systems have evolved into Process-aware Information Systems (PAIS).
A PAIS can be defined as “a software system that manages and executes operational pro-
cesses involving people, applications, and/or information sources on the basis of process
models” [18, 94]|. According to this definition, many other types of information systems
can be considered to be “process aware” even if their processes are hard-coded or only used
implicitly [93]. Popular example of PAIS are, “classical” workflow management (WFMS)
systems, enterprise resource planning (ERP) systems, case handling systems, product
data management (PDM) systems, customer relationship management (CRM) systems,
or hospital information systems. Following the aforementioned definition of PAIS, we
argue that real-time collaborative Web applications, which will be discussed in the next
section, may also be classified as PAIS in the broader sense. That is, real-time collabora-
tive Web applications typically have an implicit underlying process, such as “a particular
form or document needs to be filled out completely”. Contrary to business processes, in
such real-time collaborative processes the precise set and sequence of tasks that need to

be performed in order to complete the process is not defined or predetermined.

2.2 Real-time Collaborative Web Applications

Real-time collaborative Web applications are Web applications that employ synchronous
distributed interaction [22], a collaboration form in the context of real-time groupware,
that allows multiple users to edit a shared artifact concurrently, at the same time. Group-
ware is a “‘computer-based system that supports groups of people engaged in a common
task (or goal) and that provides an interface to a shared environment” [22]. Groupware
can be distinguished into real-time groupware and non-real-time groupware. While the
former requires that users are actively (and synchronously) using the application at the
same time, the latter describes an asynchronous style of communication and collabora-
tion that is employed, for instance, in asynchronous conferencing software, such as online
forums, blogs and wikis (see, e.g., [61, 72]) The groundwork of real-time groupware has
been laid by Douglas Engelbart’s “The Mother of All Demos” [24], demonstrating the first
multi-user text editor in 1968. Nearly three decades later, Web browsers are becoming
the common platform of choice for delivering real-time groupware applications (see, e.g.,
[43, 63, 99]). Popular examples of Web-based real-time groupware range from text edit-
ing (see, e.g., Google Docs' or Sharelatex?), to Integrated Development Environments

(see, e.g., Cloud9? or Collabode [40]), to modeling tools (see, e.g., Creatly* or Cacoo®).

http://docs.google. com
’http://sharelatex.com
3http://c9.io
‘http://creately.com
http://cacoo.com
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2. Background )

The cornerstone of real-time groupware is concurrency control. The purpose of con-
currency control is to ensure data consistency and resolving conflicts between users’
simultaneous operations [21]. In both real-time and non-real-time groupware, conflicts
are inherent and happen when two (or more) participants change the very same part of a
shared document. An exemplary conflict might be a situation where one user fixes a typo
within a particular word, while another user removes the very same word, at the same
time. Concurrency control approaches can be distinguished in optimistic concurrency
control and pessimistic concurrency control approaches. The prevailing optimistic ap-
proaches (see, e.g, Operational Transformation [21] and Differential Synchronization [31])

maintain consistency without relying on locking certain parts of the shared document.

2.3 Access Control and Constraints

According to Sandhu et al., “Access control constrains what a user can do, thereby
seeking to prevent activity that could lead to breach of security” [79]. Thus, it deals with
the “elicitation, specification, maintenance, and enforcement of access control policies
in software systems” [56, 79]. “An Access control policy is a high-level guideline that
determines how accesses are controlled and access decisions determined” [79, 82|. An
access or authorization decision is the decision if access to secured resource shall be
granted or not. Put simply, access control concerns defining and enforcing who shall be
granted to do what within a software system.

Access control policies can be divided into authorization policies and obligation poli-
cies [82, 83]. Authorization policies concern the rights of users, i.e., what users are
permitted or not permitted to do. The essence of an authorization policy can be formal-
ized using the triplet (subject,object, operation), whereby subject uniquely identifies a
particular user (e.g., Patrick Gaubatz), object uniquely identifies a particular entity or
artifact within a software system (e.g., Thesis) and operation describes an operation that
can be performed on the corresponding object (e.g., write). This exemplary authoriza-
tion policy grants Patrick Gaubatz the permission to write (his) Thesis. Authorization
policies can be positive, i.e., granting permission to do something, and negative, i.e.,
denying permission to do something. On the other hand, obligation policies concern the
duties of users, i.e., what users must or must not do when certain events occur. Obliga-
tion policies are event-triggered and define the activities users must perform on objects
[15, 82, 83]. For instance, there exists an obligation policy that requires Patrick Gaubatz
to write (his) Thesis, given the preceding event PhD started.

In recent years, role-based access control (RBAC) [29, 77] has become a de-facto
standard for defining and enforcing security /access control policies in both research and

industry. It supersedes mandatory access control (MAC, see, e.g., |41, 55|) and discre-
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tionary access control (DAC, see, e.g., |6, 80]) in terms of flexibility. Thus, RBAC can
be used to implement both MAC [69] and DAC [78]. In the context of RBAC, roles are
used to model different job positions and scopes of duty within an information system.
These roles are equipped with the permissions to perform their respective work tasks.
Human users and other active entities (i.e., subjects) are assigned to roles according to
their work profile 86, 87]. Thereby, subjects acquire all permissions necessary to fulfill
their duties via their role memberships. RBAC has been extended and adapted to fit into
many different application domains. For instance, process-related RBAC models (see,
e.g., [39, 88, 90, 98]) enable the definition of permissions for the tasks that are included in
(collaborative) processes. Similar extensions have been proposed that allow for securing
Web resources or Web services (see, e.g., [1, 28, 52, 100]).

Besides customizing and adapting RBAC into different application domains, it has
also been the foundation for several conceptual extensions. In particular, different types
of (access) constraints have been proposed as a means for defining, e.g., how or when
particular subjects may exercise particular permissions. For instance, context constraints
are used to integrate context information (such as as temporal or spatial context of a user,
see, e.g., [4, 13, 89]). Such constraints can, for instance, be used to make authorization
decisions dependent on the current location of a particular user (i.e., is the user currently
in the office?). Another important family of constraints have been generalized under the
term (task-based) entailment constraints (see, e.g., |5, 8, 11]). A (task-based) entailment
constraint places some restriction on the subjects who can perform a task x given that
a certain subject has performed another task y. They cover two important concepts:
separation of duty and binding of duty. Separation of duty can be enforced by static
mutual exclusion (SME) and dynamic mutual exclusion (DME) constraints. A SME
constraint defines that two tasks must never be assigned to the same role and must never
be performed by the same subject (i.e., to prevent fraud and abuse). This constraint is
global with respect to all instances of a particular process type. In contrast, DME refers
to individual instances and can be enforced by defining that two tasks must never be
performed by the same subject in the same process instance. SME or DME constraints
provide means for enforcing a four-eyes-principle, which is intended to prevent fraud,
abuse and error. In contrast to mutual exclusion constraints, binding constraints define
that two bound tasks must be performed by the same entity. In particular, a subject-
binding constraint defines that the same individual who performed the first task must
also perform the bound task(s). Similarly, a role-binding constraint defines that bound
tasks must be performed by members of the same role but not necessarily by the same
individual. Such restrictions are required, e.g., in privacy critical environments, such as

the e-health domain, where users acquire confidential knowledge.



Chapter 3

Problem Statement

The following section outlines the research problem and clarifies its domain and context.

Secondly, we formulate the core research questions Section 3.2.

3.1 Problem Domain and Context

A collaborative process is a structured or unstructured process where two or more dif-
ferent stakeholders are working together to fulfill a shared, collective and bounded goal.
In general, crucial “ingredients” of successful collaboration are coordination, clarity of
roles, rights and responsibilities of each participating stakeholder (see, e.g., [59, 76, 91]).
On the contrary, unclear role specification, i.e., not specifying who is supposed to do
what within a collaborative process, may create dysfunctional ambiguity and conflict in
an organization (see, e.g., [2, 7, 103]). Hence, as Zhu et al. noted, an ideal collaborative
system allows users to know and fulfill their obligations while respecting the rights and
authority of other users in collaboration [103]. Similarly, Ellis et al. argued that effective
access control is an important means for preventing user-to-user interference [22].

This inherent need for defining the rights and responsibilities of stakeholders within
collaborative processes is intensified by the fact that collaborative processes are often
subject to security policies, business rules, laws and regulations. Numerous regulations
and IT standards exist that pose compliance requirements for the corresponding systems.
In particular, IT systems must comply with laws and regulations such as the Basel 1T /111
Accords, the International Financial Reporting Standards (IFRS), the Health Insurance
Portability and Accountability Act (HIPPA), or the Sarbanes-Oxley Act (SOX). For
instance, one important part of SOX compliance is to provide adequate support for
definition and enforcement of process-related security policies (see, e.g., [10, 14, 62]).

Role-based access control (RBAC) [29, 77] has become the de-facto standard for defin-
ing and enforcing such process-related security/access control policies in both research

and industry. In particular, a process-related RBAC model (see, e.g., [88, 98|) enables
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the definition of permissions for the tasks that are included in (collaborative) processes.
Simply put, a process-related RBAC model is used to define who (i.e., subjects and roles)
can do what (i.e., tasks and actions) within a particular process. In addition, different
types of access constraints have been proposed as a means for defining, e.g., how or when
particular subjects may exercise particular permissions. For instance, context constraints
are used to integrate context information (such as as temporal or spatial context of a
user, see, e.g., [4, 13, 89]). Also, entailment constraints are an important means to assist
the specification and enforcement of compliant business processes (see, e.g., [5, 8, 11]).
In particular, separation of duty constraints (i.e., DME and SME) provide means for
enforcing a four-eyes-principle, which is intended to prevent fraud and error — something
that is particularly important, e.g., in the context of SOX [62]. On the other hand,
binding of duty constraints (i.e., subject-binding and role-binding) are often required in
privacy critical environments, such as the e-health domain, where users acquire confi-
dential knowledge. In summary, it can be noted that context constraints and entailment
constraints, as well as domain-specific security constraints (see, e.g., [44]) are used to
satisfy complex requirements that stem from laws, regulations or any other compliance
rules.

Defining such access constraints and access control policies can be considered to be
a translation process. More specifically, it involves the conversion of the various rules,
regulations, and requirements into a formal set of access constraints and access control
policies. This is usually a non-automatic, manual work task. Although domain experts,
such as security experts or bank clerks, know the rules and regulations of their respective
domain best, the formalization is usually done by software developers. Communication
between software developers and the domain experts is literally the Achilles’ heel in this
particular situation. Unfortunately, there is usually a fundamental communication bar-
rier between domain experts and software developers [27]|. Software developers often have
only a very vague idea about the domain-specific rules and regulations, while domain ex-
perts are most likely not familiar with any sorts of software development techniques or
modeling methodologies required for formalizing access constrains. Due to misunder-
standings or misinterpretations a considerable amount of additional time and effort has
to be invested into clarifying discussions. In the worst case, it may even compromise a
software system’s security mechanism, i.e., allowing an unauthorized user to access se-
cured resources [12, 50, 101]. Obviously, preventing such security breaches is of topmost
importance. In summary, it can be noted that the inherent communication mismatch
between security /domain experts and software developers may considerably add to the

overall development and maintenance effort of defining access control policies.

As Xiao et al. noted, the second major issue in access control and security, besides

incorrectly formalizing policies, is incorrect enforcement of the latter in the software
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system’s implementation [101]. One particular reason for such incorrect implementations
is that access control enforcement as well as access control in general can be considered
to be a prime example for a so-called cross-cutting concern. According to Kiczales et
al. a concern is said to be cross-cutting when its implementation is scattered across
the program and possibly tangled with the source code related to other concerns [53].
Several empirical studies (see, e.g., [9, 33, 42, 57, 102]|) provide evidence that cross-
cutting concerns often lead to a degradation of a software system’s code quality. Eaddy
et al. even provide empirical evidence suggesting that cross-cutting concerns effectively
cause software defects [19]. Hence, we conclude that access control enforcement itself is
a complex and error-prone concern from a software developer’s point of view.

The situation gets worse if we consider the diverse variety of collaborative process
types, which ranges from structured and rigid business processes to unstructured and
flexible real-time collaborative Web applications. While business processes and process-
aware information systems are omnipresent in the corporate contexts, real-time collabo-
rative Web applications such as Google Docs, Etherpad, or Creately are getting more and
more popular. This means that an ever increasing number of collaborative processes get
realized as real-time collaborative Web applications. From a software developer’s point of
view, each type of process requires custom, domain-specific enforcement mechanisms and
comes with its own set of technical challenges. In particular, large-scale Web applications
require scalable and computationally efficient enforcement mechanisms. Another ongoing
major trend that must be considered in this context is the shift towards mobile comput-
ing and mobile devices. As real-time collaborative Web applications proliferate, more
and more users are going use mobile devices to participate in collaborative processes.
Summing up, it can be noted, that the implementation of access control enforcement
mechanisms is complicated by the diversity of collaborative process types and execution
environments. Due to the ever increasing importance of Web applications and mobile

devices, in this thesis, special attention is paid to these execution environments.
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3.2 Research Questions

Based on the problem context defined in the previous section, this thesis aims to address

three research questions, which are introduced and discussed in the following:

Research Question 1

How can the development and maintenance effort of defining different types of
access constraints and implementing the respective enforcement mechanisms
in different types of collaborative processes be reduced?

Research Question 1 concerns two important dimensions that contribute to the over-
all development effort of introducing and maintaining access control mechanisms in a
software system, namely the definition of access constraints and the enforcement of the
latter at runtime. Defining and maintaining access constraints typically does not only
involve software developers, but also non-technical stakeholders, such as domain experts
or security experts. Involving and coordinating both software developers and domain
experts naturally increases the overall effort that is required in the formalization pro-
cess. As has been discussed previously, the runtime enforcement of access control is
a cross-cutting concern. As such, it is inherently prone to increase the complexity of
software systems, degrade the code quality, and even cause software defects [19]. Repair-
ing these defects, working against the degradation of code quality and coping with the
ever-increasing complexity inevitably increases the development effort that is required to
maintain such systems. Thus, a central goal of this thesis has been the attempt to reduce
the effort that is needed to develop means for defining and enforcing access constraints

in different types of collaborative processes.

Research Question 2

How can different types of access constraints in different types of collaborative
processes be enforced in an effective, efficient and scalable way?

Research Question 2 is motivated by the observation that access control is really a
key concern in many different application domains. If access control is a key concern the
respective domain usually requires that the constrained system effectively enforces the
defined policies and access constraints. This means that unauthorized access to secured
resources must be prevented and it must therefore not be possible to somehow circumvent
the respective enforcement mechanisms. While ensuring the effectiveness of enforcement
mechanisms is certainly the topmost goal, some types of collaborative processes, such
as real-time collaborative Web applications, require the efficiency and scalability of the

enforcement mechanisms to be taken into consideration too. This is due to the fact
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that users of such applications usually expect instantaneous update behavior. Therefore,
enforcement mechanisms in such environments have to be efficient enough to not impose
a perceivable performance penalty on the application’s update behavior. Because in the
Web context it is not uncommon having to deal with thousands of clients, being connected

to the same Web application simultaneously, scalability is also a crucial requirement.

Research Question 3

How can we guarantee the consistency of access constraint models and the
corresponding collaborative processes, especially considering constraint model
changes at runtime and scenarios of offline use?

Research Question 3 is primarily driven by the ever increasing importance of Web
applications, mobile computing and mobile devices. In particular, mobile computing
demands solutions that enable users to continue working on access constrained, collabo-
rative processes if a reliable network connection can not be guaranteed. Such unreliable
network connections frequently occur if the user is on an airplane, in a train, in a base-
ment, or in a rural area. In spite of this, most (real-time collaborative) Web applications
do not adequately handle or do not consider such offline use scenarios at all. Besides
that, it can be noted that especially large-scale Web applications are expected to be
always available. Maintenance downtimes, due to updates or configuration changes, such
as changing access constraint models, shall be avoided or at least kept as short as pos-
sible. Changing access constraint models dynamically at runtime would be the best
solution. Unfortunately, due to the interrelations and dependencies between collabora-
tive processes and their corresponding access constraint models as well as the immanent
complexity of some access constraint models itself, such runtime changes inevitably lead

to inconsistencies.

Research Question 4

What are the benefits and limitations of automatic enforcement of access
constraints for collaborative processes?

How can we measure or quantify the impact of automatic enforcement of
access constraints for collaborative processes?

Research Question 4 aims at finding evidence for the (beneficial) impacts of auto-
matic enforcement of access constraints for collaborative processes. Besides discussions
of lessons learned, we quantitatively study the efficiency and effectiveness of users. Such
quantitative evidence can help decision-makers to conduct a cost-benefit analysis by esti-

mating both the costs and the potential benefits of implementing automatic enforcement.
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Chapter 4

Research Results and Contributions

The following section discusses the pursued research method. Section 4.2 lists all scientific
papers that have been published and Section 4.3 provides a detailed overview of the

scientific contributions that have been made in the course of this thesis.

4.1 Design Science Research Method

This thesis is founded on the principles of design science research. Design science research
produces rigorous, meaningful results for information systems and gives the potential to
investigate new technologies and to advance accepted practice — in the absence of a
strong theory base — through the construction and evaluation of these systems and their
components [92]. According to Peffers et al., the design science process includes six
steps [71]: (1) problem identification and motivation, (2) definition of the objectives
for a solution, (3) design and development, (4) demonstration, (5) evaluation, and (6)
communication. Figure 4.1 illustrates and describes the artifacts that have been produced

in the first two steps according to Peffers et al.

4.2 Publication Overview

This thesis consists of work that has either been published in scientific conferences,
workshops, journals and books already, or is currently under review. The following list

provides a detailed list of publications that are included in this thesis.

e Paper A: W. Hummer, P. Gaubatz, M. Strembeck, U. Zdun, and S. Dustdar.
An Integrated Approach for Identity and Access Management in a SOA Context.
In 16th ACM Symposium on Access Control Models and Technologies, Innsbruck,
Austria, June 2011

13
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Identify Problem and Motivate

» Developing and maintaining access control enforcement mechanisms is a cross-
cutting concern and inherently prone to increase the complexity and decrease
the quality of software.

» Constraining a diverse variety of collaborative process types requires custom,
domain-specific enforcement mechanisms and approaches, which would
significantly increase the overall development effort.

* The applicability in large-scale Web applications require scalable and
computationally efficient enforcement mechanisms.

* Mobile computing demands solutions that support offline use scenarios.

» Avoiding maintenance downtimes by modifying access constraint models at
runtime may inevitably lead to inconsistencies of access constraint models and
the corresponding collaborative processes.

/
Define Objectives of a Solution

» To devise an approach for defining and enforcing different types of access
constraints that can be applied for different types of collaborative process.

* The approach shall...

—» * minimize the development and maintenance effort.
* be applicable in large-scale Web contexts.

» To explore means for ensuring the consistency of access constraint models and
the corresponding processes in offline use and runtime change scenarios.

» To find empirical evidence about the beneficiary effects of automatic constraint
enforcement in collaborative processes.

/
+{ Design and Development

/
‘ Demonstration

v

—{ Evaluation

/
—{ Communication

Figure 4.1: Applying the first two steps of Design Science according to Peffers et al. [71]
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e Paper B: W. Hummer, P. Gaubatz, M. Strembeck, U. Zdun, and S. Dustdar.
Enforcement of Entailment Constraints in Distributed Service-based Business Pro-

cesses. Information and Software Technology, 55(11), November 2013

e Paper C T. Quirchmayr, P. Gaubatz, M. Strembeck, and U. Zdun. Consistency
Checking and Resolution Strategies for Runtime Conflicts Resulting from Changes
in Process-related RBAC Models. submitted to Advances in Verifiably Secure

Process-aware Information Systems, submitted in June 2014

e Paper D: P. Gaubatz and U. Zdun. UML2 Profile and Model-Driven Approach
for Supporting System Integration and Adaptation of Web Data Mashups. In 4th
International Workshop on Lightweight Integration on the Web, Berlin, Germany,
July 2012

e Paper E: P. Gaubatz and U. Zdun. Supporting Entailment Constraints in the
Context of Collaborative Web Applications. In 28th Symposium On Applied Com-
puting, Coimbra, Portugal, March 2013

e Paper F: P. Gaubatz, W. Hummer, U. Zdun, and M. Strembeck. Supporting Cus-
tomized Views for Enforcing Access Control Constraints in Real-time Collaborative
Web Applications. In 13th International Conference on Web Engineering, Aalborg,
Denmark, July 2013

e Paper G: P. Gaubatz, W. Hummer, U. Zdun, and M. Strembeck. Enforcing En-
tailment Constraints in Offline Editing Scenarios for Real-time Collaborative Web
Documents. In 29th Symposium On Applied Computing, Gyeongju, Korea, March
2014

e Paper H: I. Lytra, P. Gaubatz, and U. Zdun. Two Controlled Experiments on
Model-based Architectural Decision Making. submitted to Information and Soft-

ware Technology, submitted first revision in January 2015

e Paper I: P. Gaubatz, I. Lytra, and U. Zdun. Automatic Enforcement of Constraints
in Real-time Collaborative Architectural Decision Making. Journal of Systems and

Software, accepted for publication in January 2015

Figure 4.2 puts these publications into their respective contexts. For instance, Pa-
per A presents “an integrated approach for identity and access management in a SOA
context” and is therefore placed within the contexts Business Processes, Access Control and
Constraints and Model-driven Development. Similarly, Paper D introduces a model-driven
approach for Web data mashups and therefore overlaps both Model-driven Development

and Web Applications.
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Figure 4.2: Context of Publications and Developed Prototypes

Besides indicating the context of each publication, Figure 4.2 also names the three
prototypical implementations (i.e., the SeCoS, CoCoForm and CoCoADvISE Frameworks)
that have been developed in the course of this thesis. As each prototype takes a different
shade of gray, we can easily tell which prototype has been presented in which particular
publication. For example, the CoCoADVISE Framework (i.e., dark gray) is part of Paper H
and Paper 1.

4.3 Scientific Contributions

In this section we want to highlight and discuss the main scientific contributions that
have been published within the scope of this thesis. Figure 4.3 provides an overview of
the five main contributions, clearly indicating that Contribution 1 sets the boundaries
and provides the foundation for Contribution 2, Contribution 3 and Contribution 4 while

Contribution 5 is an orthogonal aspect of the first four contributions.

Contribution 1

Model-driven approach for defining and enforcing different types of access
constraints in different types of collaborative processes.

We have designed and developed a model-driven approach for defining and enforcing
access constraints in collaborative processes. More precisely, our approach has been ap-
plied for two different types of access constraints, i.e., constraints from the RBAC context
and collaborative decision making constraints. The approach has also been extended and

applied for the following three different types of collaborative processes:
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Model-driven Approach for Defining
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Figure 4.3: Overview of Scientific Contributions

a. Business processes in distributed service-based architectures. In this con-

text, we introduced the SeCoS framework. The purpose of this framework is to secure
service invocations within a business process by making them subject to access control
policies and constraints. Our approach incorporates the concept of RBAC, entailment
constraints and single sign-on. A custom domain-specific language (DSL), which is
an important cornerstone of our approach, provides means for defining RBAC poli-
cies and entailment constraints. In addition, it allows for tagging service invocations
within process definitions with special security annotations. At deployment time,
the control flows of these annotated process definitions are automatically augmented
with additional code for enforcing the defined RBAC policies and constraints. At
runtime, this enforcement logic requests authorization decisions from the central Pol-
icy Decision Point (PDP) service, used for determining whether the invoking user
shall be granted the permission to invoke the respective service, or not. The inclu-
sion of the single sign-on concept, guarantees applicability of our approach in larger
cross-organizational environments, enabling one organization’s users to access secured
services of another trusting organization. Finally, we performed extensive evaluations
of our SeCoS prototype implementation. In particular, we verified the consistency and

quantified the performance penalty of our proposed enforcement mechanism.

. Real-time collaborative form editing. In this context, we introduced the Co-
CoForm framework. This frameworks aims to be a straightforward model-driven ap-
proach for specifying and enforcing access constraints (such as entailment constraints)
in real-time collaborative Web applications. We demonstrated the applicability of this
approach using a real-time collaborative Web form editing application. We contrast

such real-time collaborative Web applications with “traditional” form-based business
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applications, where users are confronted with standardized forms and precisely spec-
ified form fields. In such business applications, the structure of the forms is often
hard-coded into custom-made legacy applications. An alternative solution would be
workflow- or pageflow-based applications, where the form consists of workflow tasks
to be executed in a precisely prescribed order. Beside cluttering the control flow with
additional code concerning access control enforcement, these business applications ex-
hibit a major disadvantage: Their control flows are statically prescribed at design
time and it is not possible to leave this prescribed path. On the contrary, CoCoForm
does not prescribe any execution path at all. In CoCoForm, the structure of forms is
modeled using a custom meta-model and each element within a form can be made
subject to various access constraints. This allows form fields to be filled out concur-
rently by various users at the same time and can easily accommodate “unforeseen”
deviations from the originally intended workflows. CoCoForm is a generic approach
that can be applied to many real-time collaborative Web applications. It requires
some modifications to existing Web applications, but these — as well as the generation
of all other required artifacts — can optionally be automated with model-driven devel-
opment techniques. Analogous to the SeCoS framework, in CoCoForm the enforcement

logic delegates authorization decisions to a central, service-based PDP too.

c. Real-time collaborative decision making and documenting. In this context,
we introduced the CoCoADVISE framework. Our approach is the first one to consider
the precise definition and automatic enforcement of constraints in real-time collabo-
rative architectural decision making. It includes a formal meta-model containing a
set of novel decision making constraints including precisely defined semantics of each
constraint type. Conceptually, the CoCoADVISE framework is quite similar to CoCo-
Form. That is, instead of making form elements subject to various access constraints
(as in CoCoForm’s case), in CoCoADVISE, reusable decision models are made subject
to decision making constraints. At runtime, these constrained decision models are au-
tomatically transformed into Web-based questionnaires (similar to CoCoForm’s Web
forms). Questionnaires enable multiple, possibly geographically dispersed software
architects and stakeholders to participate in the group decision making and documen-
tation process, while the constraint enforcement mechanisms guarantee compliance to

the defined decision making constraints.

Figure 4.4 illustrates the main components of our model-driven approach in an ab-
stract, high-level view, as it is used in all three types of collaborative processes. Our
approach is based on three major concepts: model-driven development, separation of
concerns, and service-orientation. In the following we explain how each of these concepts

is used in our approach to define and enforce access constraints in collaborative processes:
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Figure 4.4: Defining and Enforcing Access Constraints in Collaborative Processes

1. Model-driven Development. The model-driven development concept (see, e.g.,
[3, 60, 81]) proposes the model as the primary artifact in software development. We
adhere to this concept by formalizing various types of — potentially domain-specific
— access constraints in the form of Access Constraint Models. We also propose the
development of DSLs, as a means for defining Access Constraint Models. This has the
benefit that a potentially larger group of people may be involved in the formalization
process. Eventually, we aimed for empowering non-software-developing people, such

as Security Experts, to define and maintain access control related policies.

Another essential concept of model-driven development is model verification. Espe-
cially in our context, i.e., security and access control, model verification can be a
valuable tool. This is due to the fact, that access control policies may contain various
inconsistencies, conflicting access constraints (such as entailment constraints), or even
loopholes that may — in the worst case — allow attackers to circumvent access control
mechanisms. Model verification techniques, although being beyond the scope of this
thesis’ contributions, can mitigate such problems to a large extent by propagating
model invariants to be defined. Checking these model invariants eventually exposes

inconsistencies, conflicts or loopholes within the models.

The final step in a model-driven development environment is usually a combination
of model transformation and code generation. Correspondingly, in our approach the
Access Constraint Models are semi-automatically transformed (i.e., code has to be
annotated manually) into executable code that is part of the Enforcement Layer. Code

generation is important, because enforcement code can be considered to be “boilerplate
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code” and manually writing code would be both time-consuming and error-prone. In
addition to code generation, certain components in our proposed system architecture,
such as the central Authorization Service or Policy Decision Point, may also interpret

and manipulate parts of the Access Constraint Models dynamically at runtime.

2. Separation of Concerns. The concept of Separation of Concerns (see, e.g., [17, 49,
70]) advises that software should be decomposed in such a way that different concerns
or aspects of the problem at hand are solved in well-separated modules or parts of the
software [16]. Security and access control is a prime example of a particular “concern”
as in “separation of concerns”. Consequently, the general idea of our approach is to
decouple the Enforcement Layer from the actual application code of the Collaborative
Process, as much as possible. Access Constraint Models are decoupled from the ap-
plication code in a similar fashion. And finally, our approach also includes the idea
of strictly separating the concern of authorization decision making from the actual
enforcement of authorization decisions. Figure 4.4 clearly illustrates the application
of the Separation of Concerns principle. While Access Constraint Models, the Enforce-
ment Layer and the Authorization Service are cleanly separated from each other, we can
see, that the Enforcement Layer overlaps the Collaborative Process slightly. This means,
that access control enforcement always requires adaptations and/or modifications to
be made on the underlying application code. However, a key concern of our approach

is to keep this overlap as small as possible.

3. Service-orientation. The Service-oriented Architecture (see, e.g., [23, 25, 54]) as
well as the corresponding service-orientation paradigm aims for positioning services
as the primary means through which application logic is represented [26]. A service is
a loosely coupled and self-contained software unit that provides a particular function-
ality. In our approach, we adopt these principles by proposing a central, service-based
Authorization Service or PDP (Policy Decision Point). In particular, this Authorization
Service represents the single authority within a particular system that is empowered to
make authorization decisions. This architecture allows for supporting the enforcement
more sophisticated access constraints, such as entailment constraints, which requires
such a Single Source of Truth to make authorization decisions. A single service can
potentially also be reused for multiple instances of the same collaborative process.
Finally, we found that a service-based Authorization Service naturally fits quite well
into the context of today’s service-based business processes or the context of real-time

collaborative Web applications.

Contribution 1 has originally been presented in Paper A, Paper B, Paper D, Paper E
and Paper I.
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Contribution 2

Generic and reusable consistency checking and resolution strategies and
algorithms for runtime conflicts resulting from changes in process-related
RBAC models.

Contribution 2 is an extension of Contribution 1(a) and has originally been presented
in Paper C. This contribution has gone some way towards enhancing our understanding of
the effects and pitfalls of changing process-related RBAC models dynamically at runtime.
This was driven by the desire to further establish the approach of viewing process-related
RBAC models as long-lived but dynamic artifacts that are constantly subject to change,
instead of completely static, “deploy once and never touch it again” type of artifacts. In
particular, we have examined the impact of changes in process-related RBAC models on
the respective process instances at runtime. We have systematically analyzed how every
possible change operation might negatively affect the runtime consistency of process
instances. For each potentially harmful change operation we have derived a generic and
reusable conflict detection algorithm that detects runtime consistency conflicts and is
independent of a certain software platform or programming language. Finally, we have
tackled the issue of resolving runtime consistency conflicts by proposing generic resolution

strategies that take the current state of conflicting task instances into account.

Contribution 3

Dynamic view customization, a novel concept for enforcing access control in
large-scale, real-time collaborative Web applications, as well as the prototypical
implementation and evaluation of this concept.

Contribution 3 is an extension of Contribution 1(b) and has originally been presented
in Paper F. This contribution demonstrates that access control policies and constraints
— in particular entailment constraints — in the context of real-time collaborative Web
applications can effectively be enforced by dynamically constraining user interface (UI)
elements for certain subjects. We call this process “view customization”. Further, we
show that our service-based approach can be used to realize the corresponding Ul view
configuration functionality and we provide evidence that it is potentially capable of meet-
ing the — especially in the context of real-time collaborative Web applications important
— requirement of nearly instantaneous update behavior, even for a large number of simul-
taneously connected users. Although the client-side part of the Ul view configuration
functionality is built upon the Model-View-ViewModel pattern [84], we show that it can
easily coexist with others. In fact, we argue that our approach is complementary to
currently available frameworks and solutions that support the development of real-time

collaborative Web applications, because it is completely decoupled from the collaborative
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aspects of the application. In essence, supporting view customization merely requires the
deploying a single, dedicated and self-contained View Service as well as hooking-in the

View Updater code into the client-side application code.

Contribution 4

A novel approach for supporting offline-editing scenarios in the context of
access constrained, real-time collaborative Web documents, as well as the
prototypical implementation and evaluation of this approach.

Contribution 4 is an extension of Contribution 1(b) and Contribution 3 and has
originally been presented in Paper G. Existing solutions for access control enforcement
typically rely on a central service, the Policy Decision Point (PDP). However, for use
cases with unreliable or limited connectivity, such as mobile devices, a permanent con-
nection to this centralized PDP can not be guaranteed. This shortcoming lead us to
devise a novel approach that enables users to locally edit access constrained, real-time
collaborative Web documents while their devices are temporarily offline. Our CoCo-
Form prototype implementation demonstrates, that offline editing for access constrained,
real-time collaborative Web documents can effectively be realized using a combination of
client-side access control enforcement and a document merging approach. We highlighted
that merging such documents is inherently prone to conflicts and motivated the need for
a merge approach that is capable of detecting and resolving conflicts automatically. We
provided evidence that many possible conflicts can be resolved automatically and that
both the merge algorithms and our prototypical document merge approach work with
acceptable runtime performance and scalability even for lots of simultaneous merge re-
quests and documents with lots of data fields. We also argued that the prioritization
of online performed changes of the Web document in favor of offline performed changes
is crucial in the context of real-time collaboration. We introduced the concept of an
offline weight as a means of discriminating offline performed changes in the merge pro-
cess and discovered a tradeoff relationship inherent to this approach, i.e., a higher offline
weight increases the automatability of the merge process but also increases the number
of situations where online data fields have to be reverted. The optimal offline weight
has to be determined empirically for a given document and the corresponding entailment

constraint model.

Contribution 5

A controlled experiment that evaluates and quantifies the beneficiary effects of
automatic constraint enforcement on the productivity of users.
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Contribution 5 is an extension of Contribution 1(c) and has originally been presented
in Paper I and Paper H. While the aforementioned contributions focus on aspects con-
cerning the development of constrainable collaborative processes, Contribution 5 shifts
to a completely different point of view, namely the perspective of users. With the help
of controlled experiments using our CoCoADVISE tool, we were able to report strong ev-
idence that the automatic enforcement of constraints leads to increased time and effort
related efficiency and effectiveness of the users while making and documenting architec-
tural decisions. In our experiment setup, we observed that the treatment group that
was supported by CoCoADVISE’s automatic constraint enforcement mechanisms, could
finish nearly 16% more work tasks, requiring 41% less time and 44% less work steps,
than the other treatment group, that was not supported by the automatic enforcement
mechanisms. Finally, we consider our approach and accompanying CoCoADVISE tool to
be relevant and useful for other collaborative software engineering tools as well, which

involve various stakeholder roles and distributed teams.

Figure 4.5 summarizes the main research contributions described above. It comple-
ments Figure 4.1 by illustrating and describing the artifacts that have been produced in
the last four steps of the design science research method according to Peffers et al.

In addition to these main contributions, the following contribution has been made in
course of writing this thesis. In [85] we presented an exploratory experiment concerning
the complexity of different types of API designs. In particular, we could report that
in our experiment, a textual DSL exhibited a smaller API complexity than three other
object-oriented frameworks — an aspect that is often claimed in literature, but rarely
backed by empirical evidence. As the topic of this particular publication is somewhat

out of scope of this thesis, we have excluded it from the latter.
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’ Identify Problem and Motivate

v

+{ Define Objectives of a Solution

v

Design and Development

» Model-driven approach for defining and enforcing different types of access
constraints in different types of collaborative processes.

» Generic and reusable consistency checking and resolution strategies and

—»  algorithms for runtime conflicts resulting from changes in process-related RBAC
models.

» Dynamic view customization, a novel concept for enforcing access control in
large-scale, real-time collaborative Web applications.

* A novel approach for supporting offline-editing scenarios in the context of access
constrained, real-time collaborative Web documents.

v

Demonstration

» Implementation of three different proof-of-concept prototypes (i.e., SeCos,
CoCoForm and CoCoADVISE) in three different contexts (i.e., business
processes in distributed service-based architectures, real-time collaborative form
editing and real-time collaborative decision making and documenting).

\
Evaluation

» Various experiments and simulations, demonstrating the functionality, efficiency
and scalability of the prototypes.

» A controlled experiment that evaluates and quantifies the beneficiary effects of
automatic constraint enforcement on the productivity of users.

\
Communication

» Academic publications (see Paper A-l).
» Talks at academic conferences and workshops.

Figure 4.5: Applying the last four steps of Design Science according to Peffers et al. [71]



Chapter 5

Conclusions

In this final chapter, the research questions formulated in Section 3.2 are revisited and put
into perspective with the list of scientific contributions elaborated in Section 4.3. Finally,

Section 5.2 concludes with a discussion of open topics and potential future research.

5.1 Research Questions Revisited

Let us now revisit the three research questions, that have been formulated in Section 3.2.
In this section, we will summarize how these central questions have been addressed by
the scientific contributions discussed in the previous Section 4.3. Figure 5.1 provides an

overview of the interrelations of Research Questions, Contributions and Publications.

Research Question 1: How can the development and maintenance effort of defining
different types of access constraints and implementing the respective enforcement mech-

anisms in different types of collaborative processes be reduced?

Research Question | | Research Question | | Research Question | | Research Question

addressed by ¥
Contribution Contribution Contribution Contribution Contribution

Figure 5.1: Overview of Research Questions, Contributions and Publications

25



26 5. Conclusions

This question has been addressed by Contribution 1. Our proposed model-driven de-
velopment approach reduces both the development and maintenance effort by leveraging
the following concepts and ideas. First, we propose the usage of models and DSLs as a
means for formalizing access constraints and policies. Relying on concise meta-models
accompanied by tailor-made DSLs empowers domain experts, such as security experts,
to define and maintain access constraint models, thereby relieving the software devel-
oper’s workload. Model verification techniques can reduce the workload even further, by
exposing inconsistencies, conflicts or loopholes, which might potentially cause security
breaches, within the access constraint models.

Automation, a cornerstone of model-driven development, is by far the most effective
technological means for boosting productivity and reliability [81]. For this reason, in
our approach, access constraint models are both, interpreted dynamically at runtime,
and transformed into executable code. On the contrary, manually writing code would
be both, time-consuming and error-prone, resulting in reduced productivity of software
developers and reduced reliability of the security enforcements mechanisms. Especially in
Paper A and Paper B we could demonstrate that code generation can greatly reduce the
development effort in our context as compared to manual implementation. In Paper D,
Paper E and Paper I we focus on model interpretation, instead of code generation.

Adhering to the concept of Separation of Concerns promises to increase the main-
tainability, i.e., it decreases the effort that needs to be invested in order to maintain the
security enforcements mechanisms. This is especially important, because access control
is a cross-cutting concern, that is inherently prone to increasing the complexity and de-
grading the quality of a software system’s code. Consequently, our approach suggests
decoupling security enforcement mechanisms and access constraint models from the ac-
tual application code, as much as possible. For instance, in Paper A and Paper B we
propose an annotation mechanism as a non-intrusive way of linking access constraint
models with process definitions. Besides annotation, the original process definition is
left totally untouched. Hence, we argue, that this additional annotation step causes only
a marginal and negligible increase in code complexity and degradation of code quality.
Our central, service-based Authorization Service can potentially also increase the main-
tainability, as a single instance of the service can be reused for multiple instances of the

same collaborative process.

Research Question 2: How can different types of access constraints in different types

of collaborative processes be enforced in an effective, efficient and scalable way?

This question has been addressed by Contribution 1 and Contribution 3. Access
control is really a key concern in many different application domains end enforcement

mechanisms are essential in such situations. By implementing our three research proto-
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types, SeCos (see Paper A and Paper B), CoCoForm (see Paper E, Paper F and Paper G)
and CoCoADVISE (see Paper I and Paper H), that have been developed during the course
of this thesis, we can assure the effectiveness of the proposed enforcement mechanisms.
Thus, we could demonstrate that our enforcement mechanisms correctly enforce various
types of access constraints at runtime.

Regarding the efficiency and scalability aspects of enforcement, we thoroughly evalu-
ated our prototypes by conducting extensive performance experiments. In the context of
business processes (see Paper A and Paper B), we illustrate that our enforcement mech-
anisms operate with an overhead that scale well up to the order of several ten thousand
logged service invocations. Especially in the context of real-time collaborative Web ap-
plications (see Paper F and Paper G) we explicitly focus on evaluating the efficiency and
scalability of our proposed dynamic view customization approach (see Contribution 3).
In Paper F, we show that our dynamic view customization approach provides linear scal-
ability and our prototype implementation can serve thousands of users, collaboratively
working on the same Web document. Performance measurements reveal, that even in
the case of 2000 simultaneously connected users, the average response time of our view

(customization) service remains well below a second.

Research Question 3: How can we guarantee the consistency of access constraint
models and the corresponding collaborative processes, especially considering constraint

model changes at runtime and scenarios of offline use?

This question has been addressed by Contribution 2 and Contribution 4. While our
model-driven approach comprising Contribution 1 concern both the development and
maintenance aspects, in Contribution 2 we deliberately focus on maintenance. Based on
previously documented observations (see e.g., [32, 52|) that RBAC can decrease both
the administration and maintenance costs, in Paper C we start with the assumption
of process-related RBAC models being treated as long-lived but dynamic artifacts that
are constantly subject to change [30]. For the sake of consistency, changing process-
related RBAC models is typically preceded by shutting down the corresponding process
instances or even the whole process-ware information system. However, especially in
the case of long-running processes such procedures are impractical. In Paper C we
therefore propose a novel set of consistency checking algorithms that aim for allowing
manipulating process-related RBAC models while the corresponding process instances are
currently being executed. We show that performing changes at runtime may inevitably
lead to runtime consistency conflicts within the corresponding access constraint models.
We tackle this issue by complementing the proposed algorithms with generic conflict
resolution strategies, that may be used to resolve conflicts (semi-) automatically. In

summary, our consistency checking and resolution strategies can considerably reduce the
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required maintenance effort in situations that demand changes of process-related RBAC
models to be effected instantaneously. We consider the effort reduction to be substantial,
because the alternative manual approach involves manually resolving runtime conflicts,
which is error-prone, cumbersome and impractical for complex models.

While Contribution 2 concerns constraint models changes at runtime, in Contribu-
tion 4 our focus shifts towards scenarios of offline use. In Paper G we propose a novel
approach that enables users to edit access constrained, real-time collaborative Web doc-
uments while their devices (e.g., notebooks or smartphones) are currently offline. This
approach was driven by the fact that existing solutions for access control enforcement typ-
ically require permanent connection to central PDPs — something that can not be taken
as granted in the context of mobile computing due to unreliable or limited network con-
nectivity. Our approach combines client-side access control enforcement and document
merging algorithms that are capable of detecting and resolving inevitable merge conflicts
automatically. The merge algorithms are parameterizable with an offline weight. More
precisely, we introduced offline weights as a means of discriminating offline performed
changes of the collaborative Web document over online performed ones. In experimental
simulations, we discovered that increasing the offline weight increases the automatability
of the merge process, i.e., the chance that a merge can be performed automatically. For
instance, in one exemplary scenario this chance more than doubles (from 20% to 47%) if
we double the offline weight (from 0.4 to 0.8). However, increasing the offline weight also
increases the number of merge conflicts, i.e., situations where online performed changes
have to be reverted. In the same exemplary scenario and the same offline weight increase
the chance of conflicts rises from 9% to 44%. Orthogonal to Research Question 2, which
concerns the scalability of access constraint enforcement mechanisms, we conducted ex-
tensive performance experiments that aim for evaluating the scalability of our proposed
merge mechanism. Our results indicate linear scalability and even in the case of 500
users, simultaneously submitting their offline performed changes, the average response
time of our (offline) merge service remains below a tenth of a second. Also considering
the results of our evaluation, concerning the memory consumption and execution time
of merge algorithms and snapshotting approaches, we conclude, that our proposed ap-
proaches are sufficiently efficient to be applicable in real-world scenarios and large-scale
Web applications. In summary, Contribution 4 demonstrates how offline use scenarios
can be supported in a way that access constraint models and the corresponding collabo-

rative process are kept in a consistent state.

Research Question 4: What are the benefits and limitations of automatic enforcement
of access constraints for collaborative processes? How can we measure or quantify the

impact of automatic enforcement of access constraints for collaborative processes?



5. Conclusions 29

This question has been addressed by Contribution 5. Driven by the fact that imple-
menting access constraint enforcement mechanisms is always a substantial investment,
we aimed for finding means for quantifying the prospective benefits of such an invest-
ment. In Paper H and Paper I we present the results of two controlled experiments. In
the context of collaborative architectural decision making and documenting architectural
decisions, we could provide strong evidence that automatic enforcement of constraints
increases both the efficiency and effectiveness of users. In the experiment, we found that
users completed their assigned work tasks faster (i.e., requiring 41% less time) while at
the same time having to invest less effort (i.e., requiring 44% less work steps). This is
because automatic enforcement mechanisms take away the burden of detecting, prevent-
ing and resolving constraint violations “manually” from the user. We found that our
linear regression model presented in Paper I serves as a good estimator for predicting the
effort reduction to be expected when introducing automatic enforcement mechanisms to
a collaborative process. We argue that predicting and quantifying the potential effort
reduction is a crucial instrument in outweighing the costs and benefits of implementing
enforcement mechanisms. Although it is possible that the results of our experiments are
specific to collaborative decision making and documenting architectural decisions, we be-
lieve that virtually any kind of collaborative process that concerns different stakeholder
roles and demands to be restricted by various domain and context specific constraints

will benefit from automatic constraint enforcement in a similar way to CoCoADVISE.

5.2 Future Work

The research presented in this thesis raised several questions and unlocked a number of

important challenges which were beyond the scope of this thesis. In particular:

e Although we have started to explore the implications of changing access constraint
models dynamically at runtime, our proposed model-driven approach still assumes
and requires static process/document models, which is a major limitation in certain
contexts. Especially in the case of ad-hoc processes, such as collaborative rich text
editing (e.g., Google Docs), our approach would have to be adapted and/or ex-

tended to be able to deal with such completely dynamic process/document models.

e SeCoS, our prototype implementation for securing business processes still has limi-
tations. For instance, in the case of highly parallel processing logic, advanced syn-
chronization mechanisms would be required for ensuring compliance to the defined
access constraints. Moreover, the query mechanism that checks access constraints
for validity needs to be further optimized for very large log data sets (in the order of

millions of invocations). We envision advanced data storage and compression tech-
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niques, as well as optimized query mechanisms to further reduce this increase of
overhead over time. Also, it would be interesting to investigate the use of additional

security annotations, in order to analyze the generalizability of our approach.

Our work on changing access constraint models dynamically at runtime has thrown
up questions and open issues in need of further investigation. For instance, it would
be interesting to study the conflict resolution’s possible degree of automation. In
particular, we would need a reliable instrument for automatically choosing the
most sensible resolution strategy for a given runtime consistency conflict at hand.
Future work might complement our work by deriving similar conflict detection
algorithms for access constraints other than task-based mutual exclusion constraints

and binding constraints.

Our work on client-side access control enforcement and the CoCoForm prototype
revealed several limitations inherited from HTML5 and Web browser implementa-
tions, such as the limited client-side storage capacity which be problematic if we
have to deal with huge document and access constraint models (i.e., tens of thou-
sands of model elements). Our initial experiments with two different document
merge approaches leads us to believe that there is still room left for improvements
in that area. More precisely, we think that more sophisticated merge approaches
could further increase the automatability without having to sacrifice and revert
already performed work. Another interesting topic would be to devise an approach
for estimating (i.e., instead of determining it empirically) the optimal offline weight

for a given document and the corresponding entailment constraint model.

More empirical evidence about the supportive effect of automatic enforcement of
constraints in collaborative architectural decision making tools on the efficiency
and effectiveness of users, should be collected. Also, our assumptions regarding the
supportive effects of automatic constraint enforcement, should be tested with prac-
titioners, in order to receive feedback concerning the usability of our CoCoADvVISE
tool. Our approach should also be tested with different group sizes, in different
system domains, and with different decision models. Abstracting from collabora-
tive architectural decision making and conducting similar studies and experiments
in other contexts, such as collaborative text-editing (i.e., CoCoForm), could provide
provide evidence, that our results are generalizable and valid for virtually any kind

of real-time collaborative process.
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ABSTRACT

In this paper, we present an approach for identity and access man-
agement (IAM) in the context of (cross-organizational) service-
oriented architectures (SOA). In particular, we defined a domain-
specific language (DSL) for role-based access control (RBAC) that
allows for the definition of IAM policies for SOAs. For the appli-
cation in a SOA context, our DSL environment automatically pro-
duces WS-BPEL (Business Process Execution Language for Web
services) specifications from the RBAC models defined in our DSL.
We use the WS-BPEL extension mechanism to annotate parts of
the process definition with directives concerning the IAM policies.
At deployment time, the WS-BPEL process is instrumented with
special activities which are executed at runtime to ensure its com-
pliance to the IAM policies. The algorithm that produces extended
WS-BPEL specifications from DSL models is described in detail.
Thereby, policies defined via our DSL are automatically mapped to
the implementation level of a SOA-based business process. This
way, the DSL decouples domain experts’ concerns from the tech-
nical details of IAM policy specification and enforcement. Our ap-
proach thus enables (non-technical) domain experts, such as physi-
cians or hospital clerks, to participate in defining and maintaining
TIAM policies in a SOA context. Based on a prototype implementa-
tion we also discuss several performance aspects of our approach.
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1. INTRODUCTION

In recent years, Service-Oriented Architectures (SOA) [24]
have emerged as a suitable means to develop loosely coupled
distributed systems. Today, Web services are a commonly used
technology that build the foundation of SOAs and both intra- and
cross-organizational business processes. Electronic business col-
laborations require enforcement of high-level security constraints
such as ensuring the identity and competencies of end users,
restricted access to resources, or protection of private data. In our
previous work, we identified the need for modeling support of
identity and access control models from the experiences gained
in the area of role engineering (see, e.g., [34-37]). However,
to enforce the corresponding access control policies in a soft-
ware system, the resulting models must also be mapped to the
implementation level.

Different aspects of identity and access management (IAM) in
distributed environments and SOAs have been studied previously.
In fact, our work builds on a number of existing approaches and
standards. An important point with regards to electronic business
processes spanning multiple services and cross-organizational units
is the concept of Single Sign-On (SSO, e.g., [17,25]), which sim-
plifies user authentication for the individual services by establish-
ing trust relationships across security domains. SSO allows the
business process to obtain a signed authentication token for a secu-
rity domain d, which is also accepted by other security domains
that trust domain d. The Security Assertion Markup Language
(SAML) [20] provides a standard way of expressing signed asser-
tions about the identity and attributes of a system participant. The
Web Services Security (WS-Security) [21] SAML Token Profile
defines how SAML assertions can be transported securely in Web
service invocations, i.e., by including a security token element in
the header of the SOAP (Simple Object Access Protocol) invoca-
tion message.

Cross-organizational IAM involves stakeholders with different
background and expertise. The technical IAM model which ex-
presses well-defined semantics and supports detailed security au-
dits may be suited for software architects and developers, but for
non-technical domain experts an abstracted view is desirable. In
the context of model-driven development (MDD) [28,29,33], a sys-
tematic approach for DSL (domain-specific language) development
has emerged in recent years (see, e.g., [15,32,38,42]). A DSL is
a tailor-made (computer) language for a specific problem domain.
In general, DSLs provide relevant domain abstractions as first class
language elements and can be designed and used on different ab-
straction layers, ranging from DSLs for technical tasks to DSLs for
tasks on the business-level. Thus, DSLs can also be defined for
non-technical stakeholders, such as business analysts or biologists,
for example. In general, a DSL makes domain-knowledge explicit.
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That is, the DSL is built so that domain experts can understand and
modify DSL code to phrase domain-specific statements that are un-
derstood by an information system. To ensure compliance between
models and software platforms, the models defined in a DSL are
mapped to source code artifacts of the software platform via auto-
mated model-transformations (see, e.g., [14,30,41]).

This paper presents an approach to define and enforce IAM poli-
cies in cross-organizational SOA business processes. The approach
is based on the Web Services Business Process Execution Language
(WS-BPEL) [22], which has in the previous years emerged as the
de-facto standard for defining Web service compositions and busi-
ness processes. WS-BPEL is an XML-based special-purpose lan-
guage whose features range from invocation of external Web ser-
vices, message correlation and asynchronous invocations to con-
trol flow structures (e.g., loops, branches, parallel flows), XML
data transformation and modification of SOAP message headers.
Our implementation builds on well-established standards including
SAML and WS-Security, and supports the concept of single-sign-
on (SSO) to authorize and secure the individual steps in the busi-
ness process. The use of a domain-specific language (DSL) for
Role Based Access Control (RBAC) [4,5,27] allows us to abstract
from technological details and to involve domain experts in the se-
curity modeling process. SOA experts and software developers uti-
lize the identity and access models to define security constraints
while designing electronic business processes in WS-BPEL. At de-
ployment time, the WS-BPEL process is instrumented with special
activities to ensure its compliance to the IAM policies at runtime.

The remainder of this paper is structured as follows. In Section
2, we introduce an illustrative scenario for IAM in a distributed
SOA context. We then present in Section 3 our approach for inte-
grated modeling and enforcement of identity and access control in
SOA business processes, and discuss the mapping from the model-
ing to the implementation level. Details on the implementation are
given in Section 4, and in Section 5 we evaluate different aspects of
our solution. Section 6 contains a discussion of related work, and
Section 7 concludes the paper with an outlook for future work.

2. SCENARIO: IAM IN A SOA BUSINESS
PROCESS CONTEXT

We illustrate the concepts of this paper based on a motivating
scenario taken from the e-health domain. Our example scenario
models the workflow of an orthopedic hospital which treats frac-
tures and other serious injuries. The hospital is supported by an
IT infrastructure organized in a SOA, implemented using Web ser-
vices. The SOA provides services for patient data, connects the de-
partments of the hospital and facilitates the routine processes. The
hospital exchanges data with other partner hospitals. As patient
data constitute sensitive information, security must be ensured and
a tailored domain-specific RBAC model needs to be enforced.

A core procedure in the hospital is the patient examination. The
corresponding technical business process is depicted in Business
Process Modeling Notation (BPMN) in Figure 1. We assume that
the process is implemented using WS-BPEL and that each BPMN
service task (depicted as gray rounded rectangles) denotes the in-
vocation of a Web service. The arrows between the tasks indicate
the control flow of the process. The BPMN groups in the figure are
annotated with Role and Context labels, the purpose of which will
be detailed later in this section. Note that all tasks are backed by
Web services, however, part of the tasks are not purely technical but
involve some sort of human labor or interaction. For instance, the
activation of the task Obtain X-Ray Image triggers an invocation
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: ; { Get Personal Data J—>F‘§\3} Assign Physician } v

Context “reception” i

v
N

Role “physician“

is emergency
,,,,,,,,,,,,,,,,,,,,,, o
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For each partner hospital h, | '

%}Get Patient History
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(9]

—._._._. Group (WS-BPEL: Scope)
@ Service Task (WS-BPEL: Service Invocation)
Loop Activity (WS-BPEL: For Loop)

i

Figure 1: Hospital Patient Examination Scenario in BPMN

to the Web service http://hl.com/xray, but the task itself is
performed by the hospital staff (and the patient).

The first step in the examination process is to retrieve the per-
sonal data of the patient. To demonstrate the cross-organizational
character of this scenario, suppose that the patient has never been
treated in our example hospital (H1) before, but has already re-
ceived medical treatment in a partner hospital (H2). Consequently,
H1 obtains the patient’s personal data from H2 via a Web service re-
siding under the URL http://h2.com/patients. Secondly, the
patient is assigned to an available physician, which is performed
using an examination service. These first two tasks need to be
performed by a general staff member (role “staff”). In the process
definition in Figure 1, this requirement is expressed as a BPMN
group (rounded rectangle with dashed border) with a corresponding
label. In the implementation of the process, this group is mapped
to a BPEL scope with an extensibility attribute role. Similar to a
scope in a regular programming language, a WS-BPEL scope em-
braces a set of instructions and defines boundaries for the lifetime
of variables and event handlers defined in this scope. Analogously,
the role attribute is valid within the boundaries of its owner scope.

After the patient has been assigned, the responsible physician
requests an x-ray image using the Web service of the x-ray depart-
ment (http://hl.com/xray). This activity runs under a new
group (or scope), which requires the role “physician”. The physi-
cian then analyzes the received x-ray image and decides whether
additional data are required. For instance, the patient may have had
a similar fraction or injury in the past, in which case special treat-
ment is required. Hence, the business process requests historical
data from partner hospitals, which also participate in the SOA. Due
to privacy issues, the historical data are only disclosed to the patient
herself, and the Get Patient History service task executes under the
role “patient”. Note that this role change and the identity manage-
ment is enforced by the platform, which will be discussed in Sec-
tion 3. Another situation that requires additional data is the case of
an emergency. If the emergency demands for immediate surgery,
it is important to determine historical data about any critical condi-
tions or diseases that might interfere with the surgery. This critical
information is stored in a secured repository which can be accessed
via the Web service http://hl.com/emergency. Access to
the critical historical data requires the context “emergency”, which
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is also indicated via an enclosing scope in Figure 1. Finally, af-
ter acquiring the necessary data, the process switches back to the
context “default” and the role “physician”. The invocation of the
operation decideOnTreatment constitutes the end of the ex-
amination and triggers the subsequent treatment activities.

The following list summarizes the stakeholders and their key re-
quirements concerning the SOA-based IT system of the hospital.

e The IT system facilitates the hospital szaff in their daily work
and employs a clear role concept for separation of concerns.
Besides receiving an efficient treatment, the main interest of
the patient is that all personal data remain confidential and
protected from abuse.

The security experts of the hospital need not necessarily be
technical experts and hence require an intuitive interface to
model identities, roles and security restrictions in the system.
The IT architects and developers who implement Web ser-
vices and business processes desire an integrated solution, in
which identity and access control can be easily plugged in
based on the models defined by the hospital’s management.

In the course of this paper, we focus on two aspects concerned
with mapping security constraints from a higher-level model to the
implementation level: 1) enabling domain experts to map the iden-
tity and access model from its abstract representation to a DSL,
and mapping of DSL expressions to the implementation level, 2)
enabling architects and developers to easily author SOA business
processes in WS-BPEL which enforce the security constraints.

3. INTEGRATED APPROACH FORIAM IN
A SOA CONTEXT

This section presents our integrated approach for identity and ac-
cess management and enforcement in a SOA context. The core as-
sets in a SOA are the services, and the participants that perform op-
erations on these services are either humans or other services. It has
been shown that SOA models can be mapped to (extended) RBAC
models (e.g., [1]). We build on these findings and provide a declara-
tive DSL for RBAC, integrated with an end-to-end solution for sim-
plified development of secured SOA business processes. The tight
integration of the DSL allows to trace identity and access control
specifications from the modeling level down to the implementation
code, enabling the detailed audit of security compliance.

Design Time Execution Time

write
commands enforce
Security
Experts expresses
utilizes
RBAC Model
Constraints .
invokes BPUSINESS executes (
subject to rocess
Instance /
implements W?b EE'S&: vser
Services
instantiated as

annotated with

y Business .
IT Architect/ Business Process
Developer ~ Writes focsss fransformed ,, Definition with IAM
Definition into Tasks (WS-BPEL'
(WS-BPEL), asks (WS-BPEL)
- 7

Deployment Time

Figure 2: Approach Overview

Figure 2 depicts a high-level overview of our approach, including
the involved stakeholders and system artifacts and the relationships
between them. At design time, the security experts write RBAC
DSL commands to define the RBAC model constraints. The IT spe-

cialists implement Web services and define WS-BPEL processes on
top of the services. The WS-BPEL definition is annotated with el-
ements from the RBAC DSL, in order to define which parts in the
process require which access privileges. At deployment time, the
WS-BPEL file is automatically enriched with IAM tasks that con-
form to the security annotations. The business process is instanti-
ated and executed by human individuals (for example patients and
staff members), and the IAM tasks have the process conform to the
constraints defined in the RBAC model. A PEP component inter-
cepts all service invocations and blocks unauthorized access.

In the following, we firstly discuss the core language model of
the RBAC DSL and show its mapping to the textual representation
and further down to the implementation level. Secondly, we present
our approach for automatic enforcement of the access control con-
straints using the extensibility mechanism in WS-BPEL processes.

3.1 DSL-Based RBAC Modeling for SOA

TypelClass Instance/Object (ex.) /" DSL Textual Syntax (ex.)
Subject :Subject :Subject nams:b gt :Egjggl “Ibaon:‘
name: “jane”|name: "bob"||+1352.010170%| | SUBJECT “1352-010170"
be ROLE “staff*
o va L r_Role 1| [ :Role | RgLE 2
ole r{name="staf" | | [name="patient'| | ROLE “patient"
+ name
+ allPerms()| | || [inherits ASSIGN
mutualExclusive 4 “pl
inherits o6 ASSIGN “1352-010170" “patient*
mutualExclusive hysician* INHERIT “staff* “physician*

MUTEX “patient” “physician”

:Resource
name="h1.com/
emergency”

:Context :Context CONTEXT “default®
name="default" || name="emergency" CONTEXT “emergency”

Fesource
[+ name | name="h1.com/
¥
name patients”

Context
+ name

RESOURCE “h1.com/patients*
RESOURCE “h1.com/emergency”|

n :Operation :Operation
mame=Cget mame=rget OPERATION “getPersonalData
PersonalData“ | | CriticalHistory* OPERATION “requestXRay™

PERM “staff* “getPersonalData“

{Perm\sslon%— —-{ :Permission H :Permission )— PERM “physician® “getCritical-

“h1.com/patients”
History“ “h1.com/emergency*
\_ WHEN “emergency" )

Figure 3: RBAC Model and DSL Language Elements

Figure 3 depicts an example that shows the different abstraction
layers of our RBAC DSL. In particular it depicts a (simplified) class
diagram of the DSL language elements, an excerpt of the object dia-
gram for the hospital scenario from Figure 1, and a textual represen-
tation of the example specified with our RBAC DSL. Subjects
are identified by a name attribute: hospital staff receive a unique
name, and for the patients’ name we use their social security num-
ber, which serves as a unique identifier. Subjects are associated
with an arbitrary number of Roles, which are themselves associ-
ated with Permissions to execute certain Operations. Roles
may inherit from other role instances (association inherits),
and two roles can be defined as being mutually exclusive (associ-
ation mutualExclusive). We use a context-specific extension
of the traditional RBAC model, which has been proposed previ-
ously in a similar form (e.g., [6, 8,26]). The Context element
allows for a more fine-grained definition of permissions and maps
directly to the context requirements in the scenario process defini-
tion (see Figure 1). In our approach, we directly associate Web ser-
vice instances with Resources, service invocations with RBAC
Operations, and Contexts with scopes in a Web services busi-
ness process. A scope in WS-BPEL builds a group of related tasks
and limits the lifetime and validness of its enclosed variables, part-
ner links, correlation sets and event handlers. The RBAC permis-
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sions are expressed with regard to a certain context in which they
are applicable. When a WS-BPEL scope is associated with a cer-
tain context (e.g., emergency), then all activities (i.e., operations)
contained in that scope must execute under this context, and, con-
sequently, the subject executing the process must be allowed to in-
voke the service operations under this context (see Section 3.2).
For instance, when the physician named bob is about to retrieve the
critical patient history in our scenario, then bob needs to have the
role physician, which allows him to execute the Web service op-
eration getCriticalHistory in the context emergency (see
Figure 3). The default context always exists and is automatically
assumed if no context is explicitly provided.
DSL Command Effect (OCL)
SUBJECT "jane" Subject.alllnstances()->select(s |
s.name="jane’)->size() = 1
Subject.alllnstances()->select(s |
s.name="jane’).role->select(r |
r.name="staff”)->size() = 1
INHERIT "staff" | Role.alllnstances()->select(r] |
rl.name="staff”).allPerms()->forAll(p1 |
Role.alllnstances()->select(r2 |
r2.name="physician’).allPerms()
->exists(p2 | pl=p2))
Subject.alllnstances()->forAll(s | not (
s.role->exists(r | r.name="physician’)
and s.role->exists(r | .name="patient’)))

Table 1: Excerpt of RBAC DSL Semantics in OCL

An excerpt of the RBAC DSL constructs and their effect
expressed as an OCL (Object Constraint Language) expression
is printed in Table 1. The first exemplary command, SUBJECT
"jane" has the effect that, upon execution, exactly one instance
of the class Subject with name attribute "jane" exists. The effect
of the second instruction is that the Subject named jane has an
associated Role object with name "staff”. The INHERIT command
takes two parameters, a junior-role and a senior-role name, and
causes the senior-role to inherit all permissions of the junior-role.
The operation Role.allPerms() returns all associated permissions of
a Role instance and its ancestor roles. Finally, the statically mutual
exclusive roles “patient” and “physician” are defined via the DSL
command MUTEX, which specifies that no Subject instance must
ever be assigned both of these roles simultaneously . We currently
do not use the alternative form of dynamic mutually exclusive
constraints which disallow combinations of certain roles to be
activated by one user in the same session or process instantiation,
but this is planned for future work. The four OCL constraints
illustrate the mapping from the abstract RBAC domain model
to the level of an intermediate language (DSL), which is easy to
use and comprehend for domain experts, and abstracts from the
underlying complexity. The remaining OCL constraints for our
example have been left out for brevity.

ASSIGN "jane"
"staff"

"physician”

MUTEX "patient™"

"physician"

3.1.1 Collaborative Identity and Access Modeling
for Single-Sign On

The goal of the patient examination scenario is that hospitals are
able to collaboratively model the identity and access control infor-
mation. To avoid a single point of failure and because each hospital
reserves the right to define their own (internal) access control poli-
cies, the RBAC information is not stored centrally, but each hos-
pital maintains their own model. However, the ability to retrieve
the model data from partner hospitals is vital in order to support
SSO and cross-organizational access to resources. For instance,
the loop in the business process in Figure 1 retrieves the patient

history from partner hospitals using a secured Web service opera-
tion getPatientHistory, which is provided by all hospitals.
The idea is to store data in a decentralized manner, i.e., when a
patient is registered or examined in hospital X, then X creates a
patient record that is stored locally, but can be accessed by the part-
ner hospitals. The invocation of the getPatientHistory op-
eration is secured with a SAML header asserting the identity of
the patient. Consider the patient is identified under a subject name
“1352-010170” (cf. Figure 3). This requires that the RBAC mod-
els of the partner hospitals also contain a subject with this identifier,
and that this subject is associated with the role “patient”.

To achieve an integrated view on a distributed RBAC model,
different strategies have been proposed. The special-purpose lan-
guage PCL (Policy Combining Language) defined in [10] allows
combining of access control policies expressed in XACML. In an-
other work, integration of policies from different organizations is
performed based on the similarity of XACML rules [12]. Since
the